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13 Local Network

I am concerned for the security of our great Nation, not so much because of any
threat from without, but because of the insidious forces working from within.

—General Douglas MacArthur!

What You Will Learn In This Chapter

e Ethernet broadcasting

¢ Ethernet insertion

e Wi-Fi encryption protocols

e Determine your Wi-Fi encryption protocol

e Secure an Apple Airport

e Configure WPA2 on a non-Apple router

e Restrict access by MAC address on an Apple router

e Restrict access by MAC address on a non-Apple router
e Verify Apple Airport security configuration

e Verify non-Apple Airport router security configuration

U https.://en.wikipedia.org/wiki/Douglas MacArthur
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13.1 Ethernet Broadcasting

It is common wisdom that Ethernet is more secure than Wi-Fi. But as with most
things we believe, this is not accurate.

There are two security issues with Ethernet: Broadcasting and Insertion. At the
most fundamental level, what is happening when data travels through Ethernet is
that electrons are traveling along a metal cable. There are two unintended
consequences that occur whenever electrons go for a ride-heat generation, and the
creation of an electromagnetic field. For our purposes, heat isn’t an issue. But the
electromagnetic field is.

Sending data through copper wire effectively turns that wire into a very large
antenna that is broadcasting your data through radio waves. If you have the right
receiver and translation software, you can easily capture every bit of data being
sent and received along that cable.

This vulnerability is not something about which the average person or business
would or should be concerned. On the other hand, if you or your business requires
the utmost in security, it is mandatory to add encryption to your Ethernet network.

Speaking specifically about macOS, computer-to-computer communications are
not encrypted, and so are not recommended. When using computer-to-macOS/OS
X Server communications, then all communications are encrypted. For business,
this means that users should not do file sharing between themselves, but instead
copy any file to the Server for others to copy back to their own computers.
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13.2Ethernet Insertion

You would notice if someone came into your home, plugged a computer into your
network, and sat there watching data go by. But in the typical business, nobody
would notice.

Ethernet and Wi-Fi networks can be protected from unwanted insertions by
implementing the 802.1x protocol (often referred to as RADIUS)
https://en.wikipedia.org/wiki/[EEE 802.1X. This protocol works with both
Ethernet and Wi-Fi, mandating that anyone attempting to join the network
authenticate with their own personal name and password. This is unlike the
typical Wi-Fi authentication that uses the same password for everyone.

To implement 802.1x you need to have either a macOS/OS X, Windows, or Linux
Server running within your network, or one of the many other 802.1x appliances
that are available. Details on how to configure 802.1x are beyond the scope of this
book. Please consult the following for more information:

o OS X Server Administrator Guide®
o Jeddd’
e OS X Server Essentials 10.11*

e Microsoft TechNet documentation’

2 https://help.apple.com/advancedserveradmin/mac/
3 https://jedda.me/2012/11/configuring-basic-radius-os-108-server/

4 https://www.amazon.com/Support-Essentials-10-11-Supporting-
Troubleshooting/dp/013442820X/ref=sr 1 _1?ie=UTF8&qid=1468196548&sr
=8-1&keywords=0S+X+10.11+server

> https://technet.microsoft.com/en-us/library/hh831831.aspx
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13.3 Wi-Fi Encryption Protocols

Right out of the box almost all Wi-Fi base stations are insecure. Anyone that can
pick up the signal can connect. This allows them not only to use your bandwidth
to access the Internet, but also to see all the other data—such as usernames and
passwords—that are travelling on that network. To start securing your Wi-Fi, add
strong password protection with encryption.

Although cellular networks do use encryption, the protocol in use has been broken
for many years, making it easy for a novice hacker to see all the data passing on
it. In addition, it is common practice for police and other government law
enforcement agencies to set up their own cellular towers with the purpose of
harvesting data.

To prevent your data from being seen while on a cellular network or an
unencrypted Wi-Fi network, it is necessary to use VPN (Virtual Private Network)
encryption (more on that later.) If the Wi-Fi network is properly encrypted, you
should have little concern over the security and privacy of your data.

Below you will find the brief on each of the Wi-Fi encryption protocols.

e WEP® (Wired Equivalency Protocol) was the first encryption protocol for Wi-
Fi. Introduced in 1999, it was quickly broken, and by 2003 was replaced by
WPA and WPA2 (Wi-Fi Protected Access). Any Wi-Fi base station
manufactured in the past 5 years will offer WPA and WPAZ2, in addition to
WEP.

There is only one reason to ever use WEP—you simply have no other option.
Kids driving by your home can likely break into your WEP network before
leaving the block.

e  WPA’ (Wi-Fi Protected Access) superseded WEP in 2003. Although it is a
great advancement, it too has been broken. As with WEP, the only reason to
use WPA is that you have no other option.

® http://en.wikipedia.org/wiki/Wired Equivalent Privacy
7 http://en.wikipedia.org/wiki/Wi-Fi_Protected Access
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e  WPA23 is the only protocol considered secure. WPA2 superseded WPA in
2004. Although in the past year WPA2 has been broken, it is very difficult to
do, and with strong passwords or with 802.1x still provides military-grade
protection for your wireless networks.

There are two encryption algorithms that can be used—7KI/P and AES
(technically known as CCMP, but virtually all vendors refer to it as AES.)
TKIP has been compromised and is no longer recommended. If your Wi-Fi
device allows the option of AES, use only that. If it only allows for TKIP,
trash the unit and purchase a more modern device.

8 http://en.wikipedia.org/wiki/Wi-Fi_Protected Access
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13.4Routers: An Overview

The connection point between your Internet Service Provider (ISP) and your
Local Area Network (LAN) is most likely a router. A router is a device designed
to connect two different types of networks, and provide resources for them to
interact.

Common brands of routers include: Cisco, Ubiquiti, Mesh, Linksys, Netgear, D-
Link, Apple, and the many unbranded devices that Internet Service Providers
lease to their customers.

Some newer routers, especially those provided by ISPs are all-in-one units
containing several, if not all the components below:

e Modem®. The hardware that decodes and modulates the signal from your
Internet provider to your cable or telephone jack. This is most likely to be a
separate component if more than one device exists for your Internet
connection.

e Router!’. A component that runs a specialized program, which allows
hundreds of different devices to interact on a network, usually sharing a single
IP address to the Internet. Routers use Network Address Translation (NAT) to
convert and direct Internet traffic from websites to your computer and from
your computer to other computers and peripherals on the Local Area Network
(LAN).

e Firewall'l. Software which inspects data traffic between the internet and
internally connected devices

e Intrusion Detection System and Intrusion Prevention System!2. These
features perform deep packet inspection to further protect the network from
outside intruders.

9 https://en.wikipedia.org/wiki/Modem

19 https://en.wikipedia.org/wiki/Router (computing)

" https://en.wikipedia.org/wiki/Firewall (computing)

12 https://en.wikipedia.org/wiki/Deep packet inspection
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e Network Switch!®. A hardware component that allows multiple devices to be
connected simultaneously and interact with the router

e Access Point'*. A hardware component that allows tens or hundreds of
wireless (Wi-Fi) devices to connect to it.

Every router has at least some basic security controls built in, including the ability
to filter out what it thinks are attempts to hack into your network, and the ability
to forward specific types of data packets to a specific computer within your LAN,
or to point specific types of data packets to a specific computer on the Internet.

Malware, hackers, criminals, and even some government agencies, sometimes
attempt to alter these configurations so that either the malware or the perpetrators
have an easier time harvesting your data. Because of this, it is wise to routinely
inspect the condition of your router. How often is routine? Within larger or
security-conscious organizations with high-value data, it is common to have a
network administrator dedicated to maintaining watch over the status of network
equipment. For a small business or household, once every few months wouldn’t
be too often.

13.4.1 Assignment: Determine Your Wi-Fi Encryption Protocol

You find yourself at a hotel with Wi-Fi and the need to access the Internet. You
have the need to ensure that your data is not intercepted. How do you determine if
the Wi-Fi network is using WPA or WPA2 instead of WEP? Just attempt to
access the network, and the dialog box will tell what protocol is in use.

For this assignment, take yourself to a location that has an available Wi-Fi
network. Your own home will do.

13 https://en.wikipedia.org/wiki/Network switch
4 https://en.wikipedia.org/wiki/Wireless_access_point
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1. From the Wi-Fi icon in the menu bar, select the target network.
&

Turn Wi-Fi Off

v MIT 5.2
ackair
Beth
billnyethewifiguy
CenturyLink1476
CenturyLink4731
CenturyLink5936
CenturyLink9167
cjohnson162
DIRECT-LY-VIZIOTV
HOME-D1A8
HOME-E692
house2modem
MIT 2.4
MIT 5.1
MIT Guest
xfinitywifi

PPDPDPDDDDDDDDDDDD

) ) ) ) ) ) ) ) ) ) ) ) 9) ) ) ) )

Join Other Network...
Create Network...
Open Network Preferences...

2. The authentication window will appear, requesting authentication and
informing you of the security protocol.

e If it does not appear, either the network does not use encryption, or your
Keychain may be storing the password from a previous time you were
connected.

S The Wi-Fi network “Dover” requires a WPA2
— password.

Password:

Show password
Remember this network

? Cancel

If you have already connected to the Wi-Fi network and don’t recall which
security protocol it uses, you can find it from the Wi-Fi menu icon.
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3. Hold down the Option key while clicking on the Wi-Fi menu icon. The Wi-Fi
submenu will display with expanded information, including the encryption
protocol in use, if any.

)

Create Diagnostics Report On Desktop...
Open Wireless Diagnostics...

Turn Wi-Fi Off

v MIT 5.2 8 =
Disconnect from MIT 5.2

Beth
CenturyLink8338
HOME-4577
HOME-E692
house2modem
MIT 2.4

MIT 5.1

MIT Guest
xfinitywifi

DPDPDPDDDDD

) ) ) ) ) ) ) 9 )

Join Other Network...
Create Network...
Open Network Preferences...

If the protocol is WPAZ2, life is all rainbows and unicorns. If it is anything else,
everything you do on that network is clearly visible to others and I strongly
recommend not using this network unless you have installed VPN software to
encrypt your Internet traffic (more on this later.)

13.4.2 Assignment: Secure An Apple Airport Extreme Base Station

Every Wi-Fi base station model has its own unique configuration method. We
will detail how to configure your Apple Airport Extreme for WPA2 protection.
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In this assignment, you configure an Apple Airport Extreme base station.

3.

Note: If in a classroom environment, the instructor will demonstrate while the
students observe.

Open Airport Utility.app, located in your /Applications/Utilities folder. Select
the target base station.

The target base station information pane will appear. Select the Edit button.
e0e@

Other Wi-Fi Devices

AirPort Utility

MIT AEBS

network MIT
IP address 10.1.10.18
LAN IP address 10.0.1.1
serial number C86MJ6C8FJ1R
version 7.7.3

status ® Double NAT

wireless clients AdamDelasiPhone
Bedroom Apple TV
Charles-Stone
EPSONOEOD24
Fresco-15-MBP
1 Living Room Apple TV
MIT AE Marc-MBP-2013
AirPort Extrer MarcLMiiPhoneSs
10.0.1.100

Edit

If so prompted, enter the administrator name and password for the base
station.
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4. Select the Base Station tab. Enter a strong administration password here.

o AirPort Utility

Oth Internet  Wireless  Network  Disks

Base Station Name: ‘MIT AEBS

Base Station Password: eessccccscccccse

Verify Password: eesessccsccsccss

Remember this password in my keychain

| Allow setup over WAN

Using Back to My Mac you can access this AirPort base station for
services such as file sharing from your other computers that have
Back to My Mac enabled. Click Add (+) and enter your Apple ID and

password.
Back to My Mac: Apple ID Status
marcmintz@mac.com ®
+|— Edit
Cancel Update
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5. Select the Wireless tab and then configure as follows.

o AirPort Utility

Oth Base Station  Internet | \W[c--0 Network  Disks

Network Mode: Create a wireless network

Wireless Network Name: | MIT
Wireless Security: WPA2 Personal

Wireless Password: essscscsscccccsce

Verify Password: eessssccsccsccce
Remember this password in my keychain

Enable Guest Network: MIT Guest
Guest Network Security: WPA2 Personal a
Guest Network Password: esesessccsccsces

Verify Password: sesssssssccscse

Wireless Options...

Cancel Update

e From the Wireless Security pop-up menu, select WPA2 Personal. If you
have older wireless equipment, you may need to change this to
WPA/WPA2 Personal to offer compatibility with your older equipment.
Keep in mind that doing so severely compromises your network security.

o In the Wireless Password and Verify Password fields, enter a strong
password.

6. Click the Update button.
7. Quit Airport Utility.app.

Congratulations! All traffic across your Wi-Fi network is now securely encrypted.
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13.4.3 Assignment: Configure WPA2 On A Non-Apple Router

Although all Wi-Fi routers or base stations are configured differently, most follow
a basic template. In this assignment, we will be using an ASUS RT-AC3200. We
will assume you are on a network with a similarly managed router.

In this assignment, you configure your Wi-Fi router to use the secure WPA2
protocol.

e Note: If this assignment is performed in a class, the instructor will
demonstrate while the students observe.

Find the IP address of your Wi-Fi router.
1. Open the Apple menu > System Preferences > Network.

o < i Network
Location: Automatic B
L= P—
e - Status: Connected Turn Wi-Fi Off
Wi-Fi is connected to VStwomodem 5GHz
Bluetooth DUN 8 and has the IP address 192.168.1.105.
° P‘?p'ay Ethernet vor Network Name: VStwomodem 5GHz B

.Thund...Ethernet ol

P pisplay FireWire
® Thund...FireWire

@ Bluetooth PAN 8

Thund...reWire 2

.Thgnd...lt Bridge os

Show Wi-Fi status in menu bar Advanced... ?

[_] Click the lock to make changes. Assist me...

2. Ifneeded, click the lock icon and authenticate as an administrator.

3. Select the Advanced button.
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4. Select the TCP/IP tab.

Network

= Wi-Fi

Wi-Fi m DNS WINS 802.1X Proxies Hardware

Configure IPv4: Using DHCP E
IPv4 Address: 192.168.1.105 Renew DHCP Lease
Subnet Mask: 255.255.255.0 DHCP Client ID:

( If required )
Router: 192.168.1.1

Configure IPv6: Automatically E
Router:
IPv6 Address:

Prefix Length:

Cancel OK

5. About half way down on the left side you will find the Router address. This is
your Wi-Fi base station or router IP address.

6. Close System Preferences.
Configure Router For WPA2
7. Open a web browser.

8. Inthe URL or Address field, enter the IP address of the Wi-Fi base station or
router.
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9. At the Authentication window, enter the administrator user name and
password. This will be the administrator of the router, not of your computer.

To view this page, you must log in to area “RT-
* AC3200" on 192.168.2.1:80.

Your password will be sent unencrypted.

Name: IL e — |

Password:

Remember this password in my keychain

Gancel

10. The router control panel will appear.

/SUS RT-AC3200 Logout Reboot English

Operation Mode: Wireless router Firmware Version: 3.0,0.4,378_4980
" Quick Internet SSID: MIT2
Setup

Internet status: System Status
el Connected
WAN IP: 192.168.0.100

Network Map DDNS: GO Smart Connect:  ON

Tri-band Smart Connect Status

Guest Network Wireless name(SSID)

MIT2
AiProtection Smart Connect Status:
On Authentication Method
Security level: 7
i WPA2-Personal 2 b
WPA Encryption

Traffic Analyzer AES 3

S WPA-PSK key
USB Application

& Aicioud 2.0

Advanced Settings —— LAN IP

192.168.2.1
<5 Wireless No Device
PIN code

30376889

§AM MIAR addensn
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11. From the sidebar, select the Wireless button. This will display the options
available with your Wi-Fi. Of interest to us now is the Authentication Method
and WPA Encryption. Verify that your Wi-Fi is configured to use the WPA2
protocol. If it isn’t, select it now, and then enter your desired strong password
to access the network.

JISUS RT-AC3200 Logout Reboot English v

Operation Mode: wireless router Firmware Version: 3.0.0.4.378_4980
" Quick Internet SSID: MIT2

Setup
General WPS WDS  Wireless MAC Filter  RADIUS Setting  Professional

General
Wireless - General
Network Map
Set up the wireless related information below.

Guest Network
Enabled Smart Connect ON

AiProtection SSID MIT2

Hide SSID Yes @No
" Adaptive QoS e O @

Wireless Mode Auto |

y~ Traffic Analyzer -
Channel bandwidth Auto

USB Application Control Channel Auto |

é\ AiCloud 2.0 Extension Channel Auto |

Authentication Method WPA2-Personal
Advanced Settings _
WPA Encryption AES &
<> Wireless
WPA Pre-Shared Key ——

Protected Management Frames Disable 'e

e Note: If your router has the option of using either AES or TKIP, select
AES. The TKIP encryption scheme has been broken and is easily hacked.

e Note: Although the WPA2 Enterprise is the strongest security (even higher
than WPA2), it requires network administrator skills and hardware that are
outside the scope of this book.

12. If any changes were made, click the Apply button to save the changes.
13. Close the browser window to exit out of your router.

Congratulations! All traffic on your Wi-Fi is now securely encrypted.
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13.5Use MAC Address To Limit Wi-Fi Access

Every device that can connect to a TCP network has a unique MAC Address’’
(Media Access Control). This address specifies the manufacturer of the device,
and a device-specific number. Don’t go to sleep on me yet! This MAC address
can be used with most Wi-Fi base stations to limit what devices can connect to
your network.

Although every Wi-Fi base station has a unique interface to filter by MAC
address, they all operate on the same principle—either allow anyone with the
proper password to gain access to the network, or allow anyone with the proper
password and proper MAC address access to the network. In this way, you can
easily lock down your Wi-Fi to only approved devices. So even if an employee
knows the password, they are unable to connect their iPhone or personal computer
to the Wi-Fi unless the MAC address for those devices are on the list.

13.5.1 Assignment: Restrict Access By MAC Address On An Apple
Airport

In this assignment, you configure your Apple Airport to allow only desired
devices to connect.

e Note: If this assignment is performed in a class, the instructor will
demonstrate while the students observe.

1S http://en.wikipedia.org/wiki/MAC address
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Make A List Of Devices Permitted Access To Your Wi-Fi Network

1. The MAC address of a macOS/OS X computer may be found in the System
Preferences > Network > Advanced... button > Hardware tab.

Network
" Wi-Fi
Wi-Fi  TCP/IP DNS WINS 802.1X Proxies W
MAC Address: b8:e8:5¢ ==
Configure: Automatically
MTU: Standard (1500)
? Cancel OK
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2. The MAC address of an iPhone may be found in the Settings > General >
About > Wi-Fi Address field

weses ATAT M-Cell & 3:41PM 70 @D 1 100% -
£ General About
Songs 6
Videos 92
Photos 109
Applications 146
Capacity 59.16 GB
Available 2315GB
Version 10.0 (14A5309d)
Carrier AT&T 24.5.47
Model
Serial Number

(Wi-Fi Address  A0:99:9B:30:AC'30)
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The MAC address of a Windows device can be found with the ipconfig
command in the command prompt.

a) In Windows 10, click in the Search the Web and Windows field in the
bottom left corner, and then enter command prompt. Double-click on
Command Prompt in the Best match pop-up.

H @ D B F = & O
Best match

- Command Prompt
Desktop app

Web
£ command

Store

command
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b) The Command Prompt window appears.

Microsoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

IC:\Users\marc>

c) Enter ipconfig —all. A listing of all network addresses for the device
appears. The MAC address will show as the Physical Address.

Command Prompt — O X

rs\marc>ipconfig -all
piindows IP Configuration

Host Name . . . . . . . . . . . . : DESKTOP-GMCOSS8I
Primary Dns Suffix

Node Type . . . . . . . . . . . . : Hybrid

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : localdomain

Ethernet adapter Ethernet®o:

Connection-specific DNS Suffix - Jlocaldomain

Description . . . . . . . . . . . : Intel(R) 82574L Gigabit Network Connection
Physical Address. . . . . . . . . ! ©00-0C-29-EF-94-53

EARF ENdDICU. . &« « o o a s a s a s« 189

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::al4c:8df4:5ee6:d49e%6(Preferred)

d) Close the Command Prompt.
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Configure Your Airport To Allow Only These Devices

4.
3.

Launch Airport Utility. Located in the /Applications/Utilities folder.

Select your Airport base station, select the Edit button, and if necessary,
authenticate for access.

Select the Network tab, enable the Enable Access Control check box, and then
select the Timed Access Control... button.

[ J AirPort Utility
Base Station  Internet = Wireless m Disks
Router Mode: = DHCP and NAT <]

DHCP Range: 10.0.1.100 to 10.0.1.199

DHCP Reservations: Description IP Address A

+

Port Settings: Description Type

+
Enable Access Control: = Timed Access Control...

Network Options...

Cancel
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7. The Timed Access Control window appears.

AirPort Utility

Wireless Clients:
Description

Unlimited (default

Description: Unlimited

Wireless Access Times

Everyday B All Day B

+

This entry specifies the default amount of access for any wireless clients that are not
listed separately.

Cancel Save
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8. At the bottom left of the Wireless Clients field, select the + button. Configure

as below:

AirPort Utility

Wireless Clients:
Description

Unlimited (default)
Marc's MacBook Retina

Description: Marc's MacBook Retina

MAC Address:  b8:e8:56:

Wireless Access Times

Everyday a

Albay [

Cancel

Save

e Description: Enter a human-recognizable description of the device to be

allowed access.

o  MAC Address: Enter the MAC address of the device.

9. Repeat step 6 for every wireless device to have access to your network.

10. Select the Save button.

11. Any device not listed will be immediately dropped from your network.

12. Quit Airport Utility.

Congratulations! You have secured your wireless network so that only authorized

devices are granted access.
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13.5.2 Assignment: Restrict Access By MAC Address To A
Router

In this assignment, you configure a non-Apple wireless router to allow only
base station
example, we

desired devices to connect. Although every wireless router or Wi-Fi
is configured differently, they tend to use a similar template. In this
will be using an Asus RT-AC3200.

Non-Apple

e Note: If this assignment is performed in a class, the instructor will

demonstrate while the students observe.
Find And Record The IP address Of Your Wireless Router
1. Open Apple menu > System Preferences > Network.

o < i Network
Location: = Automatic [T}
L~ P—
e - Status: Connected Turn Wi-Fi Off
Wi-Fi is connected to VStwomodem 5GHz
Bluetooth DUN 8 and has the IP address 192.168.1.105.
® P‘?p'ay Ethernet e Network Name: VStwomodem 5GHz

..Thiund...Etihernet ol

P pisplay FirgWire
P Thynd...FireWire
[ ]

@ Bluetooth PAN E

Thund...reWire 2

°® Thynd...lt Bridge os

[_] Click the lock to make changes. Assist me...

B

Show Wi-Fi status in menu bar Advanced...

2. If necessary, unlock the preference.

3. Select the Advanced button.
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4. Select the TCP/IP tab. The wireless router/Wi-Fi base station IP address will
be found at the Router: field.

-

Network

" Wi-Fi
Wi-Fi pgezilsy DNS  WINS  802.1X  Proxies Hardware

Configure IPv4:  Using DHCP o

IPv4 Address: 192.168.1.105 Renew DHCP Lease
Subnet Mask: 255.255.255.0 DHCP Client ID:

If ed
Router: 192.168.1.1 (If required )

Configure IPv6: Automatically B
Router:
IPv6 Address:

Prefix Length:

Cancel OK

5. Quit System Preferences.
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Make A List of Devices Permitted Access To Your Wi-Fi network

6. The MAC address of a Macintosh may be found in the System Preferences >
Network > Advanced... button > Hardware tab.

Network
" Wi-Fi
Wi-Fi  TCP/IP DNS WINS 802.1X Proxies m
MAC Address: b8:e8:5¢ ==
Configure: Automatically
MTU: Standard (1500)
? Cancel OK
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7. The MAC address of an iPhone may be found in the Settings > General >
About > Wi-Fi Address field.

Seeel ATAT ¥ 6:35PM 7§ 68X W)

< General About

Songs

Videos 9
Photos

Applications 150
Capacity 59.16 GB
Available 23.41GB
Version 10.0 (14A5297¢)
Carrier AT&T 24.5.39
Model MG502LL/A
Serial Number

Wi-Fi Address  A0:99
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The MAC address of a Windows 10 device can be found with the ipconfig
command in the command prompt.

a) In Windows 10, click in the Search the Web and Windows field in the
bottom left corner, and then enter command prompt. Double-click on
Command Prompt in the Best match pop-up.

H @ D B F = & O
Best match

- Command Prompt
Desktop app

Web
£ command

Store

command
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b) The Command Prompt window appears.

Microsoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

IC:\Users\marc>

c) Enter ipconfig —all. A listing of all network addresses for the device
appears. The MAC address will show as the Physical Address.

Command Prompt - O X

Autoconfiguration Enabled
Tunnel adapter Local Area Connection* 4:

Connection-specific DNS Suffix

Description : Teredo Tunneling Pseudo-Interface
Physical Address : 00-00-00-00-00-00-00-EQ

DHCP Enabled: . « %iieie s

Autoconfiguration Enabled

IPv6 Address

Link-local IPv6 Address . . . . . :

Default Gateway HEE

DHCPvE IAID i 167772160

DHCPy lient DUID. . . . . . . . : 00-01-00-01-1D-EE-41-E4-00-0C-29-EF-94-53
([3d:] over Tcpip : Disabled

iC:\Users\marc>*Z

d) Close the Command Prompt.
Create A List In Your Router Of Allowed Devices
9. Launch a web browser.
10. Enter the IP address of the wireless router.
11. In the URL or Address field, enter the IP address of the wireless router.

12. At the Authentication window, enter the user name and password of the router
administrator. This is not the administrator of your computer.
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To view this page, you must log in to area “RT-
AC3200" on 192.168.2.1:80.

Your password will be sent unencrypted.

Name: IL |

Password:

Remember this password in my keychain

Cancel

13. The wireless router control panel will appear.

e Please keep in mind that all routers—even from the same company—have
slightly different interfaces.

=S RT-AC3200 Logout Reboot English

Operation Mode: wireless router Firmware Version: 3.0.0.4.378_4980

' Quick Internet
Setup

SSID: MIT2

General

Network Map

Guest Network

AiProtection

Adaptive QoS

Traffic Analyzer

USB Application

& AiCioud 2.0

Advanced Settings

Clients:

< Wireless

Internet status: System Status
Connected
WAN IP: 192.168.0.100

DDNS: GO

Tri-band Smart Connect

Smart Connect: ON

Wireless name(SSID)

MIT2
Smart Connect Status:
On
Security level:

WPA2-Personal 8

Authentication Method

WPA2-Personal

WPA Encryption

AES 4

WPA-PSK key

LAN IP
192.168.2.1

PIN code
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14. From the sidebar select Wireless, select the Wireless MAC Filter tab, enable
the Yes radio button for Enable MAC Filter, and then set the MAC Filter

Mode pop-up menu to Accept.

== RT-AC3200 Logout Reboot English

Operation Mode: wireless router Firmware Version: 3.0.0.4.378_4980
" Quick Internet SSID: MIT2

Setup
General WPS WDS  Wireless MAC Filter RADIUS Setting  Professional

General
Wireless - Wireless MAC Filter
Network Map
Wireless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN.

Guest Network ! Basic Config

Enable MAC Filter * Yes @No
AiProtection

MAC Filter Mode Accept ¢
Adaptive QoS

TMAC itter tist (Max Limit : 64)

Traffic Analyzer MAC filter list Add / Delete

USB Application n @

No data in table.
AiCloud 2.0

Apply

Advanced Settings

*2;_:.»‘ Wireless

15. Clicking the disclosure triangle beneath the MAC filter list displays all the
devices currently connected to the router via Wi-Fi. Selecting any of these
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adds its MAC address to the MAC filter list. You may also manually enter a
MAC address to this field.

JiISUS RT-AC3200 Logout Reboot English

Operation Mode: Wireless router Firmware Version: 3.0.0.4.378_4980
" Quick Internet SSID: MIT2
Setup
General WPS WDS  Wireless MAC Filter  RADIUS Setting  Professional

General
Wireless - Wireless MAC Filter
Network Map
Wireless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN.

Guest Network F Basic Config

Enable MAC Filter = Yos @No
AiProtection

MAC Filter Mode Accept 3
Adaptive QoS

MAC filter list (Max Limit : 64)

Traffic Analyzer MAC filter list Add / Delete

USB Application ! @
MITMLMi20150805 ( A0:99:98:30:AC:30 )
MIT-MLM-MBP ( B8:E8:56:47:AB:E4 )
GBconfeenceroom ( 9C:20:7B:7C:64:BA )
Apply

¥ AiCloud 2.0

Advanced Settings

% Wireless

16. With a desired MAC address entered in to the MAC filter list field, click the
Add/Delete button to add the device to the list.

17. Repeat the previous 2 steps for each device to be allowed onto the Wi-Fi
network.

18. Click the Apply button to save changes.
19. Close the browser window to exit out of your wireless router.

Congratulations! You have secured your wireless network so that only authorized
devices are granted access.
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13.6 Router Penetration

The connection point between your Internet provider cable, DSL, fiber, radio, etc.
and your Local Area Network (LAN) is a Router. A router is a device designed to
connect two different types of networks.

Every router has at least some basic security controls built in, including the ability
to filter out what it thinks are attempts to hack into your network, and the ability
to forward specific types of data packets to a specific computer within your LAN,
or to point specific types of data packets to a specific computer on the Internet.

Malware often attempts to alter these configurations so that either the malware or
the criminals behind the malware have an easier time harvesting your data.
Because of this, it is wise to routinely inspect the condition of your router. How
often is “routine?”” Within larger and security-conscious organizations, it is
common to have a network administrator dedicated to maintaining watch over the
status of network equipment. For a small business or household, once every
month wouldn’t be too often.

Common areas of router penetration include:

e Port forwarding'®: Port forwarding is useful if you have a service such as a
web server running that you wish to be accessible from the internet. However,
if ports are being forwarded without purpose, the firewall is being bypassed
and your internal computers may be visible from the internet.

e DMZ!": Related to Port Forwarding is the DMZ, or De-Militarized Zone.
DMZ is typically used to route all external traffic for a specific IP address,
regardless of service request, to a specific computer. Unless there is a unique
need, it should remain disabled.

e RAM-Resident Malware: Some router malware make their home in the
RAM of the router. In this way, they can take control of your data traffic
without showing in the interface.

16 https://en.wikipedia.org/wiki/Port_forwarding
17 https://en.wikipedia.org/wiki/DMZ_(computing)
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e Firmware!3: It is vital to keep the router firmware up to date. Just as with any
software, router firmware will always have vulnerabilities. Over time,
criminals (including some government organizations) discover how to use
these vulnerabilities to their benefit. Keeping the firmware updated helps to
stay a step ahead of this problem.

13.6.1 Assignment: Verify Apple Airport Port Security Configuration

In this assignment, you verify the integrity of your Apple Airport (Extreme or
Express) base station.

e Note: If this assignment is performed in a class, the instructor will
demonstrate while the students observe.

Some malware will make its home in the router RAM. Also, over time router

RAM may accumulate corruption. The fix for both issues is the same—power

cycling.

1. After verifying that all users have disconnected from the Internet and have
closed any connections to other devices on the network, pull the power cord
from the back of the Apple Airport.

2. Wait a minute.

3. Plug the power cord back into the Apple Airport. It may take up to two
minutes for it to be fully operational.

8 https://en.wikipedia.org/wiki/Firmware
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Open Airport Utility, located in /Applications/Utilities. The main window
opens. Click on the target base station (in this example, the MIT ABS.)

0O AirPort Utility

Other Wi-Fi Devices

® Internet

® MIT ABS

AirPort Extreme
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Verify There Are No Reported Problems Or Firmware Updates Available

5. In the pop-up window, to the right of Status, verify that there are no reported
problems and that no update notification is present. If either condition exists,
select the associated button to either resolve the issue or update firmware.

[ NN AirPort Utility

Other Wi-Fi Devices

® Internet

MIT ABS

network MIT ABS
IP address 192.168.0.126
LAN IP address 10.0.1.1
serial number C86MJBCBFJ1R
version 7.7.3
status

wireless clients MIT-MLM-MBP

6. If there are no issues, select the Edit button.

Verify DNS Servers Are Configured Properly

7. Select the Internet tab. Look in the DNS Servers tields and verify these are set
to the IP address of the servers you wish to use. If you are uncertain, these
may be set to:
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e DNS Servers under the control of your Internet provider. You may contact
them for the proper IP addresses.

e DNS Servers under the control of your organization. You may contact
your IT department for the proper IP addresses.

e The IP address of your modem (not recommended, as you don’t have
certainty that the modem has not been compromised.)

e Any of the thousands of free and commercial DNS providers. In this
example, we are using Google DNS.

Other Wi Base Station Internet  Wireless  Network  Disks

Connect Using: DHCP C

IPv4 Address: 192.168.0.126 Renew DHCP Lease
Subnet Mask: 255.255.255.0
Router Address: 192.168.0.1
DNS Servers: 8.8.8.8
8.8.4.4
IPv6 DNS Servers:

Domain Name:

IPv6 WAN Address:

Internet Options...

Cancel Update

8. If changes to your DNS Servers has been made, select the Apply button.

Verify Encryption Is In Place
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9. Select the Wireless tab.

10. Verify the Wireless Security field is set to WPAZ2 Personal, or if you know
you have a RADIUS! server within your environment, WPA2 Enterprise.

® AirPort Utility

Other Wi Base Station  Internet W Network  Disks

Network Mode: Create a wireless network

Wireless Network Name:  MIT ABS
Wireless Security: WPA2 Personal

Wireless Password: esssssessssssssse

Verify Password: eeeeeecscesecseee
Remember this password in my keychain

Enable Guest Network:

Wireless Options...

Cancel Update

11. If changes have been made, select the Update button.

9 https://en.wikipedia.org/wiki/RADIUS
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Verify Port Forwarding

12. Select the Network tab. If there are any settings in the Port Settings area,
verify there is a demonstrable business need for them, and that they are
pointing to the proper devices. If not, remove them.

13. If any changes have been made, select the Update button.

AirPort Utility

Other Wi Base Station  Internet  Wireless BLCIUGGE Disks

Router Mode: DHCP and NAT

DHCP Range: 10.0.1.100 to 10.0.1.199

DHCP Reservations: Description IP Address

+

Port Settings: Description

Enable Access Control:

Network Options...

Cancel Update

14. Quit Airport Utility.

You are in great shape. Be sure to repeat this check at least monthly.
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13.6.2 Assignment: Verify Non-Apple Airport Router Security
Configuration

In the example below, I’'m using an ASUS RT-AC3200. Although all routers have
a somewhat different interface, most share the same functions.
In this assignment, you verify the security configuration of a non-Apple Router.

e Note: If this assignment is performed in a class, the instructor will
demonstrate while the students observe.

Remove Any RAM-Resident Malware

Some malware will make its home in the router RAM. Also, over time router
RAM may accumulate corruption. The fix for both issues is the same—power
cycling.

1. After verifying that all users have disconnected from the Internet and have
closed any connections to other devices on the network, power off the router.
If yours does not have an on/off switch, pull the power cord from the back of
the router.

Remove the router batteries (if any).

Wait a minute.

Insert the router batteries (if any).

Power on the router. It may take up to 3 minutes for it to be fully operational.

Open a browser and enter the IP address of your router.

NS kWD

At the prompt, enter the administrator user name and password.
Verify Router Firmware Is Up To Date

8. Select Administration from the sidebar, and then select the Firmware Upgrade
tab.

9. Scroll down to the Firmware Version field. The currently installed version
number is listed.
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10. To the right of this field is the Check button. Select it.

=SS RT-AC3200 Logout Reboot English

Operation Mode: wireless router Firmware Version: 3,0,.0,4,378_4980
Quick Internet SSID: MIT2
Setup

Operation Mode System Firmware Upgrade Restore/Save/Upload Setting

General
inistration - Firmware Upgrade
Network Map
Note:

Guest Network . The latest firmware version include updates on the previous version.

. For a configuration parameter existing both in the old and new firmware, its setting will be kept during the upgrade
AiProtection process.
. In case the upgrade process fails, RT-AC3200 enters the emergency mode automatically. The LED signals at the front of
RT-AC3200 will indicate such a situation. Use the Firmware Restoration utility on the CD to do system recovery.
. Gel the latest firmware version from ASUS Support site at hitp://www.asus.com/support/

Adaptive QoS

Traffic Analyzer
Product ID RT-AC3200

USB Application
Signature Version 1.084

AiCloud 2.0 Firmware Version 3.0.0.4.378_4980-g8c12667 Check

New Firmware File no

Advanced Settings

Wireless s

Firewall

Administration
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14.

15.

13 Local Network

A dialog box will display, stating either the firmware is up to date, or a new
version is available.

From “192.168.2.1":

The latest firmware is available now. To get the best
experience, ASUS highly recommend that you update
your router to the latest firmware version. Do you
want to update firmware now?

Do not power off RT-AC3200 while upgrade in
progress.

Cancel (TSN

In this example, there is a more recent version, so we will select the OK
button to download and install the update. If there is no new version available,
exit the browser.

Note: During the download/install, the router will be offline, breaking Internet
access for all on the network.

The firmware is downloaded.

4%

Firmware is upgrading. Please wait about 3 minutes.
Do not power off RT-AC3200 while upgrade in progress.

When the download/install completes, you may exit the browser.
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Verify No Unnecessary Port Forwarding

16. In the sidebar select WAN, select the Virtual Server/Port Forwarding tab,
scroll down to the Basic Config area. View if Enable Port Forwarding is set
to Yes. If it is, verify there is a demonstrable business need for this feature to
be on. More information will be found in the next step.

/iSUS RT-AC3200

" Quick Internet
Setup

General

Network Map

Guest Network

AiProtection

Adaptive QoS

= Traffic Analyzer

USB Application

& Aicloud 2.0

Advanced Settings

Wireless

Firewall

Logout Reboot English

Operation Mode: wireless router Firmware Version: 3.0.0.4,378_4980
SSID: MIT2

Internet Dual Port Virtual Server / Port

NAT
Connection WAN Trigger Forwarding DMZ: " DDNS Passthrough

WAN - Virtual Server / Port Forwarding

Virtual Server / Port forwarding allows remote computers to connect lo a specific computer or service within a private local area
network (LAN). For a faster connection, some P2P applications (such as BitTorrent), may also require that you set the port
forwarding setting. Please refer to the P2P application’s user manual for details. You can open the multiple port or a range of
ports in router and redirect data through those ports to a single client on your network.

If you want to specify a Port Range for clients on the same network, enter the Service Name, the Port Range (e.g. 10200:10300),
the LAN IP address, and leave the Local Port empty.

* When your network'’s firewall is disabled and you set 80 as the HTTP server's port range for your WAN setup, then your http
server/web server would be in conflict with RT-AC3200's web user interface

« When you set 20:21 as your FTP server's port range for your WAN setup, then your FTP server would be in conflict with RT-
AC3200's native FTP server.

virtual server / port Forwarding FAQ

" Basic Config

Enable Port Forwarding @Yes = No
Famous Server List Please select 4
Famous Game List Please select

FTP Server Port 2021

Port Forwarding List (Max Limit : 32)

Service Name Port Range Add / Delete

[~ ) @

No data in table.

Apply

17. Scroll further down to the Port Forwarding List area. If Port Forwarding is
turned on, this area will list which network services are being routed to which
devices. Verify there is a demonstrable business need for this configuration. If
not, then turn Enable Port Forwarding to No.

18. Select the Apply button.
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Verify DMZ Configuration

Similar to Port Forwarding is DMZ. When DMZ is enabled, all inbound packets
are routed to that device. This allows a single device on your network to be
accessible from the Internet. This presents a very high level of vulnerability for
that device. Unless there is a demonstrated business need for this function, and
adequate steps have been taken to prevent unwanted penetration, turn DMZ off.

19. From the router control panel sidebar, select WAN, and then select the DMZ

tab.

/i5US  RT-AC3200

' #" Quick Internet
Setup

General
Network Map
Guest Network
AiProtection

m Adaptive QoS

M- Traffic Analyzer

* USB Application

‘i AiCloud 2.0
£

Advanced Settings

<5 Wireless

{ ] LAN

@ WAN

Logout Reboot English v

Operation Mode: wireless router Firmware Version: 3.0.0.4,.378_7554 SSID: M112

Internet Dual Port Virtual Server / Port S NAT
Connection WAN Trigger Forwarding oHZ pores Passthrough

WAN - DMZ

Virtual DMZ allows you to expose one computer to the Internet, so that all the inbounds packets will be redirected to the computer
you set. It is useful while you run some applications that use uncertained incoming ports. Please usa it carefully.

Special Applications: Some applications require special handler against NAT. These special handlers are disabled in default.
DMZ_FAQ

Enable DMZ * Yes @No

IP Address of Exposed Station

20. Scroll down to the Enable DMZ area. If it is set to Yes, verify there is a
demonstrable business need for this function. The next step will provide
additional information.

21. Below Enable DMZ is IP Address of Exposed Station. If DMZ is enabled,
verify there is a true need for it based on this device. If not, set Enable DMZ

to No.

22. If changes were made, select the Apply button.
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23. Exit the browser.

Congratulations, your router is in great shape. Remember to perform this same
checkup at least monthly.
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Distrust and caution are the parents of security.

-Benjamin Franklin!

What You Will Learn In This Chapter

Install HTTPS Everywhere

Choose a browser

Enable private browsing

Enable secure web searches

Clear browser history

Install browser plug-ins

Find and remove browser extensions
Detect fraudulent websites

Issues with Adobe Flash and Java
Recover from a web scam

Install Tor for anonymous browsing

Find if you’ve been pwned

U https://en.wikipedia.org/wiki/Benjamin_Franklin
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141HTTPS

Due to an extraordinary marketing campaign, everyone knows the catchphrase:
What happens in Vegas, stays in Vegas. With few exceptions, web surfers think
the same thing about their visits.

Most websites use HTTP? (Hypertext Transport Protocol) to relay information
and requests between user and website and back again. HTTP sends all data in
clear text—anyone snooping on your network connection anywhere between your
computer and the web server can easily see everything that you are doing.

Typically, the only exceptions you will come across are financial and medical
sites, as they are mandated by law to use HTTPS? (Hypertext Transport Protocol
Secure). HTTPS uses the SSL* (Secure Socket Layer) encryption protocol to
ensure that all traffic between the user and server is military-grade encrypted.

e Note: With the recent changes in Google Search Engine Optimization® (SEO)
guidelines that give a higher priority to HTTPS sites, it will soon become
common for sites to use encryption.

Although it is unlikely that you would ever be in the position to enter your
password or bank account into an unsecure web page, you are almost guaranteed
to enter your identity information, such as full name, address, phone number, and
social security number. It is effortless for an identity thief to copy this
information.

Anytime that you visit a web page that is secured using https, it will be reflected
in the URL or address field of your web browser.

In the following example, I visit Wikipedia.org by entering
http://www.wikipedia.org in my browser address field:

2 https://en.wikipedia.org/wiki/Hypertext Transfer Protocol
3 https://en.wikipedia.org/wiki/HTTPS
* https://en.wikipedia.org/wiki/Transport Layer Security

> https://en.wikipedia.org/wiki/Search_engine optimization
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[ ] ® (< Bl 2 wikipedia.org

In the next example, I visit Wikipedia again, but this time I enter
https://www.wikipedia.org in the address field:

0@ < 5} # wikipedia.org
m g Wikipedia

Note how the address field reflects that I am now connected securely by
displaying https and the Lock icon. Each browser will indicate security slightly
differently—some displaying just the https, some just the lock.

e Note: As of this writing, Wikipedia has implemented automatic forwarding
from HTTP to HTTPS, so if you enter http.//wikipedia.org, you are
automatically forwarded to https.//wikipedia.org.

Now that I am connected securely to Wikipedia, snoops will not be able to see my
actions. However, they still can see that [ am connected to Wikipedia. If you
would like to shield yourself completely, continue reading to our chapter on using
a Virtual Private Network (VPN.)

Having to remember to connect via HTTPS for each web page is an impossible
task. First, you have other, more important items to store in your synapses.
Second, many websites do not have an HTTPS option, resulting in many error
pages and wasted time during the day.

There are two options to resolve this:
e Automate the attempt to connect to sites via HTTPS
e Encrypt your entire online session using VPN

Using VPN is covered in a later chapter. Automating the attempt to connect via
HTTPS is both easy and free. All it requires is a freeware plug-in, HTTPS
Everywhere.

HTTPS Everywhere is available for Firefox, Opera, and Chrome. Unfortunately,
this currently leaves Safari users without the option. If you are happy to use either
of these two browsers instead of Safari, there is no reason not to install HTTPS
Everywhere!

273



14 Web Browsing

14.1.1 Assignment: Install HTTPS Everywhere

HTTPS Everywhere is available for Firefox, Opera, and Chrome.

In this assignment, you install HTTPS Everywhere into Firefox.

1.

If the Firefox browser is not currently installed, open Safari, and the go to
http://firefox.com to download Firefox.

Open Firefox.
Select the Tools menu > Add-ons.

Select Get Add-ons from the sidebar, scroll to the bottom of the page, and then
select the See more add-ons! button.

> C ® © Firefox  about:addons w n @ @ g =

. Translate easily with To Google Transiate by Jusn Escobar ( 3\

<> Get Add-ons s _ _ : C )
Highlight any text, right-click, and translate instantly.

d§. Extensions

¢ Themes

il Plugins

Dreams Beach by candelora

Hover over the image to preview

Privacy Policy

In the Search field, enter https everywhere, and then press the Return key.
Matching items will appear below.
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Developer Hub | Registeror Login

> -
~—) Firefox Add-ons Explore  Extensions Themes More... v

Featured Extension ®
472,976 569 Thhk
Users Ratings Overall
Rating

HTTPS Everywhere

by EFF Technologists

Encrypt the web! HTTPS Everywhere is a Firefox

extension to protect your communications by
enabling HTTPS encryption automatically on sites + Add to Firefox
that are known to support it, even when you type

URLs or follow links that omit the https: prefix.

6. Select the Add to Firefox. HTTPS Everywhere will download.

7. Atthe Add HTTPS Everywhere? confirmation window, select the Add button,
and then the OK button.

8. HTTPS Everywhere is now installed in Firefox.

You can repeat this process for Chrome and Opera.
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14.2 Choose a Browser

There many web browsers available on the market, with each placing a different
emphasis on various features. The most popular browsers for macOS are Safari,
Mozilla Firefox, and Google Chrome. Safari is included with macOS, while
Chrome and Firefox are available as free downloads. Why might you want to
replace Safari with another browser? Chrome integrates tightly with Google’s
own services, offering features such as direct voice translation and an ultra-
minimalistic interface. Firefox touts itself as the most privacy-respecting
browsers, and while that is a subjective claim, Firefox does not transmit your data
to Google or any other 3™ party company every time you search using the address
bar box. While Google considers this “non-identifying information”, IP addresses

are identifying at the Internet Service Provider level. This functionality can be
changed, and with some tweaking, it is possible to make Chrome more privacy

focused.

Browser Platform Price Notable Features Privacy
Brave Android, i0S, Free Speed High
macOS, Linux, Built-in HTTPS

Windows
Everywhere
Malware protection
Ad block
Chrome Android, i0OS, Free Speed Fair
Linux, macOS, .
. Google Services
Windows .
Integration
History and Bookmarks
can be shared between your
devices running Chrome
Edge Windows 10 Free (included | Active X Fair
\l)v(;;h Windows Windows Integration
Firefox Android, i0S, Free (Open Add-ons Good
Linux, macOS, Source) Privac
Windows y
History and Bookmarks
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can be shared between your
devices running Firefox

Safari macOS, i0S Free (included | History and Bookmarks Good
with can be shared between all
macOS/OS X | your macOS and iOS
and i10S) devices

14.2.1 Assignment: Secure Browsing With Brave

Brave was designed to be the most secure browser available. It includes anti-
malware, ad-blocking, HTTPS Everywhere.

In this assignment, you install the Brave browse to help ensure a more secure
browsing experience.

Download Brave

1.
2.
3.

4.
3.

Open a web browser, and then surf to Attps.//www.brave.com
Click the Download button.

At the Download Brave page, select Download Brave. Brave will download to
your computer.

Double-click to open the Brave.dmg file.

Drag Brave into your Applications folder.

Configure Brave

6.
7.

Open the Brave browser.

Select the Brave menu > Preferences.
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8. From the sidebar, select General.

e0e ¢

New Tab

General

Search

o
o
w

Security
Sync
Payments
Extensions
Plugins

Shields

Q
13-
o
A
A
»
*
®

Advanced

Helpful hints £

The site shields panel
allows you to turn HTTPS
Everywhere on or off.
HTTPS Everywhere
automatically changes your
HTTP traffic to HTTPS for
supported sites to keep you
more secure.

Submit Feedback...

Welcome to Brave

& Welcome to Brave +

General Settings

Brave starts with

My windows / tabs from last time v

A new tab shows

Dashboard v

My home page is @
https://www.brave.com

(J7) Show home button on URL bar

Save my downloads here:

7/
@D Always ask me where to save files

Bookmarks Bar

Text only v
(J77D Always show the bookmarks bar

Default zoom level

100% v

Import Browser Data

Import now...

Brave is not your default browser.

Set as default...

@D Always check on startup

* Requires browser restart

&)

9. Scroll down, and then select the Import Now... button.
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

22.
23.
24.

25.

26.
27.

28.
29.
30.
31.
32.

14 Web Browsing

Select what data and settings you want to import, and then select the Import
button.

Configure the rest of the General settings to your taste.

From the sidebar, select Search.

From the list of search engines, select DuckDuckGo.

Configure the rest of the Search Engines settings to your taste.

From the sidebar, select Tabs, and then configure to your taste.

From the sidebar, select Security.

Scroll to the bottom of the page, and then enable Do Not Track.

Enable Strict Site Isolation.

Configure the rest of Security page to your taste.

You may be prompted to restart Brave to enable these settings. Do so now.

Select and configure to your taste the Sync, Payments, Extensions, and Plugins
pages.

From the sidebar, select Shields.

From the Ad Control pop-up menu, select Block Ads.

From the Cookie Control pop-up menu, select either Block 3¢ Party Cookies,
or Block All Cookies.

From the Fingerprinting Protection pop-up menu, select Block All
Fingerprinting.

Enable HTTPS Everywhere.

Leave Block Scripts disabled. Unfortunately, most sites requires scripts to run
properly.

Enable Block Phishing / Malware.

Enable Display block count badge on shields button.

From the sidebar, select Advanced.

Enable Use hardware acceleration when available.

Enable Enable Smooth Scrolling.
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33. Configure the rest of the Advanced page to your taste.

34. You may be prompted to restart Brave to enable these settings. Do so now.
35. Once restarted, you are ready to surf the web.

Customizing For Each Website

Brave can be customized on a site-by-site basis.

36. With Brave open, visit a website (in my example, Amazon.com).

37. The Brave Shield in the top right corner display how many trackers have been
blocked.

38. Click the Brave Shield. The Shield configuration window will open.

1.29s @

Site shield settings for Shields
WWW.amazon.com o v

|
Ads and HTTPS Fingerprinting
trackers Upgrades Methods
Blocked Blocked
u ~ Advanced Controls
ir Ad Control Cookie Control
Block Ads v Block 3rd Party Cookies v
n Fingerprinting Protection (2]
Block all fingerprinting v
7|
" @D HTTPS Everywhere @D Biock Phishing / Malware
® Block Scripts
Edit default shield settings... Reload C'
Da

et N
39. If a website is behaving poorly due to the default Brave settings, this is where

you can create a custom setting for this site.
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14.3 Private Browsing

Private Mode (Safari), Private Browsing (Firefox), and Incognito Mode
(Chrome), are features that prevent any normally cached data from being written
to storage while using a browser. This data includes browsing history, passwords,
user names, list of downloads, cookies, and cached files. This is an essential tool
if you work on a computer where your account is shared (what’s with that?.), or if
there is the possibility that someone else will examine your browsing habits. This
does not prevent your company IT department or Internet Provider from seeing or
recording your browsing habits.

14.3.1 Assignment: Safari Private Browsing

Before we secure your website travels from roaming eyes out on the Internet, we
should first be secure from the roaming eyes on the home front. If you have
secured your computer to this point, including: Strong password, nobody else has
access to your account, your System Preferences > Security & Privacy are set to
Require password after sleep or screen saver begins, it is unlikely that you also
need to implement Safari Private Browsing. But just in case...

In this assignment, you enable Private Browsing within Safari
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1. From the Safari File menu, select New Private Window.

& Safari

2. A new Safari window will appear. You can see that you are in Private

W Edit View History Bookmarks
New Window #EN
New Private Window {*8N
New Tab ®T
Open File... #¥0
Open Location... £
Close Window 8w
Close All Windows X {#W
Close Tab #rW
Share >
Open in Dashboard...

Import From >
Export Bookmarks...
Print... ®P

Browsing by the Search field being dark.

Window Help

[ JON @

k2 kearch or enter website name

al

Private Browsing Enabled

Favorites

»

Safari will keep your browsing history private for all tabs in this window. After you close this window, Safari won't remember th...
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Sites that are visited from within this window will leave no trace in the History,
and cookies are not shared with any other browsing windows.

14.3.2 Assignment: Firefox Private Browsing

If you prefer Firefox to Safari, then let us enable its private browsing.
1. Launch Firefox.

2. Select the Firefox File menu > New Private Window.

@& Firefox m Edit View History Bookmarks Tools Window Help

New Tab ®BT
New Window 8N
New Private Window 3P
Open File... #0
Close Tab #W
Close Window T®W
Save Page As... #S
Email Link...

Page Setup...

Print... #P
Work Offline
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3. A new Private Window opens, informing that you are now, well, browsing
privately.

e Note: A Firefox Private Window will display a mask icon in the left side
of a private tab, and in the top right corner of a private window.

Private Browsing with Tracking Protection

When you browse in a Private Window, Firefox does not save:

e visited pages * cookies
e searches e temporary files

Firefox will save your:
e bookmarks ¢ downloads

Private Browsing doesn’t make you anonymous on the Internet. Your employer or Internet service
provider can still know what page you visit.

Tracking Protection (Gl

Some websites use trackers that can monitor your activity across the Internet. With Tracking
Protection Firefox will block many trackers that can collect information about your browsing
behavior.

Learn more about

14.3.3 Assignment: Google Chrome Incognito Mode

If your preference leans toward Google Chrome, you can enable its Incognito
Mode.

1. Launch Google Chrome.

2. Select the File menu > New Incognito Window.
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@ Chrome m Edit View History Bookmarks People Window Help

New Tab ®BT
New Window 3#EN

‘New Incognito Window (3N |
Reopen Closed Tab 08T
Open File... #0
Open Location... 8L
Close Window T8W
Close Tab #W
Save Page As... 3#S
Email Page Location 88l
Print... 8P

3. A new Incognito Window opens, informing that you have now, gone
incognito.

e Note: A Chrome Incognito Window will display the incognito icon in the
top right corner, and the title bar will turn dark.

You've gone incognito

canb e privately, and othe t see your

activity. However, downloads and bookma

Chrome won't save the following information: ur activity might still be visible to:
» Your browsing history \ you visit
» Cooki nd site data » Youre er or

« Info tion entered in forms « Your int tse e provider
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14.4Secure Web Searches

With most web browsers, when performing a search, the search criteria and sites
visited are collected and stored by the search engine. The Cookies assigned from
one website can communicate with other sites and webpages you open. Also,
most search engines record your searches and build a profile of your search
history so that your search results will be unique and tailored to your interests.

Not so with the DuckDuckGo search engine. DuckDuckGo’s policy is that it
keeps no information on user searches, nor does it track search queries via IP
addresses. Subsequently, all search results are identical for everyone.

Starting with OS X 10.10, Safari offers the option to make DuckDuckGo your
default search engine. This is a big step towards providing a better level of
privacy on the Web.

14.4.1 Assignment: Make DuckDuckGo Your Safari Search Engine
In this assignment, you change the default Safari search engine from Google to
the secure search engine DuckDuckGo.

1. Open Safari.

2. Open the Safari menu > Preferences.

3. Select the Search icon from the Toolbar.

4. From the Search Engine pop-up menu, select DuckDuckGo.

o Search

0| == ,( l Q N W e @' g

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Search engine: | DuckDuckGo [

Include search engine suggestions

Smart Search Field: Include Safari Suggestions
Enable Quick Website Search = Manage Websites...
Preload Top Hit in the background
Show Favorites ?

5. Close the Preferences window.
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From now on, your default search engine for Safari will be DuckDuckGo, hiding
your search activities.

14.4.2 Assignment: Make DuckDuckGo Your Firefox Search Engine
In this assignment, you change the default Firefox search engine to the secure
DuckDuckGo.

1. Open Firefox.

2. Select the Firefox menu > Preferences.

3. Select Search from the sidebar, and then select DuckDuckGo from the Default
Search Engine pop-up menu.

I General Search

Q_ search Search Bar

B Privacy & Security ® Use the address bar for search and navigation
I

r Firefox Account
Add search bar in toolbar

Default Search Engine

Choose the default search engine to use in the address bar and search bar.
@ DuckDuckGo -

v Provide search suggestions

v Show search suggestions in address bar results

4. Close the Preferences window.

From now on, your default search engine for Firefox will be DuckDuckGo, hiding
your search activities.
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14.4.3 Assignment: Make DuckDuckGo Your Chrome Search Engine

In this assignment, you change the default Chrome search engine to

DuckDuckGo.
1. Open Chrome.
2. Go to https://duckduckgo.com.

3. On the DuckDuckGo home page, select Add DuckDuckGo to Chrome.

DuckDuckGo

Switch to DuckDuckGo and
take back your privacy!

1 We don't store your personal info.

3 We don't track you. Ever.

2 We don't follow you around with ads.

4. At the Add DuckDuckGo for Chrome? Window, select Add Extension.

Add "DuckDuckGo for Chrome"?
odehokd (224)

601,838 users
Open in Web Store

It can:
. Read and change your data on all duckduckgo.com sites and
duckduckgo.com
= Change your search settings to: duckduckgo.com

Cancel Add extension
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5. To verify DuckDuckGo is the new default search engine, perform a search in
Chrome. Note the Duck logo.

@ Marc L. Mintz Q =

Web Images Videos Products

All Regions ~ Safe Search: Strict v Any Time v Send feedback

Marc Mintz's History - Marc Mintz's Past Available Online.
Marc Mintz's Past Available Online. Simply Search a Name and State.
RecordsTruthFindercom @ Report Ad

Marc L. Mintz - Mintz IT
Marc L. Mintz - Mintz IT | Virtual CIO , IT Consulting, and Computer Support

il https:/mintzit.com/marc-l-mintz/

From now on, your default search engine for Chrome will be DuckDuckGo,
hiding your search activities.
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14.5Clear History

By default, every browser maintains a full history of every site you have visited.
Should someone gain access to your device, they will be able to view your
browsing history.

You just realized that: 1) Your mother is coming over, 2) you have been naughty
on the web all day, 3) you did not turn on Private Browsing, and 4) your mom
will feel insulted if you insist that an account for her must to be created instead of
accepting her protest: Oh, baby, I only need to check my AOL email. Just let me
get on your account for a minute.

Is it time to panic?

Not yet! You can erase your entire (steamy) browsing history in one click.

14.5.1 Assignment: Clear The Safari History

In this assignment, you clear your entire browsing history in Safari.

e Note: Be forewarned, there is no recovery from this action. If you wish to
keep your history, pass on this assignment.

1. Open Safari, and then select the History menu > Clear History ...

@ Safari File Edit View m Bookmarks Window Help

Show All History ®Y
Home {3H
Clear History...
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2. A dialog box opens asking for what time frame you wish to clear your history.
Make your selection, and then select the Clear History button.

Clearing history will remove related cookies
and réhas senbaiia dasa
the last hour

Histo r devices signed into
today ! 9

today and yesterday
Clea v all history

your |

? Cancel Clear History

The Safari history is now cleared as you defined.

14.5.2 Assignment: Clear The Firefox Browsing History

In this assignment, you clear your Firefox browsing history.

Note: Be forewarned, there is no recovery from this action. If you wish to keep
your history, pass on this assignment.

1. Open Firefox.

2. Select the History menu > Clear Recent History... The Clear All History
window opens.

(@] Clear Recent History

Time range to clear: = Last Hour

v | Details

R Cleor Now |
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3. Select the Details disclosure button to expand your options.

[ ) Clear Recent History
Time range to clear: = Last Hour E

~ | Details

Browsing & Download History
Form & Search History
Cookies
Cache
Active Logins

Offline Website Data

Site Preferences

SR Clear Now |

4. Select the Time range to clear, which history items are to be cleared, and then
click the Clear Now.

5. Close the Clear Recent History window.
The Firefox history is now history.

14.5.3 Assignment: Clear The Chrome History

In this assignment, you clear your browsing history in Chrome.

e Note: Be forewarned, there is no recovery from this action. If you wish to
keep your history, pass on this assignment.

1. Open Chrome.
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2. Select the Chrome menu > Clear Browsing Data... The Clear Browsing Data
window opens.

Clear browsing data X

Clear the following items from  the past hour v

Browsing history
4 items

<]

Download history
None

<]

Cached images and files
Less than 2.6 MB

<]

Cookies and other site data
This will sign you out of most websites.

<]

Passwords
None

Autofill form data
None

Hosted app data
5 apps (Cloud Print, Gmail, and 3 more)

Media licenses
You may lose access to protected content from some sites

CANCEL CLEAR BROWSING DATA

© Some settings that may reflect browsing habits will not be cleared. Learn
more

O 0 O O

3. Select which items are to be cleared, and then click the Clear Browsing data
button.

Done!
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14.6 Browser Plug-Ins

One of the great advances in personal computer software development was the
concept of plug-ins or extensions®. These small strings of code add functionality
to the host application. In the case of web browsers, this may be anything from
the ability to encrypt web-based email, to viewing proprietary video formats.

The bad news about plug-ins is that they run with the full power of the host
application. This means that a malicious plug-in may have the power to secretly
redirect your web browser to fake websites (such as a phony copy of your bank),
or harvest all your passwords, monitor your purchases, etc.

There are many malicious plug-ins. It is vital to only install those plug-ins that
you need to install, to know which plug-ins are installed, and to rid yourself of
unnecessary plug-ins.

14.6.1 Assignment: Install TrafficLight Plug-In For Safari

In this assignment, you search for extensions for Safari, and then install the
TrafficLight anti-malicious website extension.

e Note: Prior to macOS 10.13, Safari Extensions were found in a separate area
of the Apple website. Starting with macOS 10.13, Safari Extensions are
moving to the Mac App Store. As of this writing, Apple was in transition with
how to acquire and install Safari Extensions, with almost all Safari Extensions
still found on the Apple site, and none on the Mac App Store.

1. Open Safari.

2. Select the Safari menu > Safari Extensions... The Safari Extensions page
opens. Scroll down to see the featured Extensions located on the Apple Safari
Extensions site. You may also search for Extensions in this area.

3. Assuming Apple will quickly migrate Extensions to the Mac App Store,
Select Go to the Mac App Store.

® https://en.wikipedia.org/wiki/Plug-in_(computing)
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4. The Mac App Store opens to Safari Extensions. Select the Popular, Recent, or
Categories links to explore the available Safari Extensions.

5. Explore and review some of the available extensions.

6. In the Search field, enter TrafficLight, and then tap the Return key. The
TrafficLight from Bitdefender page opens. TrafficLight is a browser extension
that adds protection from malicious websites. If you happen upon a
compromised or malicious site, it will alert you and provide a button to back
out of the site before your system is penetrated.

7. Select the Install now link located under the description of TrafficLight.

8. When installation completes, you will see a traffic light icon in your Safari
tool bar.

8

14.6.2 Assignment: Install TrafficLight Plug-In For Google Chrome

In this assignment, you search for extensions for Chrome, and install the
TrafficLight anti-malicious website extension.

1. Open Google Chrome.
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2. Select the Menu icon (3 lines at the right edge of the tool bar) > More Tools >
Extensions. Any currently installed extensions will display.

Extensions | Developer mode

o DuckDuckGo for Chrome  42.8.12
DuckDuckGo enhancements for Chrome.

Permissions Options Details

LY

| Enabled o]

| Allow in incognito

E Google Docs 0.9
Create and edit documents

Permissions Details

LY

| Enabled o]

| Allow in incognito

g* Google Docs Offline 1.4 < Enabled o
" Get things done offline with the Google Docs family of products.

Permissions Details

| Allow in incognito

. Google Sheets 1.1 < Enabled ]
B

Create and edit spreadsheets

Permissions Details

Allow in incognito

LY

w Google Slides 0.9 | Enabled o]

Create and edit presentations

Permissions Details

—| Allow in incognito

a Get more extensions Keyboard shortcuts

3. Scroll to the bottom of the page, and then select Get More Extensions.

4. Explore the available extensions.
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5. In the sidebar, select Extensions, in the Search the store field, enter
TrafficLight, and then tap the Return or Enter key. The results page appears.

£~ chrome web store Signin | &
| T x | [ afictight + ADDTO CHROME
tr:fﬁcllgh; - offered by trafficlight.bitdefender.com Productivity
Shoie] [Besetiliers o Bitdefender TrafficLight adds a strong and non-intrusive )
s TLE00E layer of security to your browsing experience.
© Extensions Clear
Themes g
Trafficlight + ADDTO CHROME
Apps Arco de Bonte Social & Communication
Place a trafficlight on every page you want. Made for use in *hkk (3

6. Inthe TrafficLight offered by trafficlight Bitdefender area, select the Add To
Chrome button. If prompted to confirm, confirm the addition.

7. Atthe Add TrafficLight? Window, select Add extension.

Once installed, you will see the TrafficLight icon in the Chrome tool bar—a

green dot.

14.6.3 Assignment: Install TrafficLight For Firefox

In this assignment, you search for plug-ins for Firefox, and install the TrafficLight
anti-malicious website extension.

1. Open Firefox.

2. Select the Menu menu (3 lines at the right edge of the tool bar) > Add-ons.

3. Select Get Add-ons from the left sidebar.
4

Explore the available add-ons.
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5. Inthe Search all add-ons field, enter TrafficLight, and then tap the Return
key. The results page appears.

® ® o Add-ons Manager x \+

€  ©rretox about:addons c  # | Q seach wEB 9 ¥ @ de. )
(] Most Visited = Getting Stated (L] From Safari ~

Some extensions could not be verfied | | 3K l TrafficLighd
[
] Q Search
Get Add-ons Name Last Updated Bestmatch v
Extensions Search: My Add-ons @ Available Add-ons
Appearance b3 Bitdefender TrafficLight for Firefox Al 16,205 e
A Bitdetender TratficLight adds a strong and non-intrusive layer of security to your browsing experi Mace

6. In the Bitdefender TrafficLight for Firefox area, select the Install button.
7. At the confirmation window, confirm OK.

8. Once installed, select the Restart now link.

® ® - Add-ons Manager x \ +

€ | ©relor aboutaddons e #|- Qserch B9 3 a o 2
(@] MostVisited = Getting Started (L] From Safad ~

Some extensions could not be verified E e 34 TrafficLight
Search
Get Add-ons Name Last Updated Bestmatch v
Ext S Search: My Add-ons @ Available Add-ons
+/ TratficLight will be installed after you restart Firefox. Restart now Undo

Lol TrafficLight ebruary 22, 2016
-
R Badelender TrafficLight adkds a strong and non-intrusive layer of security to your browsing experience  More

9. Once installed, you will see the TrafficLight icon in the Chrome tool bar—a

green dot.
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14.6.4 Assignment: Find And Remove Extensions From Safari

In this assignment, you see the installed Safari Extensions, determine if they are
what you need, and remove those that are not needed.

1. Open Safari.

Select the Safari menu > Preferences.

From the Preferences tool bar, select Extensions.

All currently installed Extensions will display in the sidebar.

A S

If you see any Extensions that you do not remember installing, perform an
Internet search to discover what they do, and if they present a vulnerability.

6. If you determine you don’t want any Extensions installed, select the target
Extension in the sidebar, and then select the Uninstall button under the target
extension.

14.6.5 Assignment: Find And Remove Extensions From Chrome

In this assignment, you see the installed Chrome Extensions, determine if they are
what you need, and remove those that are not needed.

1. Open Chrome.
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2. Select the Menu menu (3 lines at the right edge of the tool bar) > Settings.

3. Select Extensions from the left sidebar. The Chrome Extensions page opens.

®  ® 2 extensions x Marc
= C # chrome://extensions &S A0 aREO 5 9 @10 =
* Apps | SalesForce Syncto L. Favorites ([) LogMeln Central (] USB Biz Cards |/ $$$ |.J udemy » || Other Bookmarks
Chrome Extensions Developer mode
[ 15.1.01 ENa
I Extensions / : Adobe Acrobat 5.1.0.1 ¥ Enabled B
) Convert current web page to an Adobe PDF file
Permissions  Options  Details
« Allow in incognito
Warning: Google Chrome cannot prevent extensions from recording your browsing
history. To disable this extension in incognito mode, unselect this option.
Application Launcher for Drive (by Google) 3.2 + Enabled o}
Open Drive files directly from your browser in compatible applications installed on your
comput
Permissions Details
#| Allow in incognito
‘Warning: Google Chrome cannot prevent extensions from recording your browsing history.
To disable this extension in incognito mode, unselect this option.
£ J I Chrome Remote Desktop  49.0.2623.40 < Enabled B
I‘. Access other computers or allow another user to access your computer securely over
the Intemnet.
Permissions  Details
Allow access to file URLs

If you see any Extensions that you do not remember installing, perform an

Internet search to discover what they do, and if they present a vulnerability.

to the far right.

14.6.6 Assignment: Find And Remove Add-Ons From Firefox

If you determine you don’t want any Extensions installed, click the Trash icon

In this assignment, you see the installed Firefox Extensions, determine if they are
what you need to be installed, and remove those that are not needed.
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Open Firefox.
Select the Menu menu (3 lines at the right edge of the tool bar) > Add-ons.

Select Extensions from the left sidebar.

R

If you see any Extensions that you do not remember installing, perform an
Internet search to discover what they do, and if they present a vulnerability.

7. If you determine you don’t want any Extensions installed, click the Remove
button to the far right.

8. Select Plugins from the left sidebar.

® ® ‘ Moazilla Firefox Start Page x Q Preferences x J “w Add-ons Manager % \ 4+
€  ©ror aboutaddons @ # |- Q serch w“EBE U+ A Q@ 4 D
(&) Most Visited = Getting Sterted () From Safari ~

g GetAdd-ons

v Check to see i your plugins ae up to date
o Extensions

Aways Activate ¥

a Microsoft Lync Web App Plug-in

’Q Appearance Microsoft Lync Web App Plug-in ~ Mare

' Plugins

& senvices

OpenH264 Video Codec provided by Cisco Syste...

This plugin is automatically installed by Mozilla to comply with the We. More

Preferences Always Activate -

Shockwave Flash
Shockwave Flash 20.0 10 More

Always Activate v

WebEx64 General Plugin Container
WebExG4 General Plugin Container Version 205 More

Ahways Activate -

B & & &

Adobe Acrobat NPAPI Plug-in, Version 15.010.20059

Ask to Activate -

9. Perform an Internet search on any plugins that are unfamiliar to you. If you
determine you don’t want one active, select Never Activate from the pop-up
menu to the far right.
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14.7 Fraudulent Websites

As of this writing, there are over 1,000,000,000 active websites’. Within that,
there may be millions of fraudulent websites. Of the diverse types of fraud found
on the Internet®, among the most common are websites that misrepresent who
they are. This may be in the form of appearing like Bank of America, but with a
URL of perhaps http://bankofamerica.cm, instead of the true
http://bankofamerica.com. In this case, the criminal is hoping for someone to
make the typo. Once at their site, you would enter your account and password as
typical. The difference is that this time, the criminal now has your credentials—and
all your money within minutes.

As a side note, in this specific example as of the time of this writing, this URL
actually is as scam site. But not for the scheme mentioned. When I went to
http://bankofamerica.cm, 1 was routed to the following:

000 < i) a 8 - apple.com com X (4] a

K-B VIRUS FOUND

VIRUS FOUND

A website you visited today has infected your Mac with a virus.

Press OK to begin the repair process.

If we look at the full URL, it is: http://apple.com-----
systemmessenger.com/dgkg/?city=Albuquerque&region=New%20Mexico&count
ry=US&ip=71.222.135.33&isp=Qwest%20Communications%20Company%20L1
c&05=08%20X&0sv=05%20X%2010.11%20EI%20Capitan&browser=Safari&
browserversion=Safari%209&voluumdata=BASE64dmlkLi4wMDAwMDAwWNi0
1YzgOLTRjN;YtODAWMCOWMDAWMDAwWMDAwWMDB{X3ZwaWQuLmRI...

T http://www.internetlivestats.com/total-number-of-websites/

8 https://en.wikipedia.org/wiki/Internet fraud
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From this URL, we can see that the criminal site attempts to appear as though it is
Apple reporting that I have a virus.

They have also discerned my city, state, I[P address, Internet provider (Qwest
Communications), that I am using OS X 10.11 El Capitan, with Safari version 9.

If I were the typical user, I’d probably think there was a virus present and press
the OK button as recommended. You may have also noticed the criminal was
bright enough to do all of this, but not bright enough to put an OK button in the
script!

So, I press the Close button. I’'m presented with a new window:

] ® < (Em} K] apple.com----- systemmessenger.com O th a »
(A] VIRUS FOUND AF
VIRUS FOUND

scan is now required to find and remove harmful files or applications from your OS X
device.

g A website you have visited today has infected your Mac with a virus. A full system

DEVICE INFORMATION

= Brand: Apple

= Device: Mac, OS X 10.11 El Capitan

= Browser: Safari 9

= 1P: 71.222.135.141

= Provider: Qwest Communications Company Llc (ISP)

=% Location: New Mexico - US

Scan Now
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Hey, who needs an OK button when the Close button will do the intended scam!
So, let’s see what happens when clicking the Scan Now button:

@ ® < (im} K] apple.com----- systemmessenger.com (& (4] th o »

(A} VIRUS FOUND &

&) DOWNLOAD REQUIRED

Please download the MacCleaner application to remove Bankworm from your Mac.
VIRUS INFORMATION

X Virus Name: Bankworm
X Risk: HIGH

X Infected File: /os/apps/worm.icv

VIRUS REMOVAL

+ Application: MacCleaner
v Rating: 9.9/10

v Price: Free

REMOVE VIRUS NOW

Appears they think I am infected with the Bankworm virus (which may or may
not be a real malware name), and the infected file is in /os/apps/worm.icv. The
only real problem I see is that there is no such file, and no such directory.
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But they are offering a free solution to my non-existent problem. Let’s see where
that takes us by clicking the Remove Virus Now button:

Q

90O < 5] K] mackeeperapp.mackeeper.com ¢ (4] »

(A} ‘ MacKeeper +

@ MacKeeper

Human inside

Thank you for downloading MacKeeper!

System Requirements: Mac OS X 10.6 or later

MacKeeper is a bundle of 16 tools for your Mac cleaning, optimization with online and offline security block.
You will download the installation file compatible with your browser.

Your download of MacKeeper will start automatically. If it doesn't happen, CLICK HERE

Follow two easy steps to Drag the MacKeeper icq

1 » Download MacKeeper to your Mac. 2 » install MacKeeper. 3 » Applications folder to yd

MacKeeper?! Really! This product lost a class action lawsuit for deceptively
advertising its functionality®.

If you have followed along so far, just trash the MacKeeper download.

So, how to protect yourself against fraudulent sites? We will go through the few
steps that can be taken, but the most important tool is your awareness.

? https://topclassactions.com/lawsuit-settlements/closed-settlements/94767-
mackeeper-class-action-settlement/
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14.8Do Not Track

Most websites track which pages you visit, how long you stay on each page, and
other metrics to better understand their visitors. That is a little creepy. Imagine
going to the library, and having a librarian looking over your shoulder as you scan
the card catalogue, and records each of the books and pages you glanced at.

Now let’s take the analogy further. You leave the library and go across town to
have lunch, and then shop for shoes. You look around and the same librarian is
still watching and recording not only everything you have eaten, but everything
you looked at on the menu.

Later you go for a date, and the librarian is sitting right behind you in the theater,
noting who you are with, what scenes you reacted to, and more.

Web browsing isn’t much different—except the snoop is normally invisible in the
form of cookies, trackers, and browser fingerprinting.

Any website can initiate cookies on your browser. These keep a record of the
pages you visit on the site. But they have evolved to report all the other places
you visit and things that you do. This is why you can visit Amazon, look up my
books, quit the web browser, launch it, go to okcupid, and see an ad for my
books!

In addition, there are 3™-party trackers that are integrated with many sites. When
you visit one site, you are uniquely identified. In this way, when you visit another
site, the tracker knows who you are. Trackers are able to piece together a solid
psychological, sociological, and financial profile on you.

There is the option to disable cookies, but most of your websites will demand they
be enabled to visit the site.

Trackers are invisible by default. However, we do have tools to thwart them.
Some web browsers have a preference setting to ask web sites not to track you.
Notice that is ask. Good luck with that.

We can take Do Not Track to another level. To do this, we need to install a
browser extension which prevents sites from tracking you. There are several
available.
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Device fingerprinting, however, is a bit more of a problem. When opening a
webpage, it is possible for the site (or a search engine) to uniquely identify your
device amongst the hundreds of millions of other devices on the internet. Once
you have been fingerprinted, it is easy to track your activity across the internet. As
ghastly as this is, there is currently little that can be done.

There are promises from browser developers to build in fingerprinting blocking
technology. But it is currently only reasonably implemented in Tor. There are
browser extensions to block fingerprinting, but these are in early stage
development and not very effective.

The only 100% solution at this time is to use a bootable thumb drive with Tails
installed, and then do nothing to alter the drive or OS setup. When booting from
this Tails, you will look exactly like all of the other Tails users, and it will be
impossible to fingerprint you.

14.8.1 Assignment: Secure Safari

In this assignment, you secure Safari.

1. Open Safari, click the Safari menu > Preferences > Security.
2. Enable Warn when visiting a fraudulent website.

[ ) Security

o=/ ¥ Qm O @ B

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Fraudulent sites: Warn when visiting a fraudulent website

Safari uses Google Safe Browsing to identify
fraudulent websites.

Web content: [ Enable JavaScript
Block pop-up windows
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3. Select the Privacy tab.

o Privacy

0 =5 //? \i/ C)\ Q V e a «:q:

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

Website tracking: Prevent cross-site tracking
Ask websites not to track me

Cookies and website data: Block all cookies

Manage Website Data... ?

4. Enable Website tracking: Prevent cross-site tracking
5. Enable Website tracking: Ask websites not to track me.
6. Close Safari Preferences.

14.8.2 Assignment: Secure Firefox

In this assignment, you secure Firefox.

1. Open Firefox, click the Firefox menu (three horizontal lines), and then select
the Preferences button.

2. In the Preferences page, select General from the sidebar, and then scroll down
to Firefox Updates. Set to Automatically install updates.

T General Firefox Updates

Q Search Keep Firefox up to date for the best performance, stability, and security.

a Privacy & Security Version 59.0.2 (64-bit) What's new Show Update History...
+» Firefox is up to date Check for updates

e Firefox Account

Allow Firefox to

® Automatically install updates (recommended)
Check for updates but let you choose to install them
Never check for updates (not recommended)

v Automatically update search engines

3. In the Preferences window, select on Privacy & Security in the left-hand pane,
scroll down to History, and then select Firefox will Use custom settings for
history. Configure to your taste, and here are my recommendations:
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ﬁ- General
Q Search

a Privacy & Security Always use private browsing mode

History

Firefox will Use custom settings for history v

e v Remember my browsing and download history
& Firefox Account

v Remember search and form history

v Accept cookies from websites Exceptions...

Accept third-party cookies From visited v

Keep until | close Firefox - Show Cookies...

Clear history when Firefox closes Settings...

Scroll down to the Tracking Protection area, enable Use Tracking Protection
to block known trackers Always.

Set Send websites a “Do Not Track” signal that you don’t want to be tracked
to Always.

2. Find in Preferences

'ﬁ- General
Q Search

a Privacy & Security

Tracking Protection

Tracking Protection blocks online trackers that collect your browsing data across multiple
websites. Learn more about Tracking Protection and your privacy

Use Tracking Protection to block known trackers

Exceptions...

® Always
g Firefox Account J

Change Block List...
Only in private windows

Never

Send websites a “Do Not Track” signal that you don’t want to be tracked Learn more

Only when using Tracking Protection

® Always
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6. Scroll down to Permissions. For Location, Camera, Microphone, and
Notifications, select the Settings button. If there are sites listed to have access
these services, remove them as desired.

¥ General Permissions
Q_ search 4 Location Settings...
& Privacy & Security B Camera Settings...
§ Microphone Settings...
8 Firefox Account 1
&) Notifications Learn more Settings...
v Block pop-up windows Exceptions...
v Warn you when websites try to install add-ons Exceptions...
Prevent accessibility services from accessing your browser Learn more

7. Enable Block pop-up windows to prevent them.

8. Enable Warn you when websites try to install add-ons.

9. Scroll down to Security. Enable Block dangerous and deceptive content.
10. Enable Block dangerous downloads.

11. Enable Warn you about unwanted and uncommon software.

12. Close Firefox Preferences.

Congratulations. Your Firefox Browser is now secured from phishing attacks,
third-party advertisers and known malware sites.

14.8.3 Assignment: Secure Chrome

Just as with Firefox, there are settings within Chrome that will keep you properly
secured against the bad guys.

In this assignment, you secure Chrome

1. Open Chrome, select the menu item (3 dots), and then click Settings.

2. Click the 3 horizontal lines at the top left, select Advanced, and then select
Privacy & Security. Recommended privacy and security settings are shown
below:
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Privacy and security

Google Chrome may use web services to improve your browsing experience. You may optionally disable these
services. Learn more

Use a web service to help resolve navigation errors

Use a prediction service to help complete searches and URLs typed in the address bar

Use a prediction service to load pages more quickly

Automatically send some system information and page content to Google to help detect dangerous
apps and sites

Protect you and your device from dangerous sites

Automatically send usage statistics and crash reports to Google
Send a "Do Not Track” request with your browsing traffic @]

Use a web service to help resolve spelling errors
Smarter spell-checking by sending what you type in the browser to Google

Manage certificates
Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more

3. While you are here, have a look around and configure the rest of the Privacy
& Security area.

Congratulations. Your Chrome Browser is now securing from phishing attacks,

third-party advertisers and known malware sites.
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14.8.4 Assignment: Install Ghostery For Safari

In this assignment, you install the Ghostery extension for Safari, monitor who is
monitoring you, and then block them.

1.

Open Safari.

2. Browse to https://ghostery.com.
3.
4

. In your Downloads folder, locate and then double-click the

Select the Install Ghostery button. A link will download.

Ghostery.safariextz.

In the Ghostery is from the Safari Extension Gallery window, select Visit
Gallery.

In the Safari Extensions web page, select Install now.

The Ghostery Introduction page will open. Read the information, and then
click the Next buttons.

At the Notification page, enable Click here to enable Alert Bubble. This will
briefly display the trackers at each page visited. Then select Next.
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9. At the Blocking page, select which trackers you want blocked, and then select
the Next button. My recommended settings are shown below:

Blocking

Ghostery can prevent the page elements it detects from running in your browser.

Blocking trackers will prevent them from running in your browser, which can help control how your behavioral data is tracked. Keep in mind that
some trackers are potentially useful, such as social network feed widgets or browser-based games ... Blocking may have an unintended effect
on the sites you visit.

Please let us know if you run into any issues.

Trackers that got blocked will be crossed out in the alert bubble and the findings panel.

Blocking 1761 out of 2080 trackers.

S —)
When you block a tracker, that tracker is prevented from
communicating with its third-party provider. Search for tracker name

ABTesting 9  Affillate Marketing 47  Analytics 116 Audio / Music Player 4  Behavior Tracking 46 Commenting System 5  Device Fingerprinting 4 Show more tags.

Select all Select none Expand all Collapse all
Advertising 1000 trackers: blocking all

m Analytics 344 trackers: blocking all

Beacons 417 trackers: blocking all
Privacy 18 trackers: blocking none
Widgets 300 trackers: blocking none

10. When complete, click the Next button, and then close the Ghostery page.

11. To test Ghostery, visit Attps.//slashdot.com. Note the purple alerts that appear
in the bottom right corner, and the new Ghostery icon in the toolbar.

12. Click the Ghostery icon in the toolbar to learn more about Ghostery, and to
configure preferences.

From now on when visiting sites, you can see who is tracking you, and choose to
allow or block this from happening.
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14.8.5 Assignment: Install Ghostery For Chrome

In this assignment, you install the Ghostery extension for Chrome, monitor who is
monitoring you, and then block them.

1. Open Chrome.

2. Go to https://chrome.google.com.

3. Click Customize link at the top center of the window.

‘. chrome Features Customize Enterprise

4. In the Search the Store field, enter Ghostery, and then tap the Enter or Return
key. Extensions matching this search term will appear.

g~ chrome web store marc@mintzitcom ~ | ¥
Ghostery X

« Home

Ghostery - Privacy Ad Blocker + ADD TO CHROME
Extensions g ] offered by www.ghostery.com Productivity
Th Cleanes, faster, safer websites Ghostery is a powerful privacy extension. Block ads, stop Jede ko (12506)
emes )

trackers and speed up websites.

5. When Ghostery is found, click ADD TO CHROME button.
6. Inthe Add “Ghostery”? dialog, click Add extension.

7. Ghostery will display a few screens asking for your preferences. You may
click the One-Click Setup button to automatically configure, or click Custom
Setup to configure to your taste.

8. Notice that you now have the Ghostery icon in the Chrome Tool bar. In this
example, it is notifying me that there are 3 trackers on the Ghostery page.

fa
9. Click the Ghostery icon. This will display information about who is tracking
you.
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) GHoSTERY Signin £

3

Trackers

Blocked: 0 Page Load: 2.04 secs
V) %) 9

Q Trustsite © Restrict Site Il Pause v

10. Click the Detail View icon under the Sign in link to display more information.

11. Click on one of the trackers to see details on it. In this example, ClickTale.
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) cHoSTERY signin £

TRACKERS #* Block All
Collapse All
3 ° Advertising ~
1 TRACKER
0 Adobe Audience Manager

sUasecs @ site Analytics
2 TRACKERS

ClickTale

ClickTale is a web usability tool that provides website analytics. The tool collects
information and reports on individual visitor behavior inside a web page. The
tool aggregates various visitor sess...

Continue to full tracker profile

Detected tracker URLs:

https://cdnssl.clicktale.net/www32/pte/755¢cc4ab-c4bf-46d8-a608-d3c5d66fabac.js

@ O @.@Q

SOASTA mPulse

I h —0
1
—0

List View

12. Hover your cursor to the right of one of the tracker names (in this example,
ClickTale), and you now have icons allowing you to Trust on this site, Block
on this site, and Block on all sites.
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£B\ GHOSTERY signin £

= TRACKERS ##* Block All
Collapse All
° Advertising A
1 TRACKER
0 Adobe Audience Manager
5 ) Site Analytics A
O 2 TRACKERS
é ClickTale 0 e X
ClickTale is a web usability tool that provides website analytics. The tool collects
. information and reports on individual visitor behavior inside a web page. The
@ tool aggregates various visitor sess...
Continue to full tracker profile
Detected tracker URLs:
O https://cdnssl.clicktale.net/vwww
o SOASTA mPulse
I A —0
-0
—0
List View

13. Click the 3-dot settings icon at the top right corner of the Ghostery window >
Settings. Explore the options, and then configure to your taste.

14. Close Chrome.

From now on when visiting sites, you can see who is tracking you, and choose to
allow or block this from happening.

14.8.6 Assignment: Install Ghostery For Firefox

In this assignment, you install the Ghostery extension for Firefox, monitor who is
monitoring you, and then block them.

1. Open Firefox.

Click the menu icon (three horizontal lines) > Add-ons.

From the sidebar, select Extensions.

In the Search field, enter Ghostery.

Select Ghostery—Privacy Add Blocker.

A
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6. Click the Add to Firefox button.
7. At the Add Ghostery Privacy Ad Blocker? dialog box, click Add.

8. Ghostery will display a few screens asking for your preferences. You may
click the One-Click Setup button to automatically configure, or click Custom
Setup to configure to your taste.

@ Browse smarter with Ghostery!
“, . How would you like to begin?

)
S om e ° 2
o S
. d N
= .
+ © T

One-Click Setup Custom Setup
Share my analytics and Choose my own settings by
Human Web data to answering a few short
improve Ghostery’s questions.
performance.
Learn more.

9. You may configure to your taste at this time, or do nothing. You can always
configure later.

10. Notice that you now have the Ghostery icon in the Chrome Tool bar. In this
example, it is notifying me that there are 3 trackers on the Ghostery page.

fa
11. Click the Ghostery icon. This will display information about who is tracking
you.
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) GHoSTERY Signin £

3

Trackers

Blocked: 0 Page Load: 2.04 secs
V) %) 9

Q Trustsite © Restrict Site Il Pause v

12. Click the Detail View icon under the Sign in link to display more information.

13. Click on one of the trackers to see details on it. In this example, ClickTale.
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) cHoSTERY signin £

TRACKERS #* Block All
Collapse All
3 ° Advertising ~
1 TRACKER
0 Adobe Audience Manager

sUasecs @ site Analytics
2 TRACKERS

ClickTale

ClickTale is a web usability tool that provides website analytics. The tool collects
information and reports on individual visitor behavior inside a web page. The
tool aggregates various visitor sess...

Continue to full tracker profile

Detected tracker URLs:

https://cdnssl.clicktale.net/www32/pte/755¢cc4ab-c4bf-46d8-a608-d3c5d66fabac.js

@ O @.@Q

SOASTA mPulse

I h —0
1
—0

List View

14. Hover your cursor to the right of one of the tracker names (in this example,
ClickTale), and you now have icons allowing you to Trust on this site, Block
on this site, and Block on all sites.
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£ GHOSTERY Signin

TRACKERS #* Block All
ACKERS
Collapse All
° Advertising N
1 TRACKER
0 Adobe Audience Manager
2.04 secs = : :
. @ site Analytics N
O 2 TRACKERS
é ClickTale 00X
ClickTale is a web usability tool that provides website analytics. The tool collects
* information and reports on individual visitor behavior inside a web page. The
@ tool aggregates various visitor sess...
Continue to full tracker profile
Detected tracker URLs:
(o] https://cdnss).clicktale. net/www32/ptc/755ccdab-cdbf-46d8-a608-d3cSd66fabac js
o SOASTA mPulse
I A -8
—0
List View

15. Click the 3-dot settings icon at the top right corner of the Ghostery window >
Settings. Explore the options, and then configure to your taste.

16. Close Firefox.

From now on when visiting sites, you can see who is tracking you, and choose to
allow or block this from happening.
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17. At the Tracker Options page, select the trackers to be blocked.

) GHOSTERY

Browser Extension Settings

General Blocking Options Trusted Sites Restricted Sites About Help
———

Tracker Options Clear tracke

Select the trackers that you want to block, individually or by category, to customize your browsing experience.

Categories Collapse | Ex Show All Trackers ~ Unblock A Bloc

Advertising
1675 TRACKERS

Provides advertising or advertising-related services such as data collection, behavioral analysis or retargeting.

Site Analytics
Wl Y/

570 TRACKERS
Collects and analyzes data related to site usage and performance.

~ Customer Interaction

N5 253 tRackers
Includes chat, email messaging, customer support, and other interaction tools.

: Social Media
95 TRACKERS
Integrates features related to social media sites.

U Essential

58 TRACKERS
Includes tag managers, privacy notices, and technologies that are critical to the functionality of a website.

Audio/Video Player
55 TRACKERS

Enables websites to publish, distribute, and optimize video and audio content.

Adult Advertising
22 TRACKERS
Delivers advertising technology designed specifically for adult content sites.

Comments
10 TRACKERS

Enables comments sections for articles and product reviews.

XXX
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18. Select the General tab, and then configure to your taste.

=) GHOSTERY

Browser Extension Settings

General Blocking Options Trusted Sites Restricted Sites About Help
—

Trackers

Enable automatic updates from the Ghostery tracker library
Auto-updates are highly recommended. Update no

[ show tracker URL patterns (2]

Highlight Interactive Trackers @
Show me when | need to allow a tracker to use a site’s features

Replace blocked social media buttons with a Ghostery icon

Blocking
Trust and restrict individual trackers @

Allow trackers created by site owners
(For example, blocking a Facebook tracker on facebook.com might break the site. Turning this feature off might result in some pages breaking.)

\:‘ Block new trackers added to Ghostery by default

Purple Box

. Show the purple box in the corner of my browser (2]

Dismiss After 15 Seconds N

Display In Bottom Right Corner =

[] Hide the purple box on trusted websites

Notifications

Notify me when Ghostery: (2]
Makes announcements

Releases new features

Releases minor defect fixes

Adds new trackers to its tracker library

Show page reload banner notifications at the top of the extension

Show tracker alert banner notifications at the top of the extension

(< < < I <

Show tracker count badge on the Ghostery icon in browser toolbar

Support Ghostery

Sharing page and tracker data
Ghostery is free because some of our users anonymously and voluntarily opt-in to share data with us about the sites and trackers the browser encounters.

Sharing extension usage analytics
Ne collect usage analytics to better understand what features users like. For example , if you click pause, we will collect a ping letting us know you used that feature.

. Sharing Human Web data
Ghostery now implements the Human Web by default, a revolutionary technology that uses the wisdom of the crowd to build a more private internet

19. Close the Ghostery page.
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20. To test, visit https://slashdot.com.
21. Select the Ghostery icon in the toolbar. The Ghostery window will open,
displaying any trackers on this page, and if they were blocked.

t:/‘w‘ Slashdot: News for nerds, st. +
150% | @  Q Search wB ¥ & O & & ‘ =
£8\ GHOSTERY

Trackers Block All

1 Tracker

found on W) Site Analytics
1Tracker 1 Blocked

1 Blocked
1.60 Seconds

¥ TrustSite
2017 @ Restrict Site
Pause Ghostery
Map These Trackers
‘WS

are a chunk
22. Close Firefox.

14.8.7 Assignment: View Your Device Fingerprint

Each device on the internet is unique based on its combination of features, traits,
fonts, settings, etc. This can be used to identify the device, and then to track it
across the internet. This is called a device fingerprint’’.

19 https://en.wikipedia.org/wiki/Device fingerprint
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In this assignment, you view your device fingerprint.

1. Open a browser, and then go to https://amiunique.org. You are taken to the
site home page.

2. From the sidebar, select My Fingerprint. In a minute or two a summary of
your unique fingerprint will be displayed.

Am | Unique?

& Home Overview Details Graphs

v — Are you unique?

8 Myhistory Yes! (You can be tracked!)

39.97 % of observed browsers are Chrome, as yours.
My timeli New
y timefine 0.54 % of observed browsers are Chrome 66.0, as yours.

13.27 % of observed browsers run Mac, as yours.
Global statistics
1.74 % of observed browsers run Mac 10.13, as yours.

FAQ 62.57 % of observed browsers have set "en"as their primary language, as yours.
2.33 % of observed browsers have UTC-6 as their timezone, as yours.

However, your full fingerprint is unique among the 699543 collected so far. Want to know why?

¢ Privacy tools
View more details View graphs

% Links Updated

Privacy policy

O

™ View on GitHub

3. Select the View more details button to see all of your fingerprint attributes.
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4. Open a new browser window, and then go to https://panopticlick.eff.org. This
site is similar in function to amiunique.org, and provide some unique
information.

Is your browser safe against tracking?

When you visit a website, online trackers and the site itself may be able to identify
you - even if you've installed software to protect yourself. It’s possible to configure
your browser to thwart tracking, but many people don’t know how.

Panopticlick will analyze how well your browser and add-ons protect you against
online tracking techniques. We'll also see if your system is uniquely configured—
and thus identifiable—even if you are using privacy-protective software.

Test with a real tracking company hats this?
Only anonymous data will be collected through this site.

Panopticlick is a research project of the Electronic Frontier Foundation. Learn more

5. Enable the Test with a real tracking company checkbox.
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Select the Test Me button. After a few minutes, a results summary will appear.

How well are you protected against non-consensual Web tracking? After analyzing
your browser and add-ons, the answer is ...

Yes! You have strong protection against Web tracking, though your software isn't
checking for Do Not Track policies.

Help us defend the Web against tracking:

v/ flco

Test Result

Is your browser blocking tracking ads? v yes

Is your browser blocking invisible trackers? I yes

Does your blocker stop trackers that are included in the so-called v yes
“acceptable ads” whitelist?

Does your browser unblock 3rd parties that promise to honor Do

Not Track? X no

X

Does your browser protect from fingerprinting? your browser has a nearly-
unique fingerprint

Show full results for fingerprinting

Note: because tracking techniques are complex, subtle, and constantly evolving, Panopticlick does not
measure all forms of tracking and protection.

RE-TEST YOUR BROWSER

Thanks to Fingerprint2 for various fingerprinting tests, Aloodo for portions of the tracker test, browserspy.dk for the font

detection code, and to breadcrumbs for supercookie help. Send questions or comments to panopticlick@eff.org.

Select Show full results for fingerprinting to display to view all of your
fingerprint details.
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14.9 Adobe Flash And Java

Both Adobe Flash and Oracle Java are used by many websites to create a more
animated or interactive web experience. Flash is no longer supported as a
standalone System Preference and should be removed. Its functions are now built
into the major web browsers, but will be removed when Adobe discontinues Flash
support in 2020. The functions of both will soon be absorbed by HTML 5.

The power these products offer is a double-edged sword. They can also be used to
take control of your computer. And often are. There is a vicious cat and mouse
game played by hackers who have discovered how to bend Flash and Java to their
wills, and Adobe and Oracle patching these vulnerabilities.

The result for users is they have a choice to make:
e Do not install Java, which renders some sites unusable.
e Install Java, and be vigilant with updates.

e Install Java, but don’t be vigilant with updates, rendering your system
vulnerable

I suspect if you are one who ops for the last option, you aren’t taking this course.

Either of the other two options are legitimate strategies. Oracle has tried to make
updates automatic, but we have found this process to be less than perfect. Many
times, we have found systems with out of date versions, even with their
preference settings on Automatic Updates.

Associated with the vulnerabilities caused by out of date Java, are malicious or
compromised web pages that prompt the visitor to update Flash, Java, or some
audio/video codec. In most cases, if you follow the links provided on the site all
that gets downloaded is malware.

If a site prompts you do install software, visit the website of the recommended
software and download from there, not from the requesting site.

14.9.1 Assignment: Configure Oracle Java for Automatic Updates

In this assignment, you install Java and configure it to automatically update.
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Install Oracle Java

1. Open Apple menu > System Preferences. If you see the Java icon, it is already
installed. If so, skip to the next section Configure Java for Auto-Updates.

Open your browser to surf to http://www.java.com/.
Click the Free Java Download button.
Click the Agree and Start Free Download button.

A

Once the Java installer has downloaded, launch it, and then follow the on-
screen instructions to complete installation.

6. When installation completes, restart your computer.
Configure Java For Auto-Updates
7. Select System Preferences > Java.

8. Select the Update tab, and then enable the Check for Updates Automatically
checkbox.

At this point, both your Flash and Java are up to date, and configured to
automatically update. However, there is a decent chance that they will not do so.
It is wise to perform a manual update check at least monthly.

Manually Check For Java Updates
9. Open System Preferences > Java.
10. Select the Update tab.

11. If updates are available, select the Update Now button, and then follow the on-
screen instructions to download and install.
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14.10 Web Scams

Over the past couple of years, a new type of scam has become popular. Instead of
directly compromising the user computer, web sites are either compromised, or
are deliberately designed to be malicious.

When a user visits such a site, they may receive a pop-up window stating
something to the effect of: Your computer has been found to be infected with XX
viruses. Please call Apple at XXX-XXX-XXXX to have this infection removed.

Upon calling the provided toll-free phone number (which, of course, is not Apple,
but that of the scammer), with your permission, they will install remote control
software. After looking around your computer, they will assure they can remove
the malware for only $$$.

There are two problems here. First, they have installed remote control software
that allows the criminal access any time they wish. This gives them access to your
usernames, passwords, banking, and other information. The second is that they
now have your credit card information.

14.10.1 Recovering From A Web Scam

What to do if this happens to you?
In this assignment, you examine Safari for possible modifications.
1. Don’t call!

In most cases, the malicious website has modified your web browser preferences
to make the malicious page your home page.
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2. Open your browser preferences (in this example, Safari) > General. 1f the
Homepage field is not what you have set, delete the entry.

@® General

5 A~ -~ ® Iy
=/ § Qa0 * & o
General Tabs AutoFill Passwords Search Security Privacy Notifications Extensions Advanced
Safari opens with: A new window

New windows open with: = Top Sites

New tabs open with: = Top Sites

Homepage:  http://

B of oo

Remove history items: = After one year
Favorites shows: = [1] Favorites

Top Sites shows: 12 sites

File download location: = [ @] Downloads

oo oo

Remove download list items: = After one day

Open "safe” files after downloading
“Safe" files include movies, pictures,
sounds, PDF and text documents, and
archives.

3. Malicious attacks on a browser often will block access to the browser
preferences. If you are not able to access your browser preferences to delete
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the homepage setting, open System Preferences > General, and then enable
Close windows when quitting an app.

®0 < i General | Q [search

Appearance: [l Blue B For Buttons, Menus, and Windows

| Use dark menu bar and Dock
| Automatically hide and show the menu bar

Highlight color: Blue B

Sidebar icon size:  Medium

Show scroll bars: (| Automatically based on mouse or trackpad
") When scrolling
O Always

Click in the scroll bar to: @) Jump to the next page
") Jump to the spot that's clicked

Default web browser: = @ Safari B

Ask to keep changes when closing documents
Close windows when quitting an app

When selected, open documents and windows will not be restored
when you re-open an app.

Recent items: 10 B Documents, Apps, and Servers

Use LCD font smoothing when available ?

4. Quit Safari.

5. Open Safari to test. You should no longer have the malicious page open.

Done!
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14.11 Tor

Tor!! is a technology developed by the US Department of the Navy that enables
anonymous web browsing. It has long since been released to the open source
community for the public to use in the form of the Tor Browser. Many people
within the security community are strong supporters of Tor, including Edward
Snowden. Entire books have been written on just Tor. I’'m not so sadistic as to
subject you to that. What we are going to do is cut to the core of Tor, and learn
the basics of how to surf the web anonymously.

The advantages of Tor include:
e Strong anonymity for all activity on the Internet.

e Can be used with Tails!? which is a bootable, self-contained, flash drive that
can run on most Windows, Linux, and Apple computers that leaves no trace
behind.

e The bootable Tails flash drive can be immediately disconnected from the host
computer, causing the computer to erase memory of all trace of your session,
and reboot.

The disadvantages of Tor include:

e It was developed by the US Department of the Navy. It is possible there are
back doors only the government knows about.

e The US government has been forthright about having its own Tor relays in
place, which enable it to monitor online activity. Not a big deal if you only
wish to be anonymous to criminals. It is a big deal if you wish to be
anonymous while performing black-market deals for my Aunt Rose’s raisin
Noodle Koogle recipe.

These features make Tor ideal for those in oppressed countries, journalists
working undercover, and anyone who may need to use someone else’s computer
and leave no trace behind.

" http://en.wikipedia.org/wiki/Tor (anonymity network)
12 https.://tails.boum.org
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Tor works by encrypting your packets as they leave your computer, routing the
packets to a Tor relay computer hosted by thousands of volunteers on their own
systems, many of which are co-located at ISPs. The relay knows where the packet
came from, and the next relay the packet is handed to, but that is all. The user
computer automatically configures encrypted connections through the relays.
Packets will pass through several relays before being delivered to the intended
destination. Tor will use the same relays for around 10 minutes, and then different
relays will be randomly selected to create the next path for 10 minutes.

Alas, there is no free lunch. The encryption process and the relay process combine
to create /atency, which mean a delay in processing. Most users will experience
around a four-fold performance degradation. So, if accessing a web page without
Tor normally takes 3 seconds, it may take 12 seconds with Tor.

Even though Tor does as good a job as anything to keep you anonymous on the
Internet, you must take precautions to protect your identity. These steps include:

e Don’t enable JavaScript when using Tor. This has been used to track users
within the Tor network.

e Don’t reveal your name or other personal information in web forms.

e Don’t customize the Tails boot flash drive. This will create a unique digital
fingerprint that can be used to identify you.

e Connect to sites that use HTTPS so your communications are encrypted point
to point.

For many security-conscious users, Tor becomes their only tool for defense.
However, Tor by itself is at best a partial solution. It can protect your anonymity
while surfing the web. At the very least, this still leaves email and messaging to
be secured. A bigger issue is what to do when you need to use a computer and
leave no trace behind on that system. This is where Tails comes into play.

Tails is a Linux Debian fork designed with two primary purposes in mind:

e Provide a highly secure operating system in a format that can be booted from
either DVD or thumb drive on almost any PC or Apple computer, and

e Include the tools and applications necessary to provide a secure, anonymous
Internet experience
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What this means is that you can create a thumb drive that has an operating system
capable of booting almost any computer, whereby you can then run Tor for secure
anonymous Internet activity, send and receive email that is securely encrypted
with GPG/PGP, and message with others in complete privacy. Then, when you
remove the Tails thumb drive, there is absolutely no record of your activity on
either the computer or the thumb drive!

For those of you chomping at the bit to just use Tor, we will start there. When
your curiosity has been satisfied, please take the next step to learn Tails'>.

14.11.1 Assignment: Install Tor For Anonymous Internet Browsing

Tor is a stripped down, simplified web browser, designed to provide an encrypted,
anonymous browsing experience.

In this assignment, you download and install Tor.

13 https://tails.boum.org
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1. As a first step, we need to know our public IP address. This information will
be used a few steps away to verify Tor has hidden our address. Open a web
browser to https://whatismyip.com. Write down Your IP.

What Is My IP?

Your Public IPv4 is:
75.161.33.141

Your IPv6 is: Not Detected
Your Local IP is: 192.168.1.162
Location: Sunland Park, NM US @

ISP: Qwest Communications Company LLC

Questions & Answers My IP Information What Is My Public IP? Proxy Check

2. Open a web browser and then go to Attps://www.torproject.org. Select the
Download Tor button.

' Home About Tor Documentation Press Blog Newsletter Contact

Download

Volunteer Donate

We're hiring! »
» Tor prevents people from

Anonymity Online
Protect your privacy. Defend yourself

against network surveillance and traffic
analysis.

-
W4

@ Download Tor @

learning your location or
browsing habits.

» Tor is for web browsers,
instant messaging clients,
and more.

» Tor is free and open
source for Windows, Mac,
Linux/Unix, and Android

Recent Blog Posts

[Explore Tor, NYC!] Tor for Jour...
Thu, 05 Apr 2018

Posted by: steph

TorBirdy 0.2.4 is released
Mon, 02 Apr 2018

Posted by: sukhbir

Sunsetting Tor Messenger
Mon, 02 Apr 2018

Posted by: sukhbir
Tor 0.3.3.4-alpha Is released!

Select the Download Tor Browser button. The Tor installer will begin to

download.

4. While the download is in progress, scroll down the page to read all the other
steps that one must take to ensure your privacy is maintained. These include:
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Use the Tor Browser. If you are concerned about protecting your privacy
and security, do not use other browsers.

Don’t torrent over Tor. If you wish to file-share via torrent, don’t use
Tor. It is painfully slow, it slows down others using the Tor network, and
in many cases, torrent software bypasses all the security and anonymity
precautions built into Tor.

Don’t enable or install browser plugins in Tor. Tor is designed to
protect your security and anonymity. Many innocuous-looking plugins
break that security.

Use HTTPS versions of websites. Tor has HTTPS Everywhere built in
(more on HTTPS Everywhere later in this book.) It will force a secure
connection if a website has an option for https. This will enable a point-to-
point encryption between your computer and the web server.

Don’t open documents downloaded through Tor while online. Many
documents—particularly .doc, .xls, .ppt, and .pdf—contain links or resources
that will force a download when the document is opened. If they are
opened while Tor is open, they will reveal your true IP address and you
will lose your anonymity and security. If you are concerned about these
issues, we strongly recommend that you instead:

e Open the documents on a computer fully disconnected from the
Internet. This prevents any malicious files from “phoning home” or
infecting your computer.

e Install a Virtual Machine (VM) such as Parallels, Fusion, or
VirtualBox, configured with no network connection, and open
documents within the VM. This is an alternate way to prevent
malicious files from phoning home or infecting your computer.

e Or use Tor while within Tails. This is an alternative way to prevent
malicious files from phoning home or infecting your computer.

Use bridges and/or find company. Tor cannot prevent someone from
looking at your Internet traffic to discover you are using Tor. If this is a
concern for you, reduce the risk by configuring Tor to use a Tor Bridge
relay instead of a direct connection to the Tor network. Another option is
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Locate the Tor installer, and then double-click to open. It will mount and open

to have many other users running Tor on the same network. In this way,
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your use of Tor is hidden.

a disk image onto the Desktop.

Drag the TorBrowser.app into your Applications folder.

Locate the TorBrowser in your Applications folder, and then double-click to
open it. The Tor Network Settings window appears. Select how you would like

to connect to the Tor Network

I would like to connect directly to the Tor network. This will work in most
situations. This option provides a faster Internet experience with no
additional configuration. The possible downside is that a network
administrator or your ISP can see that you are using the Tor Network.

This computer’s Internet connection is censored or proxied. I need to
configure bridge or proxy settings. This option provides a more secure and
anonymous Internet experience as a network administrator or ISP is
unable to see you using the Tor Network. The downside is a slower

Internet experience, and some additional configuration.

@0

Tor Network Settings

Before you connect to the Tor network, you need to provide
information about this computer's Internet connection.

BROWSER

Which of the following best describes your situation?

| would like to connect directly to the Tor network.
This will work in most situations.

Connect

This computer's Internet connection is censored or proxied.
| need to configure bridge or proxy settings.

Configure

For assistance, contact help@rt.torproject.org

Quit
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8. If you selected This computer’s Internet connection is censored or proxied. I
need to configure bridge or proxy settings, go to the next step. If you selected
I would like to connect directly to the Tor network, skip to step 14.

9. If you elected to use a Tor bridge relay, the following window appears. If
your network requires a proxy to access the Internet, go to the next step and
select Continue. Otherwise, select No, select the Continue button, and skip to
step 12.

[ NoN ) Tor Network Settings

oy 4
=4,

BROWSER

Does this computer need to use a proxy to access the Internet?
Yes

©ONo

If you are not sure how to answer this question, look at the Internet settings in another
browser to see whether it is configured to use a proxy.

For assistance, contact help@rt.torproject.org

Quit GoBack | ([ Continue |

10. If you selected Yes to Does this computer need to use a proxy to access the
Internet you will now see the Enter the Proxy settings window.
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®0e0 Tor Network Settings

oy 4

3

BROWSER
Enter the proxy settings.
Proxy Type: -
Address: |P address or hostname Port:
Username: Optional Password: Optional

For assistance, contact help@rt.torproject.org

Quit GoBack ([ Continue

11. These will be the same settings your computer requires normally, and if used,
will be found in System Preferences > Network > Advanced > Proxies tab.
Copy your settings from this pane into the Tor window, and then select the
Continue button. If your ISP blocks or otherwise censor’s connections to the
Tor network, go to the next step to create a Tor bridge relay. If they do not,
skip to step 14 to start using Tor.
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= Wi-Fi

Wi-Fi  TCP/IP DNS WINS 802.1X Proxies Hardware

Select a protocol to configure: Secure Web Proxy Server
~1 Auto Proxy Discovery
Automatic Proxy Configuration s
= Proxy server requires password
Web Proxy (HTTP)

Username:
FTP Proxy
SOCKS Proxy Password:
Streaming Proxy (RTSP)
Gopher Proxy
Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:
*local, 169.254/16

V' Use Passive FTP Mode (PASV)

Cancel OK

12. At the Does your Internet Service Provider (ISP) block or otherwise censor
connections to the Tor Network window, for the overwhelming majority of
users the answer is No, and then select the Connect button, and then skip to
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step 14. If your answer is Yes, select the Yes option, select the Continue
button, and go to the next step.

®00 Tor Network Settings

<

e |

BROWSER

Does your Internet Service Provider (ISP) block or otherwise censor connections to
the Tor Network?

Yes
ONo
If you are not sure how to answer this question, choose No. If you choose Yes, you will

be asked to configure Tor Bridges, which are unlisted relays that make it more difficult to
block connections to the Tor Network.

For assistance, contact help@rt.torproject.org

Quit GoBack | ([Connect))

13. If you selected Yes to the Does your ISP block or otherwise censor
connections to the Tor Network window, you now see the You may use the
provided set of bridges or you may obtain and enter a customer set of bridges
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window. Select Connect with provided bridges, Transport type obsf3
(recommended), and then select the Connect button.

000 Tor Network Settings

BROWSER

You may use the provided set of bridges or you may obtain and enter
a custom set of bridges.

© Connect with provided bridges
Transport type: obfs3 (recommended)
~ Enter custom bridges ?

Enter one or more bridge relays (one per line).
type address:port

For assistance, contact help@rt.torproject.org
Quit Copy Tor Log To Clipboard = GoBack | | Conneect |
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14. The Tor Browser updates often. If your copy is out of date, you will be
welcomed by a message asking you to update. Follow the instructions,
clicking on the onion icon > Download Tor Browser Bundle Update...to
update. Once the download is complete, Quit Tor Browser, and then replace it
with the new version. Otherwise, if you are up to date, skip to the next step.

HOWEVER, this browser is out of date.

Click on the onion and then choose Download Tor Browser Bundle Update.

J‘ About Tor * \&
S - (€ ) |4 abouttor o o o - ~c m'SI&'I;aq:‘ Q =

New Idenmy

Cookie Protections Tor Browser

Preferences... 4.04

About Torbutton...

Open Network Settings...

S ngratulations!
w lﬁls B fowser is configured to use Tor.
Test Tor Network Scttings

What Next?

habits to ensure your identity stays safe.

Tips On Staying Anonymous »
\

Tor is NOT all you need to browse anonymously!
You may need to change some of your browsing

Search securely with Startpage.

You Can Help!

There are many ways you can help make the Tor
Network faster and stronger:

« Run a Tor Relay Node »

« Volunteer Your Services »

) « Make a Donation »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
cducation of onlinc anonymity and privacy. Lcarn more about The Tor Project »
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15. Tt is vital to test your connection to verify your IP address is hidden/changed.
While in Tor, go to https://check.torproject.org. You can also return to
https://whatismyip.com as well.

Congratulations. This browser is
configured to use Tor.

Your IP address appears to be: 185.165.168.229

(@) WhatisMylP.com

What Is My IP?

Your Public IPv4 is: Free WAN
Boost WAN Speed &
Location: Victoria, 16 SC @ Save Costs. Free 2/20

Mbps Software License.

ISP: Flokinet Ltd v @

Questions & Answers My IP Information
What Is My Public IP? Proxy Check
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Wahoo! You are now on Tor, completely anonymous and encrypted on the
Internet. Next step is to configure Tor.

14.11.2 Assignment: Configure Tor Preferences

One of the first things one should do when launching an application for the first
time is to configure its preferences. No different for Tor.

In this assignment, you configure Tor preferences.

1. Open TorBrowser, and then select the 3 horizontal line menu (top right) >
Preferences > General tab. This pane may be configured to taste.

General General ®
Search
Content Startup
Aoplicati Always check if Tor Browser is your default browser
pplications
Tor Browser is not your default browser Make Default
Privacy
~ When Tor Browser starts: Show my home page -
Security
Sync Home Page: about:tor
Advanced Use Current Page Use Bookmark... Restore to Default
Downloads
Save files to Downloads Choose.

@® Always ask me where to save files

Tabs
v Open new windows in a new tab instead
+ Don't load tabs until selected

v When | open a link in a new tab, switch to it immediately
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2. Select the Search tab.

General

Search

Content

Applications

Privacy

Security

Sync

Advanced

Search ®

Default Search Engine
Choose your default search engine. Tor Browser uses it in the location bar, search bar, and
start page.

) DuckDuckGo -
Provide search suggestions

Show search suggestions in location bar results

Search suggestions will not be shown in location bar results because you have
configured Tor Browser to never remember history.

One-click search engines
The search bar lets you search alternate engines directly. Choose which ones to display.

Search Engine Keyword

D, Disconnect
0 YouTube

G Google
Yahoo

) DuckDuckGo
[R Startpage

W Twitter

€ & % § $& N s =

w Wikipedia (en)

Restore Default Search Engines Remove

Add more search engines...

e For Default Search Engine, select DuckDuckGo.

e Other settings may be configured to your taste.
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3. Select the Content tab. Configure to your taste.

General
Search
Content
Applications
Privacy

Security

Sync

Advanced

Content

Notifications

Choose which sites are allowed to send you notifications  Learn more

Pop-ups
v Block pop-up windows

Fonts & Colors

Default font:) Times v Size: 16 v

Languages

Choose your preferred language for displaying pages

Choose...

Exceptions...

Advanced...

Colors...

Choose...

(@]
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4. Select the Applications tab. Configure to your taste.

General Applications ©

Search

Content Search

Applicati

G Content Type ~ | Action

Privacy irc 2} Always ask

Security ircs (7} Always ask

Sync mailto Lz) Always ask
&) Podcast Z) Preview in Tor Browser

Advanced
“* Portable Document Format (PDF) 21 Preview in Tor Browser
Video Podcast [7) Preview in Tor Browser
B Wweb Feed (71 Preview in Tor Browser

webcal 21 Always ask
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5. Select the Privacy tab.

General Privacy
Search
Content Tracking
Applications v | Use Tracking Protection in Private Windows  Learn more Change Block List
You can also manage your Do Not Track settings.
Privacy
v/ | Restrict third party cookies and other tracking data
SR v/ Change details that distinguish you from other Tor Browser users
Sync )
History
Advanced Tor Browser will:: Never remember history v

Tor Browser will use the same settings as private browsing, and will not remember any
history as you browse the Web.

You may also want to clear all current history.

Location Bar

When using the location bar, suggest:
V| History
v | Bookmarks
v | Open tabs

Change preferences for search engine suggestions...

e Enable Tracking > Use Tracking Protection in Private Windows
e Enable History > Tor Browser will: > Never remember history

e Location Bar may be configured to your taste.
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6. Select the Security tab.

General

Search

Content

Applications

Privacy

Security

Sync

Advanced

Security

General

v | Warn me when sites try to install add-ons Exceptions...

v | Block dangerous and deceptive content
v | Block dangerous downloads

v | Warn me about unwanted and uncommon software

Logins
Remember logins for sites Exceptions...
Use a master password Change Master Password...

Saved Logins...

e Enable General > Warn me when sites try to install add-ons.

e Enable General > Block reported attack sites.

e Enable General > Block reported web forgeries.

o Configure other settings to your taste.
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7. Select the Sync tab.

General

Search

Content

Applications

Privacy
Security
Sync

Advanced

Sync

Take your Web with you

Synchronize your bookmarks, history, tabs, passwords,
add-ons, and preferences across all your devices.

Connect with a Firefox Account

Create Sign
Account In

Sync to your mobile device. Download Firefox for Android or Firefox for iOS.

e Configure to your taste.

8. Select the Advanced tab, and then select the General tab.

General

Search

Content

Applications

Privacy

Security

Sync

Advanced

Advanced

General Data Choices Network Update

Accessibility
Always use the cursor keys to navigate within pages
Search for text when | start typing

Warn me when websites try to redirect or reload the page

Browsing
v Use autoscrolling
v Use smooth scrolling
v Use hardware acceleration when available
v

Check my spelling as | type

Certificates

e Configure to your taste.
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9. Select the Data Choices tab, and then enable Enable Tor Browser Health
Report.

General Advanced (

Search

(@)

General Data Choices Network Update Certificates

Content

Applications «  Enable Tor Browser Health Report

Helps you understand your browser performance and shares data with Tor Project

Privacy Learn More{

about your browser health

Security

Sync

Advanced
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10. Select the Network tab.

General
Search
Content
Applications
Privacy

Security

Sync

Advanced

Advanced

General Data Choices Network

Connection

Configure how Tor Browser connects to the Internet

Cached Web Content

Your web content cache is currently using 0 bytes of disk space
Override automatic cache management

Limitcacheto 350 MB of space

Offline Web Content and User Data

Your application cache is currently using 0 bytes of disk space

v Tell me when a website asks to store data for offline use

The following websites are allowed to store data for offline use:

Update Certificates

Settings...

Clear Now

Clear Now

Exceptions...

Remove

e Enable Tell me when a website asks to store data for offline use.

o Configure other settings to your taste.
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11. Select the Update tab.

General
Search
Content
Applications
Privacy
Security

Sync

B, Advanced

Advanced

General Data Choices Network Update

Tor Browser updates:
®  Automatically install updates (recommended: improved security)
Check for updates, but let me choose whether to install them

Never check for updates (not recommended: security risk)

Show Update History

Automatically update:

v/ | Search Engines

Certificates

e Enable Automatically install updates (recommended: improved security).

e Enable Warn me if this will disable any of my add-ons.

e Enable Automatically update: Search Engines.

o Configure other settings to taste.
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12. Select the Certificates tab.

i} General

Q Search
5 Content

A Applications

9@ Privacy
ﬁ Security
(’) Sync

é Advanced

Advanced ®

General Data Choices Network Update Certificates

Requests
When a server requests my personal certificate:

Select one automatically

® Ask me every time
v Query OCSP responder servers to confirm the current validity of certificates

View Certificates Security Devices

e Enable Requests > Ask me every time.

e Enable Query OCSP responder servers to confirm the current validity of

certificates.

13. Close the preferences tab in Tor.

Great work! You are now ready to use Tor to securely and anonymously browse

the Internet.

But remember, Tor is just one small part of rea/ anonymity and security on the
Internet. Many in the Internet Security field (including Edward Snowden) believe
that to do this right, you will want a bootable Tails thumb drive. Learn all about it
in our upcoming Practical Paranoia: Tails Security Essentials book. In the
meantime, visit the Tails'* home page.

4 https.://tails.boum.org

356




14 Web Browsing

14.12 Onion Sites And The Deep Web

Tor not only allows you to have anonymous access to your regular web sites, it is
also the only gateway to the Deep web!”. The deep web is also known as the
Invisible Web. It consists of web content deliberately not indexed with standard
search engines, and only accessible by Tor. These sites are also called Onion sites,
as they end with .onion.

Although the deep web is primarily thought of as a collection of sites to sell
illegal products and services, there are also good and responsible uses for it. For
example, in repressive countries such sites provide an avenue for freedom
workers to work, for reporters to securely exchange information with sources (Ed
Snowden did this), and there are sites to provide resources for whistleblowers.

As the deep web is not indexed by Google, Bing, or any other standard search
engine, how do you go about discovering its resources? The list is in constant
flux, but as of this writing, here are some good starting points:

e TorLinks!®
e Torch!’

e Torch Tor Search!®

1S https://en.wikipedia.org/wiki/Deep web_(search)
16 http://torlinkbgs6aabns.onion
7 http://xmh57jrzrnw6insl.onion/

8 http://torchtorsearch.com
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14.13 Have | Been Pwned

“WHAT!?!” is probably the first thing that just went through your mind. No, it’s
not a typo. Pwn, as defined in the dictionary, is to be totally defeated or
dominated. Although most commonly used when trouncing your online game

opponent, it is also used to describe when your email or online accounts have
been hacked.

And there is a pretty good chance that you have been pwned!

There are several websites that track email and online account breaches. My
favorites are haveibeenpwned and hacked-emails.com.

14.13.1 Assignment: Has Your Email Been Hacked

In this assignment, you search the haveibeenpwned.com and hacked-emails.com
databases to discover if any of your online accounts have been hacked/pwned.

1. Open a web browser to https://haveibeenpwned.com. The home page appears.

Home Notifyme Domainsearch Who's been pwned Pastes APl About Donate B P

'"--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address or username pwned?

2. Enter your email address, and then click the pwned? Button.
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3. In a few seconds, the results will display.

steve@apple.com d

Oh no — pwned!

Pwned on 14 breached sites and found 7 pastes (subscribe to search sensitive breaches)

& Notify me when | get pwned B Donate

Breaches you were pwned in

A "breach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of
data that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing
passwords.

000webhost: In approximately March 2015, the free web hosting provider 000webhost suffered a major data
breach that exposed over 13 million customer records. The data was sold and traded before 000webhost was
alerted in October. The breach included names, email addresses and plain text passwords.

Compromised data: Email addresses, IP addresses, Names, Passwords

Adobe: In October 2013, 153 million Adobe accounts were breached with each containing an internal ID,
username, email, encrypted password and a password hint in plain text. The password cryptography was
poorly done and many were quickly resolved back to plain text. The unencrypted hints also disclosed much
about the passwords adding further to the risk that hundreds of millions of Adobe customers already faced.

Compromised data: Email addresses, Password hints, Passwords, Usernames

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of
millions of their customers. In August 2016, they forced password resets for customers they believed may be
at risk. A large volume of data totalling over 68 million records was subsequently traded online and included
email addresses and salted hashes of passwords (half of them SHA1, half of them berypt).

Compromised data: Email addresses, Passwords

Final Fantasy Shrine: In September 2015, the Final Fantasy discussion forum known as FFShrine was
breached and the data dumped publicly. Approximately 620k records were released containing email
addresses, IP addresses and salted hashes of passwords.

Compromised data: Email addresses, Passwords, Usernames, Website activity

4. Make a note of the sites with breaches.
5. In your browser, go to https://hacked-emails.com.

6. Enter your email address, and then click Check.
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7. All found breaches will display.

HOME VERIFIED LEAKS LATEST DATALEAKS APl ABOUT THE PROJECT

Has my email been hacked?

steve@apple.com

We have found 46 entries for
steve@apple.com

We use the term Data Leak for when a site has been accessed through a vulnerability in its system and
information obtained is shared publicly. See the matches we have found and take the suitable measures,
such as changing your passwords or asking the site where the information was published to remove the

content.
Are you a Google Chrome user? Check our GMail extension!
-
)k

ome webD store

Highlighted leaks where your email has been compromised

dailymotion.com ‘o‘ edmodo.com

87.164.388 Emails found

8. Close your browser.
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14.13.2 Assignment: What To Do Now That You Have Been Breached

In this assignment, you take action to repair any found breaches.

1.
2.

Prerequisites: Completion of the previous assignment.
Open a web browser, and then go to the first breach site.
Change your account password, following best practices:

o Passphrase is a minimum of 15 characters, in an easy to remember, easy to
enter phrase.

o Use the password/passphrase for only one site. Should a site become
compromised and your password harvested, the automated hacking
systems will use your credentials at every bank, online store, etc. to see if
you are like most folks, using one password for everything.

o Keep a secure record of your passwords/passphrases. I personally like to
use LastPass as my password manager. Using a current version of Excel to
create an encrypted spreadsheet also works well.

o Only enter a username and password when in a secure web page (https).

Repeat steps 1 & 2 for each breached site.
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Human beings the world over need freedom and security that they may be able to
realize their full potential.

-Aung San Suu Kyi!, Burmese opposition leader and chairperson of the National
League for Democracy in Burma

What You Will Learn In This Chapter

e Prevent phishing

e Email encryption protocols

e Configure Mail to use TLS and SSL

e Configure web mail to use HTTPS

e End-to-End Secure Email with Proton Mail

e End-to-end Secure Email with GNU Privacy Guard
e End-to-end Secure Email with S/MIME

e End-to-End Secure Email with Virtru

U https.://en.wikipedia.org/wiki/Aung San Suu_Kyi
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15.1The Killer App

It can be rightfully argued that email is the killer app that brought the Internet out
of the geek world of university and military usage and into our homes (that is, if
you can ignore the overwhelming impact of Internet pornography.) Most email
users live in some foggy surreal world with the belief they have a God or
constitutionally given right to privacy in their email communications.

No such right exists. Google, Yahoo!, Microsoft, Comcast, or whoever hosts your
email service all are very likely to turn over all records of your email whenever a
government agency asks for that data. In most cases, your email is sent and
received in clear text so that anyone along the dozens of routers and servers
between you and the other person can clearly read your messages. Add to this
knowledge the recent revelations about PRISM?, where the government doesn’t
have to ask your provider for records, the government simply Aas your records.

If you find this as distasteful as I do, then let’s put an end to it!

2 https://en.wikipedia.org/wiki/PRISM _(surveillance program)
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15.2 Phishing

The act of phishing is epidemic on the Internet. Phishing? is the attempt to acquire
your sensitive information by appearing as a trustworthy source. This is most
often attempted via email.

The way the process often works is that you receive an email from what appears
to be a trustworthy source, such as your bank. The email provides some motivator
to contact the source, along with what appears to be a legitimate link to the source
website.

When you click the link, you are taken to what appears to be the trustworthy
source (perhaps the website of your bank), where you are prompted to enter your
username and password.

At that point, they have you. The site is a fraud, and you have just given the
criminals your credentials to access your bank account. In a few moments, your
account may be emptied.

The key to preventing a successful phishing attack is to be aware of the real URL
behind the link provided in the email.

3 https://en.wikipedia.org/wiki/Phishing
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The link that appears in an email may have nothing at all to do with where the
link takes you. To see the real link, hover (don’t click) your cursor over the link.
After 3 seconds, the real link will pop-up.

Need.Protection
To: Marc Mintz
Update your antivirus to the new Norton Security.

Problem receiving the email message? Go ahead click this here

http://www.kidan.uno/
1a80035150a4ae1c6b1330a2b0_b234cd55-01
011c0c0001/X1X/

852454666/5568977322019019665003381283

Some of these scams are getting a bit more sophisticated in their choice of URL
links, and attempt to make them appear more legitimate. For example, the email
may say it is from Bank of America, and the link say bankofamerica.com, but the
actual URL will be bankofamerica.tv, or bankofamerica.xyz.com.

If you have any doubts at all, it is best to contact your bank, stock broker,
insurance agent, etc. directly by their known email or phone number.
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15.3 Email Encryption Protocols

There are three common protocols that provide encryption of email between the
sending or receiving computer and the SMTP (outgoing), IMAP (incoming), and
POP (incoming) servers:

e TLS* (Transport Layer Security)
e SSL3 (Secure Socket Layer), the TLS predecessor
e HTTPS® (Hypertext Transport Layer Secure)

Understand that these protocols only encrypt the message as it travels between
your computer and your email server and back. Unless you are communicating
with only yourself (sadly, as most programmers are prone), this does little good
unless you know that the other end of the communication also is using encrypted
email. If they aren’t, then once your encrypted mail passes from your computer to
your email server, it demotes to either the less secure SSL, or if the other end of
the communications doesn’t support that, demotes to clear text from your email
server, through dozens of Internet routers, to the recipient email server, and
finally onto the recipient’s computer.

4 http://en.wikipedia.org/wiki/Secure Sockets Layer
> http://en.wikipedia.org/wiki/Secure Sockets Layer
® http://en.wikipedia.org/wiki/Https
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15.4TLS and SSL With Mail App

Although SSL was originally considered highly secure, it has been broken and
should no longer be used for email that is sensitive, secure, or related to the
healthcare, legal, government, or military. To use TLS , the following criteria
must be met:

¢ Your email provider offers a TLS. Many do not. If your provider does not
offer this, run, don’t walk, to another provider. If you are not sure which to
select, I’'m a fan of Google mail.

e You are using an email application as opposed to using a web browser to
access your email.

e Your email application supports TLS.

¢ Your email provider has enabled and configured your email service to use
TLS (they may offer TLS, but it may not be enabled by default).

¢ You have configured your email application to use TLS (most email
applications now do this automatically. Apple Mail.app has gone to the point
they have removed the preference setting for both SSL and TLS).

e Lastly, although not a requirement for TLS, a requirement to stall off breaking
your password is that your email provider allows for strong passwords, and
you have assigned a strong password to your email (many providers still are
limited to a maximum of 8 character passwords.)

15.4.1 Assignment: Determine If Sender And Recipient Can Use TLS

In this assignment, you discover if both your own email and that of a recipient can

use TLS email encryption.

e Note: If you use a web browser for email, you may skip this assignment and
move on to the next where we configure your browser-based email to use
https.

1. Open a web browser, and then go to CheckTLS.com.
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2. Scroll halfway down the home page to the Internet Secure Email is Easy
section.

3. In the Just domain or full address field, enter the domain name of your email
address. For example, my email address is marc@mintzit.com, so my domain
is mintzit.com. Then select the Check It button.

SIS |, //home
| email | cloud | help | subscription | fag | B | Q |

Internet Secure Email is Easy

Most email systems can encrypt email in compliance with US NIST, HIPAA, HITECH, PCI DSS, ¢
FINRA, etc. Check yours:

just domain or full add: @ej{='®13

(we do not keep your address, see privacy policy)

4. The website will run tests against the domain’s mail servers (MX servers), and
then report on their level of security.

8 Test Results (scroll up to re-run test)
CheckTLS Confidence Factor for "mintzit.com": 100

| MXServer |Pref| Answer|Connect| HELO | TLS | Cert |Secure| From |

aspmx.l.google.com 5 OK OK OK OK OK OK OK

[74.125.29.27] (21ms)  (91ms) (26ms) (31ms) (292ms) (27ms) (28ms)
altl.aspmx.l.google.com 10 OK OK OK OK OK OK OK
[64.233.186.27] (135ms) (263ms) (457ms) (263ms) (494ms) (266ms) (260ms)
aspmx3.googlemail.com 15 OK OK OK OK OK OK OK
[209.85.202.27] (105ms) (104ms) (108ms) (108ms) (377ms) (108ms) (109ms)
aspmx2.googlemail.com 20 OK OK OK OK OK OK OK
[64.233.186.27] (129ms) (260ms) (263ms) (268ms) (480ms) (260ms) (271ms)
Average 100% 100% 100% 100% 100% 100% 100%

5. If your Test Results are not 100% secure, either discuss this with your email
provider for a resolution, or change providers.

6. Repeat steps 1-4 using the domain of your recipient email address.

7. If their Test Results are not 100% secure, advise them to discuss this with their
email provider, or change providers.
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e Remember: Email will typically downgrade to lowest common security
protocol.
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15.5Require Google Mail To Be TLS Secured

Google mail (Gmail, G-Suite email) uses TLS by default. However, if both the
sender and recipient don’t support TLS, Google will deliver messages over a non-
secure connection. And neither sender nor recipient will know.

However, your Google G-Suite (not Gmail) account can be configured to only use
TLS. When so configured:

e Your outgoing Google mail (to a non-TLS account) will not be delivered,
will bounce back to you, you will received a non-delivery report (NDR).
No additional delivery attempts will be made.

e Your incoming Google mail (from a non-TLS account) will be rejected at
entry to Google servers. You will not receive any notification. The sender
will receive an NDR.

15.5.1 Assignment: Configure Google G-Suite Mail For Only TLS

In this assignment, you configure your Google mail account to only allow use of
TLS security. This feature is available only with paid G-Suite accounts, not with
the free Gmail accounts.

Full details for this operation may be found on the Google Require mail to be
transmitted via a secure (TLS) connection help page’

1. Open a web browser, visit and log in to the Google Admin Console at
https://admin.google.com.

2. Goto Apps > G Suite > Gmail > Advanced settings.

3. If the G-Suite account includes more than one Organization, select the desired
Organization from the left sidebar.

7 https://support.google.com/a/answer/2520500?hl=en
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4. Scroll down to the Compliance section, hover over secure transport (TLS)
compliance, and then select the Configure button.

Secure transport (TLS) Require TLS when communicating with specified domains. CONFIGURE
compliance
Not configured yet
5. Inthe Add setting page, select ADD SETTING.
Add setting *

Secure transport (TLS) compliance Help

1. Email messages to affect

[} Inbound - all messages
[} outbound - all messages
[} Outbound - messages requiring Secure Transport via another setting

2. Use TLS for secure transport when corresponding with these domains / email addresses.
No lists used yet. Use existing or create a new one.

3. Options

Require CA signed cert when delivering outbound to the above-specified TLS-enabled domains.

CANCEL  ADD SETTING

6. In the Secure transport (TLS) compliance field, enter a description of this
setting. For example: Force TLS with contractors.

7. In 1. Email messages to effect, enable both Inbound and Outbound.

In 2. Use TLS for secure transport when corresponding with these domains /
email addresses, add the domain names to be included in forced TLS.

9. 1In 3. Options, enable Require CA signed cert when delivering outbound to the
above-specified TLS-enabled domains. This will prevent man-in-the-middle
attacks.

10. Select Save.
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15.6 HTTPS With Web Mail

We discussed HTTPS in the previous chapter. It is an encryption protocol used
with web pages. It also can be used to secure email that is accessed via a web
browser. When using HTTPS your user name and password are fully encrypted,
as are the contents of all email that you create or open.

When using a web browser to access email, it is vital that your email site use the
HTTPS encryption protocol to help ensure data and personal security.

15.6.1 Assignment: Configure Web Mail To Use HTTPS

If you use a web browser to access your email, it is critical that your web
connection use HTTPS. In this assignment, you will verify that your browser-
based email uses HTTPS.

In this assignment, you verify your browser-based email uses HTTPS.

e Note: If you do not use browser-based email, you may skip this assignment,
and perform the previous assignment.

1. Launch your web browser.

2. Go to your log in page for your email. In this example, we will be using
Google Mail (Gmail).

3. As in the screen shot below, make sure that the URL field shows either the
lock to the left of the URL, or Attps:// and not http://. This indicates you are
communicating over a secure, encrypted pathway.

o ® < > 0 4 mail.google.com 7 ml s

4. 1If instead your browser shows the URL to be http:/, try revisiting your email
log in page, but this time manually enter https://.

5. Ifyou get to the log in page, all is good. Just bookmark the https:// URL and
use it instead of the previous non-secure URL.

6. If you cannot get to your log in page, change your email provider NOW!
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15.7 End-To-End Secure Email With ProtonMail

If you are serious about email security, then you need to use an end-to-end secure
email solution. Forcing TLS for incoming and outgoing email is one option (see
previous section 15.5). However, it is likely either sender or recipient use email
hosts that don’t allow forcing TLS.

There are two other options for point-to-point email encryption:

e Use an email encryption utility. This works well if the other end of the
communication also is using the same encryption utility. Our next section will
cover this strategy using GNU Privacy Guard and S/MIME.

e Use a cloud-based option. This method makes it every bit as simple to send
and receive email as the user is accustomed to. The downside is that instead of
using an email client, a website is used to send and receive mail. An example
of this is Sendinc.com®.

An interesting hybrid option is found in ProtonMail’. ProtonMail includes PGP
public key/private key encryption, so that neither you nor the other party need
deal with the potential headaches of installing and configuring PGP encryption.

ProtonMail has several advantages for the typical user, including:
e Free with optional monthly/yearly plans.
e Based in Switzerland so all user data is protected by Swiss privacy laws.

e Allows the user to determine the destruction date and includes unlimited
retention.

e Allows for encrypted and password protected emailing to non-ProtonMail
users.

e Allows for rich text email.

When sending from ProtonMail to a non-ProtonMail user, your recipient receives
an email stating that a secure message is waiting. The recipient clicks the link,

8 https://sendinc.com/

? https://protonmail.com
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taking the recipient to an authentication page. Upon entering the password the
recipient then sees the message. The recipient can directly and securely reply to
the message, then you receive their reply in your inbox.

When sending from ProtonMail to ProtonMail, the interface is like other email
providers.

Although not quite as convenient as using your own email software, when
security, convenience, and cost are taken into consideration against the impacts of
data theft, or the potential drama of confidential communications being
intercepted, we find ProtonMail to be an easy choice.

15.7.1 Assignment: Create a ProtonMail Account

In this assignment, you create a ProtonMail account.

1. Using your web browser, visit https://protonmail.com. Select either the Sign
Up or Get Your Encrypted Email Account button.

S ProtonMail  Avout Securty Blog Careers Support Donate

Secure Email Based
in Switzerland

Secure Your Communications with ProtonMail

2. Scroll down to click the drop-down arrow next to the plan you wish to use
(PLUS is selected by default). In this tutorial, we will be making a free
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account. If you wish to use a monthly plan, make sure to double check the
currency used on the bottom of the page.

users and continue to develop ProtonMail as free and open source software.

© ProtonMail  Avout securty Blog Careers Support Donate

FREE v

4.00 € /Month v

24.00 € /Month v

change currency

EUR v

QProtonMail About Security Blog Careers Support Donate m

FREE A

We believe privacy is a fundamental human right so we provide free accounts as a public service. You can
still support us by telling your friends and family about ProtonMail, or making a donation

Our FREE accounts includes:

v 500MB storage
v 150 messages per day
v Limited Support

FREE SELECT FREE PLAN
Upgrade Anytime
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4. Enter the Username and Password you wish to use. We recommend using
easy to remember 15 character passphrases.

1

Username and domain
This will be your new ProtonMail email address.

ntzIT| ]| @ | protonmai.com v

Username is available

2

Login password
This is used to decrypt your inbox.

®
3
Mailbox password
This is used to encrypt and decrypt your messages. Do not lose this password, we cannot recover it.

5. Provide a method of verification.

< Back to protonmail.com

5
Are you human?

To help fight spammers, please verify you are human.

Email
® reCAPTCHA
SMs

reCAPTCHA verification

I'm not a robot

COMPLETE SETUP
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6. ProtonMail begins to create your account.

CREATING ACCOUNT

v Generating keys

v Creating new user

v Verifying new account
Verifying encryption keys
Loading new account
Done
Redirecting

7. At this stage enter the name that will be seen by other users. You also have the
option of downloading iOS or Android Apps. Next click on the Finish button.

Welcome to ProtonMail

You now have an encrypted email account!
Below are optional settings you can use to customize your account. You can
always find these on your Settings page.

Choose a display name

MintzIT

This is the ‘From’ name that people will see when you email them.

Followus | W f G+ 0 0

Download App | )| @&

FINISH
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8. You have now finished the setup process. You will see a short tutorial on the
bottom of your screen, it is recommended to read through it to understand
some more of the features available to you.

£ ProtonMail v Search messages Q & i< w O &
SETTINGS CONTACTS MINTZIT

COMPOSE ® @ o 8 0 ||| Moy | O

Inbox N N
| Welcome to P... 10:17 AM
Drafts ProtonMail Welcome
Sent
| Important: Se... 10:17 AM
r Staed ProtonMail
. 8.2 KB 500.00 MB
Archive
| Get the Proto... 10:17 AM
@ Spam ProtonMail 0% Storage space used
Trash
| Howto geth... 10:17 AM
¢ Label senings ProtonMail
B

Profonhal docert b da o abisa vour v}

Welcome to your new encrypted email account

This short tutorial will show you the main features of your new ProtonMail account. For m
more information, you can also check out the Welcome email we have sent you. If you
ever want to view this tutorial again, you can access it by clicking your username in the PY

upper right corner.

15.7.2 Assignment: Create And Send An Encrypted ProtonMail Email

In this assignment, you send your first fully encrypted email through ProtonMail.

e Prerequisite: Completion of the previous assignment, or an existing
ProtonMail account.

1. If you have just completed the previous assignment, select the Compose
button in the top left. If not, use your web browser to visit ProtonMail at
https://ProtonMail.com, select the Login link, and then log in.
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2. The New Message window should now be showing, enter the recipient email
address, subject and a brief message.

Q ProtonMail v Search messages Q up: ssﬁl CO:T Rg(: M:T;T
cowross | NN I IR RS =}
@ Inbox o -
] Welcome to ... 10:17 AM W I
Drafts ProtonMail eicome
Sent »
() Important: § New message - X
Starred ProtonMail mintzit@protonmail.com v
Archi
e [ Get the Prot 2
Spam ProtonMail
Trash
CHowtogetl g J Uy |= |2 = =|% @| &
ProtonMail

Label se.

Sent from ProtonMail, Swiss-based encrypted email.
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3. Scroll to the bottom of the page, and then configure to your taste. The Lock
icon allows you to set a password requirement to open the email from a non-
ProtonMail account.

If you are sending to a recipient who is not a ProtonMail account, you
have the option to manually set an encryption password in this screen. If
you were sending to another ProtonMail account, the message is
automatically encrypted, without need to enter a password.

€ ProtonMail v Search messages Q & < bl @~ &
UPGR... SETTL.. CONT... REPO. MINTZIT
COMPOSE 0lele||lal @l o More v ‘ m| 3
@ Inbox - N
(] Welcome to ... 10:17 AM
Drafts ProtonMail
sn [
Stamred ProtonMail
Archi _ i
ive () Getthe Prot ENCTYpt for non-ProtonMail users &
2 Spam ProtonMail
M Passwi 0
T Message Password ‘ | ® ‘
] How to get
ProtonMail Confirm Password ®

& Label se.

Password Hint (Optional)

Encrypted messages to non-ProtonMail recipients will expire in 28 days unless a shorter
expiration time is set.

CANCEL
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4. The Clock icon allows you to set an expiration time for the email.

SProtonMail v Searchmessages Q & © " e a-
UPGR... SETTI... CONT... REPO... MINTZIT
ponees 0| @ | @ ‘ Jof - BN L More v ol 5
@ Inbox N -
Welcome to ... 10:17 AM
Drafts ProtonMail
Sent
imporiant
Starred ProtonMail
Archive i i :
) Get the prot EXPiration time e
2 Spam ProtonMail
Trash This message will expire in
| How to get |
Label se. ProtonMail
0 v | Weeks 0 v | Days 0 v | Hours

5. Once you have finished configuring your email, click the Send button. It will
take a moment to encrypt and then send.

Notification of your email has been sent to the recipient.
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15.7.3 Assignment: Receive And Respond To A ProtonMail Secure
Email

In this assignment, you reply to a ProtonMail secure email.

e Prerequisites: Completion of the previous two assignments.

1. After you have sent an email from your ProtonMail account (previous
assignment), the recipient receives the following email. To view the message,
the recipient selects the View Secure Message button within the email.

You have received a secure message from mintzit@protonmail.com

| am using ProtonMail to send and receive secure emails. Click the link below to decrypt and
view my message

View Secure Message

Message expires

2016-09-02 19:14:23 GMT
(1 hour after this message was sent.)

If you have any questions, please contact me at mintzit@protonmail.com
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2. If the recipient already has a ProtonMail account, go to step 5. If the recipient
does not have a ProtonMail account, they have the option of signing up for
ProtonMail in the top right of the webpage. If they do not wish to sign up they
may instead enter the required password to access their email on this page.

< Back fo protonmail.com ¥ Report bug SIGN UP FOR FREE

ProtonMail

DECRYPT MESSAGE

Message password

NEED HELP? DECRYPT
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After entering the required password, the email is displayed in the recipient’s
browser. The recipient is also able to reply via this webpage by selecting
Reply Securely.

< Back to protonmail.com 3% Report bug SIGN UP FOR FREE

Expiring in 0 Days 0 Hours 58 Minutes 53 Seconds.

ProtonMail 4 REPLY SECURELY

T <mintzit@protonmail.com> @
t.com <kory@mintzit.com>

Encryption is Awesomel

Sent from ProtonMail, Swiss-based encrypted email

©2016 PROTONMAIL.COM - MADE GLOBALLY, HOSTED IN SWITZERLAND. V3.3.22

The recipient then types in their reply and clicks on the Send button in the
bottom right.

ProtonMail

=
~
I
iii
i
i
i
1]
&
5]
N

| definitely agreel|
Encryption is Awesome!

Sent from Protoniail, Swiss-based encrypted email.
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5. The original sender will receive a reply.

e ProtonMail v Search messages Q & « b o &
UPGR SETTI CONT. REPO... MINTZIT

couross | ICRSEAEEIE ICIAES

Py o] -
Sl (2) ProtonMail w

‘ More v

W (2) ProtonMail w

[/ Welcome to ...
Stamred ProtonMail MintzIT |Sent 12:14 PM (2 minutes ago) Yr &
Archive i e i
(] Important: ... 10-17 AM @ This message will expire in 0 Days 0 Hours 57 Minutes 22 Seconds
Spam ProtonMail
Trash From: kory@mintzit.com 12:16 PM (a few seconds ago) v &
] Get the.Prot... 10:17 AM To: MintT
= ProtonMail
Show details ‘ ¥ o | @&
[ Howto geth... 10:17 AM Rall

ProtonMail

1 definitely agree!
Encryption is Awesomel

Sent from ProtonMail, Swiss-based encrypted email.

6. For either the original sender or the recipient, if they are using ProtonMail, it
will show in their inbox like normal email. The email is decrypted and is fully
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viewable. Note that at no point is the message transmitted across the internet
without encryption.

SProtonMail v searcn messages

COMPOSE

@ Inbox (0] ~

ProtonMail 12:18 Ph: . Dk
Drafts e ProtonMail
Sent
] Welcome to ...
Starred ProtonMail From: MintzIT 12:18 PM (2 minutes ago) v &
Archive To: kolaurence@protonmail.com
() Important: S... 11:54 AM o
Span ProtonMail Show details ‘ LSO RN R
Trash
] Getthe Prot... 11:54 AM
Label se ProtonMail © This message will expire in 0 Days 0 Hours 57 Minutes 41 Seconds
] Howto geth... 11:54 AM ProtonMail to ProtonMail is far more secure!
ProtonMail
Sent from ProtonMail. Swiss-based encrypted email.

€ ProtonMail Search messages

COMPOSE

o Inbo ~
& nhox 1218 P>

W (2) ProtonMail w
Drafts MintzIT

(2) ProtonMail w

Sent
SR XY Re: ProtonMail

Starred ProtonMail

kolaurence@protonmail.com

Archi
e ) Important: § To: MintzIT
Spam ProtonMail )
Re: ProtonMail
Trash

Get the Prot B I o = =
ProtonMail

= ‘ % G ‘ 4
Label se

Definitely better than un-encrypted email. Also, to the user it seems like normal emailing.

| Howto get |
ProtonMail
Sent from ProtonMail, Swiss-based encrypted email.

-------- Original Message --------
Subject: ProtonMail . a

Y :| o BN - |
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& % L e~ &
UPGR SETTI CONT. REPO. MINTZIT

SProtonMail v searcn messages Q

COMPOSE

& Inbox (2) ProtonMail b+ 122N Dk
rotonMail ~ 3 .
Drafts Kory Laurence, MintzIT (2) ProtonMail
Sent @ This message will expire in 0 Days 0 Hours 53 Minutes 17 a
Welcome to ...
Starred ProtonMail
Archive () Important: s... 1047 AM From: Kory Laurence 12:24 PM (a few seconds ago) v @
Spam ProtonMail To: MintzIT
Trash
= ) Get the Prot... 10:17 AM Show details ‘ L
ProtonMail -

Label se

[ Howto geth... 10:17 AM O This message will 0 Days 0 Hours 59 Minutes 46
ProtonMail

Definitely better than un-encrypted email. Also, to the
user it seems like normal emailing.

Sent from ProtonMail, Swiss-based encrypted email.
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15.8 End-To-End Secure Email With GNU Privacy Guard

The gold standard for email security is to fully encrypt the message at the sender’s
computer in a format that only the intended recipient can decrypt. This tool also
must be capable of alerting the recipient if the message has been tampered with in
any way (i.e., a man-in-the-middle attack.) The leader in this arena is PGP (Pretty
Good Privacy), now owned and maintained by Symantec. Fortunately, there is an
open source utility that provides all the core functionality and security of PGP, for
free.

Setting up GPG'? (GNU Privacy Guard)-available for macOS, Windows, and
Linux—takes a few more steps than our previous strategies in this section, and
those with whom you wish to exchange secure email will need to also install
GPG. But once both sender and recipient have their GPG in place, it is effortless
to share fully encrypted messages.

Both PGP and GPG use the same strategy to securely encrypt email
communications, and can exchange email with each other. Each user creates a
public key and a private key. The Public Key typically is stored at a GPG server in
the cloud, which can be found with a search for your name. The Private Key
remains only on the user’s computer. When sending an email to another person,
your email application will automatically use the recipient’s Public Key to
encrypt the message. When the recipient receives the email, only the recipient'
Private Key is able to decrypt and open the message.

If there are shortcomings to PGP and GPG, one is that as of this writing, there are
only two 10S apps and one Android app, none of which are well received. Also,
GPG is designed to work within an email client application, not a web browser.
Although there are plug-ins for FireFox to allow for GPG, you are best to stick
with the built-in Mail.app. Another issue is that before one can exchange
encrypted email with someone else, both need to manually retrieve each other’s
public key. This typically is just a two-click process, but still...

19 https://gnupg.org/
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Cryptography can quickly become Ph.D.-level material. I will cover everything
you are likely to need to fully enable encryption and digital signing using GPG.
Should you wish to delve deeper, visit the GPGTools Support site!!.

15.8.1 Assignment: Install GPG And Generate A Public Key

To encrypt your email, you need to have GPG installed, and have your recipient’s
Public Key installed in your GPG keychain. For your intended recipient to
decrypt and read your email, the recipient needs to have GPG installed (or
Gpgdwin'? if using Windows, or GPA!® if using Linux.) The recipient will also
need to have your Public Key stored in their computer.

In this assignment, you install GPG on your computer, and upload your Public
Key to the GPG Public Key Server, making it available to anyone wishing to send
encrypted email to you.

" http://support.gpgtools.org/kb
12 https://www.gpgdwin.org
13 https://www.gnupg.org/related _software/gpa/index.en.html
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1. Use your browser to visit GPGTools https://gpgtools.org, and then select the
Download GPG Suite button.

@ GPGs GPG Suite | Donate | Open Source | Support | 4

Disclaimer: GPG Suite 2018.1 includes a new beta of GPGMail 3.0 fo
The beta version of GPGMail 3.0 will expire, once the stable version is
every beta of GPGMail unexpected behavior and crashes may occur.

| Release Notes | [ Download GPG Suite |

o

The software will begin to download to your computer.

(98]

Go to your Downloads folder, locate and then double-click on the GPG
Suite.dmg file. This will mount the GPG disk image to your desktop, and then
open the disk image to reveal the GPG Suite window.

4. Double-click the Install. pkg icon inside of the GPG Suite window to launch
the Install GPG Suite installer.

Select the Continue button.

At the Standard Install on “<Name of hard drive>"" window. Select the
Install button.

ARG

7. The authentication window will appear. Enter an administrator name and
password, and then select the Install Software button.

8. The installation was completed successfully window appears. Click the Close
button.
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9. The GPG Keychain.app, located in /Applications opens.

10. Select the Advanced Options link to expand the window, and then complete
all fields.

®
Generate new key pair

Name: Marc L. Mintz
Email: marc@mintzit.com [ron
Password: eeeeceeccccccccce
Confirm: eeeeeecccccccccce
¥ Advanced options
Comment: Created 20180310
Key type: RSA and RSA (default) §&)

Length: 4096 v

Key expires

Expiration date:  3/11/2300

Cancel

e Name: Enter your full name as used in your email.

e Email: Enter the email address for which GPG encryption is being
configured.

e Password & Confirm: This is a password to protect access to this record.
As with all passwords, make it strong.

e Comment: As you may eventually create many keys, enter a comment to
refresh something unique about this key pair.

o Key type: Select RSA and RSA (default). This is the strongest option
currently available.

o Length: Select 4096. The larger the encryption bit depth, the more secure.

e FExpiration Date: 1 typically leave this disabled, allowing any of my
encrypted email to be accessed (given the proper credentials) forever.
However, if you prefer to set your key to self-expire, making any sent
emails created with it unreadable after a certain date, then by all means
enable this option.
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11. Select the Generate key button.

12. The new key will start to generate. During this time, the random key generator
uses activity on your computer to help create a random key. You should move
your cursor, or type some characters in another application during this time.

13. The Your key was created successfully window appears. This window gives
the option to upload your public key. Remember, the public key allows others
to send encrypted email to you—it does not present a security concern if others
have access to it. Click the Upload Public Key button.

14. When your Public Key generation completes, the GPG Keychain window will
display your new key.

@ @ GPG Keychain
$ &

F ¥ ¥ Q O

New Import Export Lookup Key Details Filter
Type Name A Email Created Fingerprint Validity
pub GPGTools Team team@gpgtools.org 8/19/10 4
sec/pub Marc L. Mintz marc@mintzit.com 3/10/18 . - - . Djj]
k
2 of 2 keys listed Show secret keys only

Congratulations! You have successfully installed GPG to help encrypt your email.

15.8.2 Assignment: Add Other Email Addresses To A Public Key

e Prerequisite: Completion of the previous assignment.

Many people have more than one email address. If you wish, you may create keys
for each of your other addresses simply by repeating each of the steps in the
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previous assignment. However, you may find that both tedious and somewhat
redundant. An alternative is to bind all your email addresses together under one
key.

In this assignment, you add your other email.

1. Open GPG Keychain, located in your /Applications folder, and then double-
click on your entry from the previous assignment.

e0ve GPG Keychain
Y Y
g ( Q
¥ Y ¥ ¥ 0 »
New Import Export Lookup Key Details Filter
Type Name A Email Created Fingerprint Validity
pub GPGTools Team team@gpgtools.org 8/19/10 4
sec/pub Marc L. Mintz marc@mintzit.com 3/10/18 SEPIIS——— -'j:::.
L}
2 of 2 keys listed Show secret keys only
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2. The Key Inspector window will open. Select the User IDs tab, from top half of
the window, select the account Name, and then select the + button.

Key WMULIAIR Subkeys
Name Email Comment
Marc L. Mintz marc@mintzit.com Created 20180310
+ % Validity: Ultimate
Signatures:
Type Name Key ID Created Expires
sig3 Marc L. Mintz 824BFBE8 3/10/18
+

3. In the window that opens, enter your Full name, along with the new Email
address you want to be bound to your original email/key combination, and
then select the Generate user ID button.

Add email address (user ID) to the following key:
Marc L. Mintz <marc@mintzit.com> 824BF8E8

Name: Marc L. Mintz

Email: marc@thepracticalparanoid.com u

Cancel Generate User ID

4. In the Pinentry Mac window:
a. enter the password/passphrase used when creating the original signature.
b. Enable Save in Keychain checkbox.
c. Click the OK button.
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Pinentry Mac

Please enter the passphrase to unlock the OpenPGP secret key:
"Marc L. Mintz (Created 20180310) <marc@mintzit.com>"
4096-bit RSA key, ID DFD5238D824BF8ES,

created 2018-03-10.

Passphrase: eeeeeecccccccccccccee

Show typing Save in Keychain

concel (I

5. The Your new email address (user ID) was added successfully window
appears. Click Upload Public Key button.

Your new email address (user ID) was added successfully

4 In order for others to be able to use your new email address (user ID), it is
necessary for them to import your updated key. Therefore it is
recommended to upload your updated public key to the key servers.

Warning: Key servers are public, so the name and email you use in your key
will be publicly visible. Keys can not be deleted from the key servers. They
can be revoked but not removed.

If you rather prefer not to use key servers, please consider attaching your
public key to your signed and encrypted emails.

Do you want to upload your updated public key?

No, Thanks! Upload Public Key

6. Repeat steps 2-5 for each of your email addresses.
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7. When all your email addresses have been added, select the one address you
use most often, click the gear icon, and then select the Primary button to set
this as your primary account.

key WUECULON subkeys
Name ~ Email Comment
Marc L. Mintz marc@mintzit.com Created 20180310
Marc L. Mintz marc@thepracticalpar...
Marc L. Mintz marcmintz@gmail.com
Marc L. Mintz marcmintz@icloud.com
Marc L. Mintz marcmintz@mac.com
+ % Validity: Ultimate
sigr  Sign...
LEEl Key ID Created Expires
- Revoke
sig 824BFBE8 3/10/18
+ %
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8. Though not required, let’s add a photo to better identify you. Select the Key
tab.

User IDs Subkeys

Name: Marc L. Mintz
Email: marc@mintzit.com
Comment: Created 20180310

Created: March 10, 2018 at 11:52 AM

Expires: Change

Type: Secret and public key
Key ID: 824BF8E8
Length: 4,096
Algorithm: RSA
Fingerprint: FFFF DCDC 84EE 14F0 A448 2188 DFD5 238D 824B F8E8
Validity: Ultimate
Capabilities: Esc
Card:

Ownertrust:  Ultimate %]
Disable

Change Password
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9. Click the circle with your initials located in the top right corner. This will
open a window to locate the desired photo.

10. Navigate your computer to locate the desired photo, and then double-click the
photo to add it to your keys.

E User IDs  Subkeys

Name: Marc L. Mintz
Email: marc@mintzit.com
Comment: Created 20180310

Created: March 10, 2018 at 11:52 AM

Expires: Change

Type: Secret and public key
Key ID: 824BF8E8
Length: 4,096
Algorithm: RSA
Fingerprint: FFFF DCDC 84EE 14F0 A448 2188 DFD5 238D 8248 F8E8
Validity: Ultimate
Capabilities: Esc
Card:

Ownertrust:  Ultimate
Disable

Change Password

11. Lastly, upload your changes to the Public Key Server. Select the Key menu >
Send Public Key to Server.

e Note: You may also mail your public key to someone else from the Key
menu > Mail Public Key...

@ GPGKeychain File Edit View Window Help

‘@ @ Import... #0
0 & L 0 Export... $E
¥ ¥ ¥ I Mail Public Key... 0%M
New Import Export Lookup Key
Sign... X 38S |
Generate Revoke Certificate...
Type Name
Revoke...
pub GPGTools Team t )
sec/pub Marc L. Mintz Send Public Key to Key Server 3K :
Lookup Key on Key Server... #F
Update from Key Server 8U
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allowing encrypted communications with any account.

15.8.3 Assignment: Configure GPGMail Preferences

In this assignment, you configure GPGMail Preferences.

1. Open the Mail.app, open the Mail menu > Preferences > GPG Mail, and then

configure as shown below.

i @ A

Knowledge Base

Report Problem

GPGMail

so 7 9 TYhE

General Accounts Junk Mail Fonts & Colors Viewing Composing Signatures Rules GPGMail

© GPGMail is ready.

Composing

Encrypt drafts
Encrypt new emails
Sign new emails

Updates
GPGMail
. Check Now Show Release Notes
Version: 3.0b4
Build: 1272b

Automatically check for updates
Include beta builds

Beta builds are published more often. New features
and improvements are less tested.

2. Close the Preferences window.
3. Quit Mail.app.

400




15 Email

4. Open the Apple menu > System Preferences > GPG Suite, select the Settings
tab, and then configure as follows.

@] < i GPG Suite
Loalien Send Report  About
Default Key Marc L. Mintz (Created 20180310) <marc@mintzit.com> -... (&

Password Store in macOS Keychain Delete...

Remember for 600 seconds

Key Server  hkp://keys.gnupg.net -
Automatically download public keys
This option searches the key servers for

y, in case no public

ound on your syste

Reports Tell GPGTools about crashes
Allow GPGTools to contact me about my reports

marc@mintzit.com

Sending in reports helps us fix problems. e will contact
users regaraingar ort when they alic
Updates Check Now Show Release Notes

Automatically check for updates
Include beta builds

Beta builds are published more often. New features and improvements
are less tested

o Default Key: From the pop-up menu select your primary email account.
e Enable Password: Store in macOS Keychain.
e Enable: Password: Remember for 600 seconds.

e Key server: Unless your organization prefers using another server, stick
with the default of hkp.//keys.gnupg.net.

e Enable: Reports Tell GPGTools about crashes, and Allow GPGTools to
contact me about my reports. Enter your email address for GPGTools to
use when discussing reports.

e Enable: Updates: Automatically check for updates, and Include beta
builds. Normally, I’'m not fond of beta builds. But with GPTTools, it
appears to be in constant beta.

5. Quit System Preferences.

Your GPG is now fully installed, configured, and ready for use!
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15.8.4 Assignment: Install A Friend's Public Key

For you to send encrypted mail to someone else, it is necessary to have their GPG
Public Key.

In this exercise, you find a friend’s Public Key and add it to your GPG Keychain.

e Prerequisite: GPGTools must be installed.

Option A: The No Sweat Strategy

The easiest way to add a friend’s Public Key is to have them send to you an email
from their GPG-enabled account (signed, but not encrypted.) Once you have their
email, you also have their Public Key. But you may be listening a long time to
crickets before they send you an email.

Option B: DIY
The Do It Yourself option is to lookup your friends key on a GPG key server.
1. Open the GPG Keychain Access.app located in your /Applications/ folder.

2. Select Key menu > Lookup key on key server.

@ GPGKeychain File Edit View JIa@] Window Help
@ ® Import... #0

o) & Ly Export... #E
[} 4 3 i Mail Public Key... M
New Import Export Lookup Key
Sign... N#8S |
Generate Revoke Certificate...
Type Name At
Revoke...
pub GPGTools Team t )
T

sec/pub Marc L. Mintz Send Public Key to Key Server K B

Lookup Key on Key Server... 3#F

Update from Key Server $U

3. The Search for public key window opens.

Search for public key

cancel (ST
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4. Enter the full name of the person you wish to either send encrypted mail to, or
receive from, and then select the Search key button. A list of possible matches
appears. If you don’t yet know anyone with a GPG key, feel free to use Marc
L. Mintz. Shown below are the search results for a Marc L. Mintz.

824BF8E8, RSA (4096 bit), created: Mar 10, 2018
Marc L. Mintz <marcmintz@mac.com>
Marc L. Mintz <marcmintz@gmail.com>

Marc L. Mintz <marcmintz@icloud.com>
Marc L. Mintz <marc@thepracticalparanoid.com>
Marc L. Mintz (Created 20180310) <marc@mintzit.com>

1955501E, RSA (4096 bit), created: Mar 8, 2017
Marc L. Mintz <marc@mintzit.com>

7F8CBA16, RSA (4096 bit), created: Jul 8, 2016
Marc Mintz (Created 20160708) <marcmintz@me.com>
Marc Mintz (Created 20160708) <marcmintz@mac.com>
Marc L. Mintz (Created 20160709) <marcm@nmohc.com>

Cancel Retrieve Key

5. the target public key (if you aren’t sure which is correct, select all of them),
and then select the Retrieve key button.

6. The Public Key is now added to your GPG Keychain.

You are now ready to send encrypted email to your friends!

15.8.5 Assignment: Send A GPG-Encrypted And Signed Email

Once you have created your key and have the Public Key of the intended recipient
from the previous assignments, you are ready to send your first encrypted and
signed email.

In this assignment, you send your first GPG-encrypted and signed email.

1. Open your macOS Mail.app.
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2. Create a new outgoing mail document. Notice that you have two new icons to
the left of the Subject line.

e} @ =v V2] A = =] OpenPGP v

Helvetica sH12 2@l ~ B I|U SH= =

To:

Cc:

Bec:

Subject: u

From: Marc Mintz - marc@mintzit.com Signature:  Einstein

<>

Warmly,

Marc Mintz, MBA-IT, ACTC, ACSP

President & CIO

Mintz InfoTech, Inc.

Local: 505.814.1413 « Toll-Free: 888.479.0690

marc@mintzIT.com * www.mintzIT.com

Chat with "marcmintz" on: Skype | Google | AOL | iChat | Yahoo
Author of the Practical Paranoia series: OS X, iOS Windows, Android

“We cannot solve our problems with the same thinking we used when we created them.”
- Albert Einstein

e Lock icon: Enables encryption for your document.

e Signed (checkmark) icon: Enables signed emails. A signed email will
notify the recipient if the message has been altered in any way between the
sender and recipient.

3. Inthe To: field, enter the email address of someone with GPG enabled on
their computer (feel free to use my address of marc@mintzit.com for your
test). Once you have entered an email address that is registered with GPG (as
you have done in the previous assignment), the Lock icon will turn blue,
allowing selection/enabling.

4. Verity the Lock icon is blue, indicating the email will be encrypted.

5. Select the Send button, and your email is on its way to the recipient, fully
secure because only the designated recipient will be able to read the email.

Wahoo! You have sent your first securely encrypted email.
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15.8.6 Assignment: Receive A GPG-Encrypted And Signed Email

In this assignment, you receive and read a GPG-encrypted and signed email.

1. When the email arrives at the recipient, it automatically is decrypted
(assuming the recipient also has followed the steps detailed in the Get Your
Friend’s Public Key assignment). The message will have an indicator if it is
encrypted or signed or both.

Q0O Il H € @ = (=3 i A

Marc Louis Mintz 1:07 PM m
My first encrypted email b

TO: Marc L OoulIs Mintz
Security: [*] Encrypted, % Signed (marc@mintzit.com)

How exciting is this? My first end-to-end encrypted email!!!
Warmly,

Marc Mintz, MBA-IT, ACTC, ACSP

President & CIO

Mintz InfoTech, Inc.

Local: 505.814.1413 + Toll-Free: 888.479.0690

marc@mintziT.com * www.mintzIT.com

Chat with "marcmintz” on: Skype | Google | AOL | iChat | Yahoo
Author of the Practical Paranoia series: OS X, iOS Windows, Android

“We cannot solve our problems with the same thinking we used when we created them.”
- Albert Einstein
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2. Should the recipient have any doubts as to the authenticity of the email, click
on the Signed icon. The certificate will display. Note the Short ID to the right
of the sender’s email address.

B Marc L. Mintz (Created 20180310) <marc@mintzit.com>

Marc L. Mintz

marc@mintzit.com (824BF8E8)
Created: Saturday, March 10, 2018 at 1:07:17 PM MST

@ This signature can be trusted

Certificate

—

v Details

Signature
Created: Saturday, March 10, 2018 at 1:07:17 PM MST
Expires:
Key
Name: Marc L. Mintz
Email: marc@mintzit.com
Comment: Created 20180310
Fingerprint: FFFF DCDC 84EE 14F0 A448 2188 DFD5 238D 824B F8E8
Created: Saturday, March 10, 2018 at 11:52:49 AM MST
Expires:
Algorithm: RSA

Ownertrust: 5
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3. This Short ID can be verified. The recipient can open GPG Keychain Access,
double-click the sender’s name, and then view their Short ID in the pop-out
window.

WL UseriDs  Subkeys

Name: Marc L. Mintz
Email: marc@mintzit.com
Comment: Created 20180310 ’

Created: March 10, 2018 at 11:52 AM

Expires: Change

Type: Secret and public key
Key ID: 824BF8E8
Length: 4,096
Algorithm: RSA
Fingerprint: FFFF DCDC 84EE 14F0 A448 2188 DFDS5 238D 8248 F8E8
Validity: Ultimate
Capabilities: Esc
Card:

Ownertrust: Ultimate [T}
Disable

Change Password

15.8.7 Assignment: Encrypt And Sign Files With GPGServices

GPGServices allows encryption, decryption, and signing of any type of file for
cross-platform use.

In this assignment, you encrypt and sign a file with GPGServices.

Verify All GPGServices Have Been Activated

1. Open System Preferences > Keyboard > Shortcuts tab > Services in sidebar.
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2. From under the Files and Folders group, verify that all OpenPGP modules are
enabled.

o < HH Keyboard Q

Keyboard  Text | sileaeiicnn Input Sources  Dictation

To change a shortcut, select it, click the key combination, and then type the new keys.

! Launchpad & Dock |V ] DEAICH T VIUCH D) Wil niu ANy 1 ne
& Mission Control Open Selected File in TextEdit

£ Keyboard New Terminal at Folder

# Screen Shots New Terminal Tab at Folder
OpenPGP: Decrypt File

o Spotlight OpenPGP: Encrypt File

& Accessibility OpenPGP: Import Key from File

+ App Shortcuts OpenPGP: Sign File

Function Keys OpenPGP: Verify Signature of File
Drive Genius Secure Erase 088X
Encode Selected Audio Files
Encode Selected Video Files

b

(SN NN H<N<N<]

Restore Defaults

Full Keyboard Access: In windows and dialogs, press Tab to move keyboard focus between:

© Text boxes and lists only
All controls

Press Control+F7 to change this setting.

Set Up Bluetooth Keyboard... ?
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3. While still in the System Preferences > Keyboard > Shortcuts tab > Services,
scroll down to the Text group, and then verify that all OpenPGP modules are

enabled.

o < EHH Keyboard Q

Keyboard Text [shlcateiicay Input Sources  Dictation

To change a shortcut, select it, click the key combination, and then type the new keys.

. Launchpad & DOCk UpEI Hdl Fayge nreninnal Ueovi
& Mission Control Search man Page Index in Terminal 0 38A
£ Keyboard OpenPGP: Decrypt Selection 8D
# Screen Shots OpenPGP: Decry...n to New Window
OpenPGP: Encrypt Selection {0 38E
o Spotlight I OpenPGP: Encry...n to New Window
& Accessibility OpenPGP: Impor...ey from Selection 8l
+ App Shortcuts OpenPGP: Insert My Fingerprint O 38F
Function Keys OpenPGP: Insert My Key 08K
OpenPGP: Sign Selection 0®R
OpenPGP: Sign S...to New Window
OpenPGP: Verify...ature of Selection 8V

Restore Defaults

Full Keyboard Access: In windows and dialogs, press Tab to move keyboard focus between:

© Text boxes and lists only
All controls

Press Control+F7 to change this setting.

Set Up Bluetooth Keyboard... ?

4. Close System Preferences.
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5. To sign or encrypt a file or folder, right-click on it. From the pop-up menu,
select Services > OpenPGP: Encrypt File.

Open
Open With

Move to Trash

Get Info

Compress “Hold Harmless.docx”
Burn “Hold Harmless.docx” to Disc...
Duplicate

Make Alias

Quick Look “Hold Harmless.docx”
Share >

Copy “Hold Harmless.docx”

Show View Options
Tags...
( N MM N N N
NoteBook Clipping Setup...

Share via LogMeln (Single file only)
Upload with Monosnap

Get Current Selection (Do Not Change Shortcut)
Add to Evernote

Tag using HoudahSpot

Search Location in HoudahSpot
OpenPGP: Validate

OpenPGP: Sign File

OpenPGP: Import

OpenPGP: Decrypt File

Reveal in Finder

EasyFind: Find In Path...

Drive Genius Secure Erase
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6. The Choose Recipients — GPGServices window appears. Configure as:

® ® Choose Recipients - GPGServices
v Name ~ E-Mail Valid Expires Short ID
= === g
& Select all Q 1 of 34 keys selected
Your Key: Marc L. Mintz (Created 20160708) <marc@mi... & & Sign & Add to Recipients
Encrypt with password cancel (IS
Version: 1.11 ]

e Enable the checkbox for those you wish to allow to access this encrypted
file or folder.

e Select which Secret Key will be used (which of your emails).

e Enable the Sign checkbox so the recipient can validate the file/folder came
from you.

e You can further enhance security by enabling Encrypt with password. This
will require the recipients to know a password in order to open the file.

7. Select the OK button.

8. If you have enabled Encrypt with password, at the Pinentry Mac window,
enter the desired password in the Passphrase field, and then select the OK
button.

9. You will be prompted a second time to enter the passphrase, do so, and then
select the OK button.

10. In a few seconds, the Encryption Finished window appears. Select the OK
button.

11. Your encrypted file will be found next to the original, with a .gpg file
extension.
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This encrypted file can now be attached to an email, uploaded to a server, or
placed on a storage device. Only the selected recipients will be able to open and
view the file.
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15.9 End-To-End Secure Email With S/MIME

S/MIME" (Secure/Multipurpose Internet Mail Extensions) uses the same
fundamental strategy of employing both Public and Private Keys to secure email
as do PGP and GPG. Each person has a Private Key to decrypt a received email,
and a Public Key that others may use to encrypt email to send out. An advantage
of S/MIME over GPG is that S/MIME is built right into both the macOS/OS X
and the i0S Mail.app. No need to install another application.

Unlike GPG, you will need to acquire an email certificate from a Certificate
Authority (CA). There are many Certificate Authorities available. Your Internet
Provider or Web Host may be able to do this for you. Free certificates for personal
use, which are valid for one year, are available. However, using these can become
tedious, as you will need to repeat all the steps below every year. Purchasing a
commercial certificate will set you back $10 to $100 per year, but you will only
have to go through the process once.

Because your keys are stored with a CA, if that CA resides in a country that
complies with USA National Security Letters, then it is possible for the US
Government agencies to gain access to your private key, giving them full access
to your email. Should you have concerns over the government having access to
your communications, you should use either PGP/GPG, or S/MIME with a CA
located in a country that does not comply with National Security Letters.

S/MIME offers three certificate classes:

e Class 1: This level of certificate is acquired without any background check or
verification that the person requesting it has anything to do with the email
address it will be assigned to. In fact, it is even possible to roll your own
certificate! That said, it will verify that the email address in the From field is
the address that sent the email, and do the job of encrypting email so that only
the intended recipient can decrypt and read it.

e Class 2: This level takes it a step further, validating that not only is the email
address in the From field the one that sent the email, but that the name in the
From field is tied to that email address.

4 http://en.wikipedia.org/wiki/S/MIME
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e Class 3: This is the highest-level validation, with a background check
performed to verify not only the name of the individual or company, but
physical address as well. This is the only class suitable for healthcare
(HIPAA), financial, legal, and business use.

15.9.1 Assignment: Acquire A Free Class 1 S/MIME Certificate

In this assignment, you sign-up for a free 1-year free S/MIME certificate for
personal use from a leading Certificate Authority, Comodo. This can be converted
into a long-term commercial certificate.

e Note: A Class 1 certificate is appropriate for home users only. For business
use, see the assignment to Acquire a Class 3 S/MIME Certificate.

1. Open your web browser and surf to Comodo at https://comodo.com.

2. From the navigation bar, select the Personal tab > Free Personal Email
Certificate.

cCOMODO
Ceeating:TeustOnling About Us Resources Newsroom Career Login
PERSONAL SSL CERTIFICATES ENTERPRISE PARTNERS SUPPORT CONTACT US
Security Software for Windows =) = = Email And Security Messaging
{g, Cloud
o r Based
Spam
° t Certificate Filtering

Ammmd [~
— _— E A 5GB
Internet Security Internet Security

>3

3. This takes you to the Email Security & Messaging page. Select the Free Email
Certificate > Free Download button.
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4. The Application for Secure Email Certificate page opens. Complete the form,
specitying 2048 (High Grade) for your Key Size, and then select the Next
button.

Application for Secure Email Certificate

Your Details
First Name
Last Name
Email Address
Country United States B

Private Key Options
Key Size (bits): 2048 (High Grace) [

Note: Backup your private key! We do not get a copy of your private key at any time so, after
g this i dure, we strongly advise you create a backup. Your certificate is
useless wvthout |LMQm_mh

Revocation Password
If you bellevethesecuriy of your certificate has been compromised, it may be ked. A revocation
p quired to ensure that only you may revoke your certificate:

Revombon Password

Comodo Newsletter Opt in?

Subscriber Agreement

Please read this Subscriber A t before applying for, ing, or using a digital certificate. If
you do not agree to the terms ; of this Subscﬂber Agmmom do not apply for, accept, or use the
digital certificate.

Email Certificate Subscriber Agreement

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ
THE AGREEMENT CAREFULLY BEFORE ACCEPTING THE TERMS AND
CONDITIONS.

IMPORTANT - PLEASE READ THESE TERMS AND CONDITIONS CAREFULLY
BEFORE APPLYING FOR, ACCEPTING, OR USING A COMODO EMAIL CERTIFICATE.
BY USING, APPLYING FOR, OR ACCEPTING A COMODO EMAIL CERTIFICATE OR BY
ACCEPTING THIS AGREEMENT BY CLICKING ON "I ACCEPT" BELOW, YOU
ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT, THAT YOU
UNDERSTAND IT, THAT YOU ACCEPT THE TERMS AS PESENTED, AND AGREE TO
BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE TO THE TERMS AND
CONDITIONS OF THIS SUBSCRIBER AGREEMENT, DO NOT APPLY FOR, ACCEPT,
OR USE A COMODO EMAIL CERTIFICATE AND CLICK "DECLINE" BELOW.

1. Application of Terms

I L ACCEPT the terms of this Subscriber Agreement.

[(ae> |
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5. If all was completed correctly, you will see the Application is Successful page!

Application for Secure Email Certificate Securs Emal Gorciicat

Step 1: Provide details

Application is successfull! for your certificate

Details on how to collect your free Secure Email Certificate will be sent to marcmintz@gmail.com. Step 2: Collect and
install your certificate

Congratulations on choosing Secure Email Certificates to keep your email confidential.

© Copyright 2016. All rights reserved. Saturday August 6, 2016

6. The certificate will be sent to the email address you specified.
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7. Open your Mail.app to find the email, and then select the Click & Install
Comodo Email Certificate button.

' Certificate Customer Services
To: Marc Mintz Hide Details
Your cenificate is ready for collection!

COMODO Tel Sales - +1 888 266 6361

Fax Sales - +1.201.963.9003

[ ey

Your Comodo FREE —
Personal Email Certificate A

. M -

is now ready for collection! “

Dear Marc Mintz, How to encrypt mail
Congratulations - your Comodo FREE Personal Secure Email Certificate is now Step 1

ready for collection! You are almost able to send secure email! Create a new Mail

Simply click on the button below to collect your certificate. = 0

‘LB, 0 ™) .-—3

' T
. 15T I g ¥ e .
Click & Install Comodo Email Certificate = " ou
L s o Pund
.

8. Although the button says Click & Install Comodo Email Certificate, all it does
is download the certificate. You will need to manually install the certificate.

9. Once downloaded, the certificate will be found in your Downloads folder,
named something like user.crt. Navigate in the Finder to your Downloads
folder to find this certificate file.
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10. Double-click the CollectCCC.p7s certificate. An Add Certificates window will
open asking if you want to add the certificate to your Keychain. From the
Keychain pop-up menu, select Login, and then select the Add button. This will

add the certificate to your own default Keychain database,

o Add Certificates

Coertifiatte

keychain?

Keychain:

View Certificates

Do you want to add the certificate(s) from the file “user.crt” toa

login

cancel | (D

Validate Certificate Installation

11. To quickly find the new certificate, in the Keychain Access utility, in the
Search field, enter the email address for the new certificate, and then tap the
Return or Enter key.

Keychains
‘ login
‘ Local Items

ey N

System
Sophos
System Roots

d

Category
% All ltems
L. Passwords
Secure Notes
E] My Certificates
Keys
4 Certificates

Keychain Access

2
EE Click to lock the login keychain.

Q. marcmintz@gmail.com 0

Date Modified

ot marcmintz@gmail.com
Issued by: COMODO SHA-256 Client Authentication and Secure Email CA
Expires: Sunday, August 6, 2017 at 5:58:59 PM Mountain Daylight Time
@ This certificate is valid
Name Kind
B marcmintz@gmail.com certificate

.. com.apple.account.Google.accountsync

o
7

“.’“ com.apple.account.Google.cauth-expiry-date
_’ com.apple.account.Google.cauth-token-nosync

com.apple.account.Google.cauth-token

"“ com.apple.facebook.accountsync
7
“f’“ com.apple.facebook.cauth-expiry-date
7
Q m.facebook.com (marcmintz@gmail.com)
J www.facebcok.com (marcmintz@gmail.com)
@ www.facebook.com

7 eom.annle account Gnoale cath-refresh-token

com.apple.facebook.cauth-token

com.apple.facebook.cauth-token-nosync

application password
application password
application password
application password
application password
application password
application password
application password
Web form password
Web form password
Internet password

annlicatinn nassword

+ M i 90 items

Aug 1, 2016, 10:18:14 AM
Aug 1, 2016, 10:18:14 AM
Aug 1, 2016, 10:18:14 AM
Apr 22, 2016, 2:10:17 PM
Mar 5, 2016, 9:37:52 AM
Mar 5, 2016, 9:37:52 AM
Mar 5, 2016, 2:37:51 AM
Mar 5, 2016, 2:37:51 AM
Dec 28, 2015, 7:58:27 PM
Dec 28, 2015, 7:54:05 PM
Sep 1, 2015, 2:14:01 PM
Aua 23 2015 2:19:33 PM
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12. Double-click on the new certificate. This will open the certificate info
window.

13. Quit the Keychain Access application.

14. Repeat steps 1-10 for each of your email addresses for which you need secure
communications.

Wahoo! The hard part is over. You now are the proud owner (at least for a year)
of email certificates for each of your email accounts. Next step is to migrate the
certificate to your iOS device.

15.9.2 Assignment: Acquire A Class 3 S/MIME Certificate For Business
Use

Getting a Class 3 certificate is significantly more involved than that of a Class 1.
This is due to the need for identity verification, but also to the need for an
infrastructure to help with managing potentially thousands of email addresses
within an organization.

In this assignment, you acquire and configure a Class 3 S/MIME Certificate from
Comodo.

e Note: A Class 3 S/MIME Certificate is appropriate for business use, but may
also be used by home users

1. Using your web browser, visit Comodo.com
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2. From the Navigation bar, select Enterprise > Secure Email Certificate.

COMODO

Creating Trust Online”

Enterprise Certificate
Manager

Comodo Device Manager

SecureBox

Web Application Firewall

Manage PKI and
Certificates

Two Factor
Authentication

PCI Compliance

About Us Resources Newsroom Career

Endpoint Protection

TrustConnect WiFi Security

Endpoint Security
Manager

Comodo Cleaning Essentials

Comodo Rescue Disk
Comodo Antispam

Gateway

Secure Email Certificate

Login

3. Inthe Secure Email Certificates page, select the Buy Now button.
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4. In the Purchase Corporate Secure Email Digital Certificate page, enter your
desired Term and Quantity. And then select the Next button.

COMODO Country Region: _North America
Enterprise SSL Fully validated, Enterprise SSL Certificates (3@ Secure Account Login
P \ C C

P P upport

} Products

P Latest News: Mon, 28 Jul 2014 08:00:00 EST Comodo Strengthens Endpoint Security Capabiities with Comodo SecureBo... m

Contact us to learn more Purchase Corporate Secure Email Digital Certificate

obtain volume discount pricing
Comodo email certificates are a proven way to secure all email

Comodo Enterprise Sales
US: +1.888-256-2608 communications in your organization.
Intl: +1.703-637-9361 By ioning and N . can .
Monday-Fricay 9-5 EST a digitally signing cry ;m-ﬂ, por your ‘ ensure: Private
or email
Enterpri jons@ com ) Watch a video on how 10 apply, install and use SMIME Certificates.
Certificates as low as $7 per year.
Purchase certificates and issue them as Per Certificate 1 Year 2 Year 3 Year
needed. Unused funds remain available.

1-25 $12.00 $21.50 $29.00
Cortificates as low as $7 per year. - 27

26 - 100 20 $20.40 .00
Contact us today or download our
SecureEmail and PKI Certificate
Management Made Easy 10 find out how 101 - 250 $10.50 $18.90 $25.20
Comodo SecureEmail and PKI Centificate
Management can benefit your

250 + CALL CALL CALL

.-

P O Torm © Quantity © Total Price
g2 = .- .
Avthorities
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5. Inthe Open an Enterprise S/MIME Enterprise PKI Manager (E-PKI) Account
window. Enter a domain name for your certificates, and then select the Next
button.

CanWeHelp? e e
cCOMODO 5 Tel: +1-888-256-2608 @ /
Enterprise SSL B Tel: +1-703-637-9361 &_/

solutions@comodo.com

W s Yo s

Enterprise PKI Manager (E-PKIl)

Open an Enterprise SIMIME Enterprise PKI Manager (E-PKI) Account Signup

1: Your E-PKI Detalls
Welcome to the Enterprise SIMIME E-PKI signup pages. Please complete the following steps to ) ;
apply to open an Enterprise S/IMIME E-PKI Account. 2: Your Corp Detalls
Email Domain Name (optional)

mintzit.com| 3: Payment
e.g. @acme.com

4: Management
Initial Prepayment Amount (USD)
Please refer to the below table to learn how prepayment amounts will determine your banding
and in turn your discounts on Enterprise S/MIME products

oo oot o | prs |

© E-PKI SIMIME 1 - 25 Certs $12.00 View

Next >
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6. Inthe Step 2: Your Corporate Details page, enter all requested information,
and then select the Next button.

CanWe Help?
COMODO =5 Tek: +1-888-256-2608
Enterprise SSL B= Tol: +1-703-637-9361

enterg

Corporate Detalls

Step 2: Your Corporate Details
Required fields are displayed in RED.

Company Details - These must be your Registered Address

Company Name

Dept

PO Box

Address 1

Address 2

Address 3

City / Town

State / Province / County
Zip | Postcode

Country United States B
Company Number
DUNS Number

VAT Details
Please note that acverised prices are  Enter VAT number, if applicable
VAT is only payable by EU companies:

If the following Admin Contact Details are incorrect, please amend with the correct details:
Title
First Name
Last Name
Email Address
Telephone Number
> Click if you would like to provide additional Admin Contact details
> Click if your Billing Contact is different to your Admin Contact
> Click if you would also like to provide an Organisational Contact
»  Click if your Trading Address is different to the Add provided in the C y Details

Choose your Admin Contact's Management Details

Username (min 6
characters)

Password  (min 8 Password
characters) Rules

Confirm Password  (re-enter)

Cancel & Start Again Next >

7. At the Agreement page, select the I ACCEPT button.
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In the Secure Payment Page, enter your credit card information, and then
select the Make Payment button.

You will receive an email from Comodo informing you of receipt of your
order, and stating that you will soon be receiving another email requesting
documents to validate your identity.

Soon you will receive an email requesting the validation documents. Submit
the requested documents and information.

You will receive an email informing you that your account has been created,
with a link to their Getting Started Guide. Although the steps outlined in this
book will take you through the process, it is not a bad idea to download and
read the Guide as well. Download the Getting Started Guide.

Register for Comodo technical support by clicking the link provided in the
email, and then follow the on-screen instructions. This will save you
significant time and headache if you ever need technical support from
Comodo.

15.9.3 Assignment: Purchase A Class 3 S/MIME Certificate For

Business Use

Once you have set up your Class 3 business account with Comodo, you are able to
order S/MIME certificates for you and your staff at any time.

In this exercise, you purchase your first certificate.

1.
2.

From your web browser, go to the Comodo home page at https://comodo.com.

Select the Login link, and then login. This opens the SSL CA Providers
Comodo Account Management page.
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3. Inthe Comodo Certificate Authority area, enter your Username and Password
used to start your account with Comodo, and then select the Log on button.

COMODO

Creating Trust Online*

SSL provider Comodo Member Login

Comodo Certificate Comodo Security Solutions
Authority

Click the button below to log in to your Comodo
Account to manage your subscription and services for
Comodo Internet Security, Antivirus Advanced,
TrustConnect, Online Storage, GeekBuddy,
LivePCsupport, System Utilities, Antispam Gateway
and Endpoint Security Manager.

Log in to your Comodo Account to manage your
subscriptions and services for SSL and E-mail

Cer PCIC i i and PKI
Management products.

Username:

marc@mintzit.com

Password:
Click Here

Ad

4. The Account Options: Management window opens. Select the E-PKI Manager
link.

CanWe Help ? ———
COMODO B Yok +1-888-256-2608
Enterprise SSL B Tek +1-703-637.9361 k_/

Account Options: Management AA
(el | Mintz InfoTech, Inc.

My Account Summary.
Last Login Time

My Account Areas:

# E-PKI Manager &, IdAuthority 21-NOV-2014 04:33:40 (UTC)
..4 Place orders through your E-PKI Manager m Add / Update detalls of your website(s) in the Status
IdAuthority Actve

Verification Level
Class 3

5. This will take you to the E-PKI Manager: Account Options: Management
page. With Comodo, you pay for certificates not directly, but by pulling from

425



15 Email

monies on deposit with Comodo. If there are inadequate funds on deposit, you
will need to deposit money now. To do so, select the Deposit additional funds
link.

CanWeHelp?
COMODO ®= Tel: + 1-888-256-2608

Enterprise SSL == Tel: +1-703-637-9361

enterprisesolutions@com

E-PKI Manager: Account Options: Management

Welcome to E-PKI Manager. Use the E-PKI Manager to securely manage your account and your
digital certificates.

Account Actions: Using your E-PKI Manager:
=] Deposit additional funds E-PKI Manager pages
¥ | Deposit additional funds hed

Buy Prices

€Y View your current Buy Prices

In the Deposit Funds: Account Options: Management page, enter at least the

amount needed to purchase your S/MIME certificates. Rates per certificate as

of this writing are.

Per Certificate 1 Year 2 Year 3 Year
1-25 $12.00 $21.50 $29.00
26 - 100 $11.20 $20.40 $27.00
101 - 250 $10.50 $18.90 $25.20
250 + CALL CALL CALL

CanWe Help ?
COMODO B el +1-888-256-2608

Enterprise SSL W Yok 41.703.637.9361

Deposit Funds: Account Options: Managemant

Your Current Credit is: $0.00

How much would you Iike to deposit (US Dollar)?

Concol  Next >
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In the Secure Payment page enter your credit card information, and then select
the Make Payment button.

CanWe Help ?
coOMODO B Tok 4+ 1-888-256-2608
Enterprise SSL B Tel: +1-703-637-9361

enterprisesolutions@con

Secure Payment

Secure Payment Page
Your Order Number: —
Total Amount:

Roquired fielde are dieplayed in RED.

Card Number:

Card Code (3 or 4 digits):

Expiry Date: |2l 2]
Cardholder's Name: Marc Mintz

Company Name: Mintz InfoTech, Inc.
Address 1: 7000 Phoenix Ave NE
City / Town: Albuquerque

State / Province / County: NM

Zip | Postcode: 87110

Country United States B
Phone: 888.479.0690

Email: marc@mintzit.com

Cancel & Start Again Make Payment

Return to the Account Options: Management page, and then select the E-PKI
Manager link.

CanWeHelp?
COMODO B Tok +1-888-256-2608

Enterprise SSL B ok +1703-637-9361

Account Options: Management

My Account Summary.
Last Login Time

My Account Areas:

.O E-PKI Manager &, IdAuthority 21-NOV-2014 04:33:40 (UTC)
&= Place orders through your E-PKI Manager m Add / Update detalls of your website(s) in the
Status
IdAuthority Acthe

Verification Level
Class 3
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9. In the E-PKI Manager: Account Options: Management page, select the User
Management link.

CanWeHelp?
COMODO == Tel: +1-888-256-2608
Enterprise SSL == Tel: +1-703-637-9361

enterprisesolutions@comc

E-PKI Manager: Account Options: Management

Welcome to E-PKI Manager. Use the E-PKI Manager to securely manage your account and your
digital certificates.

Account Actions: Using your E-PKI Manager:
Deposit additional funds E-PKI Manager pages
| Deposit additional funds e

{ Buy Prices
€Y View your current Buy Prices

Management Facilities: Reporting Facilities:
User Management Report on Your Orders
(V] User Management V Run report on your Orders

10. In the User Management: Account Options: Management page, select the New
User button.

CanWe Help ?

COMODO B Tok +1-888-256-2608
Enterprise SSL B Yol +1-703-637-9361

Weilcome:
Marc Mintz

User Management: Account Options: Management

Mintz InfoTech, Inc

Return to E-PKI Manager
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. In the New User window, enter all information for your new user, and then
select the Save Changes button.

User Details

Title

First Name

Surname

Email Address

Telephone No.

Fax No.

Is Active?
Login Name

Password

Password Confirmation

Is Api User? Enabling this will disable the
users Order Management Link.

Department

PO Box

Street Address 1 7000 Phoenix Ave NE

Street Address 2 310

Street Address 3

City Albuguergue

State / Province / County NM

Postal / Zip Code 87110

Country United States B

Cancel I Save Changes |

. Repeat steps 7-10 to enable each user/email account to have an S/MIME
certificate.

. When all certificates have been requested, return to the User Management:
Account Options: Management window, and then select the Return to E-PKI
Manager button.
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CanWe Help ?
=5 Tek: +1-888-256-2608
=5 Tek: +1-703-637-9361

< Return to E-PKI Manager ’
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14. In the E-PKI Manager: Account Options: Management page, scroll to the
bottom, and then select the Corporate Secure Email Certificate Buy button.

E-PKI Manager: Account Options: Management

Welcome to E-PKI| Manager. Use the E-PKI Manager to securely manage your account and your
digital certificates.

Account Actions: Using your E-PKI Manager:

Deposit additional funds E-PKI Manager pages

Deposit additional funds
F Buy Prices
€) View your current Buy Prices
Management Facilities: Reporting Facilities:
), User Management ? Report on Your Orders
#=\J User Management V Run report on your Orders

Customer Order Options:

Apply for a new product through your E-PKI Manager:

Corporate Secure Email Certificate m

Personal Authentication Certificate
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15. In the Corporate Secure Email Certificate: E-PKI Manager: Management
page, complete the information for the user/email address you wish to assign
an S/MIME certificate, and then select the Submit button.

CanWe Help ?
COMODO W Tek: +1-888-256-2608

Enterprise SSL B Tek: +1-703-637-9361
enterg lut Y

Welcome:
Marc Mintz

Corporate Secure Email Certificate: E-PKI Manager: Management .
—_— Mintz InfoTech, Inc.

Your Current Creditis:

User Details

1. Email Address marc® mintzit.com [
: You may only apply for Corporate Secure Email Certificates
Example: usemame@  coniaining domain names for which your right of use has been
validated.
If your required domain name does not appear in the above list,
you may submit it for validation by clicking here to register an

IdAuthority Website.
2. First Name Marc
3. Last Name Mintz
| confirm that the above is an employee /
of Mintz , Inc. and is permitted to use the
above email address for email

Advanced Security Options

(Only applicable if the User will obtain their Certificate using Internet
Explorer)

;&%‘:‘:’omlc Service [ Provider v1.0 B
5. Is Private Key "User-

Protected'?

6. Is Private Key
Exportable’?

Certificate validity period
7. Select the validity period 1 year

for your Certificate: 2 yours
3 yoars
Total Cost: $12.00
Cancel Submit
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16. At the Order Confirmation: E-PKI Manager: Management page, print your
receipt, and then select the Management Area... button.

CanWe Help ?
COMODO B Yok +1-888-256-2608

Enterprise SSL B Tek +1-703-637-9361

Order Confirmation: E-PKI Manager: Management

We advise you to print this page for your records.
Thank you for placing your order. Your Order Number is 15552626. Please quote this Order

Number in all P You have p

Product Value

Corporate Secure Email Certificate for $12.00
marc@mintzit.com :

Total Value $12.00
Your Account has been debited by $12.00.
A collection email will shortly be sent to marc@mintzit.com.
A confirmation email will shortly be sent to marc@mintzit.com.
Comodo Contact Details:
Support Telephone: +1.888.266.6361 / +1.703.581.6361
Support Website: http:/support.comodo.com
Validation Docs Fax: US and Canada +1.866.831.5837 / Worldwide +1.801.303.9291

We now operate a registration-based system for support.
Please submit your ticket at the support website.

Comodo Group, Inc. - US Office
1255 Broad Street

Clifton, NJ 07013-3398

United States

C do CA Limited - P Office
26 Office Village,

Exchange Quay, Trafford Road,

Salford, Manchester M5 3EQ,

United Kingdom
Comodo offers to enable and other Intemet:

provide and individual 1o interact and conduct business via the
Internet safely and y. Our PK| solutions, including SSL C EV SSL Certificates,

Code Signing Certificates as well as Secure E-Mail Certificates, increase consumer trust in
transacting business online, secure information through strong SSL encryption, and satisfy many
industry best ices or security I i
You may now go to the Management Area for further options. Or you may log into your account at
any time to use the Management Area.

Management Area...

17. Repeat steps 13-15 for each user/email account to be assigned an S/MIME
certificate.

15.9.4 Assignment: Install A Business S/MIME Certificate

In this assignment, you download and install a Class 3 S/MIME Certificate.

1. At the user’s computer, check email for a message from Comodo, select and
copy the Your Certificate Password, and then select the Begin Corporate
Secure Email Certificate Application button.
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Comodo Security Services
To: Marc Louis Mintz
Collecting your Corporate Secure Email Certificate

Dear Marc Mintz,

Your Corporate Secure Email Certificate has now been issued and is ready to be collecied.

Please click the button below to begin collection.
Begin Corporate Secure Email Certificate Collection

If the above button does not work, please navigate to
https://secure.comodo.com/products/CorporateSecureEmail.
Your Certificate Password is: —

This email message was sent on behalf of your System Administrator. Should you have any
questions regarding your Corporate Secure Email Certificate application, please contact your
System Administrator.

Kind Regards,

Comodo Security Services
noreply_support@comodo.com
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2. Inthe Corporate Secure Email Certificate Center:

Enter the exact same email address as used during the certificate
creation.

Paste in the Certificate Password that was included in the Comodo email
sent to the email address.

Enable the I Accept checkbox.
Select the Submit & Continue button.

Corporate Secure Email Certificate Center

User Details:
Please enter the following details:
Email Address marc@mintzit.com|
Certiﬁcate ...............
Password

Subscriber Agreement

Please read this Subscriber Agreement before applying for your certificate.
If you do not agree to the terms of this Subscriber Agreement, do not click the "I
ACCEPT" tickbox.

Email Certificate Subscriber Agreement

THIS AGREEMENT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE READ
THE AGREEMENT CAREFULLY BEFORE ACCEPTING THE TERMS AND
CONDITIONS.

IMPORTANT - PLEASE READ THESE TERMS AND CONDITIONS CAREFULLY
BEFORE APPLYING FOR, ACCEPTING, OR USING A COMODO EMAIL
CERTIFICATE. BY USING, APPLYING FOR, OR ACCEPTING A COMODO EMAIL
CERTIFICATE OR BY ACCEPTING THIS AGREEMENT BY CLICKING ON "I ACCEPT"
BELOW, YOU ACKNOWLEDGE THAT YOU HAVE READ THIS LICENSE
AGREEMENT, THAT YOU UNDERSTAND IT, THAT YOU ACCEPT THE TERMS AS
PESENTED, AND AGREE TO BE BOUND BY ITS TERMS. IF YOU DO NOT AGREE
TO THE TERMS AND CONDITIONS OF THIS SUBSCRIBER AGREEMENT, DO NOT
APPLY FOR, ACCEPT, OR USE A COMODO EMAIL CERTIFICATE AND CLICK
"DECLINE" BELOW.

1. Application of Terms

| ACCEPT the terms of this Subscriber Agreement.

Submit & Continue
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The Corporate Secure Email Certificate: Collection page will open; your
certificate will be generated and begin to download.

Corporate Secure Email Certificate: Collection

You must make sure that you are using the same computer from
where you applied for your Corporate Secure Email Certificate.
If you are using Internet Explorer, may be prompted with the following dialog box. If so,

please ensure you follow the below instructions to successfully install your Corporate
Secure Email Certificate.

Potential Scripting Violation or Web Access Confirmation

Ensure you click Yes or OK. If you accidentally click "No", refresh this page and click Yes
or OK when prompted again.

When the certificate has been generated, it will start downloading. When
downloaded, you will find it in your Downloads folder named something like
CollectCCC.p7s.

Open your Downloads folder and locate the CollectCCC.p7s file.

To install your S/MIME certificate into the Keychain Access.app, double-click
on the CollectCCC.p7s file.

The Add Certificates window may open. Select Keychain: login, and then
select the Add button.

Quit Keychain Access.
Quit the Mail.app.

Open the Mail.app. This forces the Mail application to search for new
certificates.

If you use multiple computers, place a copy of your CollectCCC.p7s file on
each of your computers, and repeat steps 6-10.

Your S/MIME certificate, which includes both your Public Key (used by others to
encrypt email to you) and Private Key (used by you to decrypt email received by
you) is now installed.

15.9.5 Assignment: Exchange Public Keys With Others

Before you can send or receive encrypted email with others, you need to exchange
Public Keys with each other. This is as simple as sending a signed email to each
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other. To start, you send a signed email to a friend. This gives this recipient your
Public Key, as well as instructions for the recipient to set up S/MIME on their
own system.

In this assignment, you send a friend your public key.

1.

From a computer that now has your newly acquired email certificates, Open
the Mail.app. This process forces Mail.app to look for new certificates.

Select the File menu > New Message.

From the From: pop-up menu, select the email account with the new
certificates. (If you have only one email account, the From field typically does
not appear.)

At the bottom right of the header area, note the two new icons—an encryption
lock and signed check. If you have performed the earlier GPG assignments,
these are the same and are shared between the two systems. The lock becomes
available when you have the Public Key of the recipient, allowing for
encryption. The check is available for anyone once you have your certificate.
It will verify that the sender (you) are who you say you are.

If you have performed the earlier GPG assignments, the drop-down menu at
the top right corner allows you to select either GPG or S/MIME as your
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encryption protocol. If you have not performed the earlier GPG assignments,
this menu is absent.

oo e PN rerror N |

S/MIME X #8S

Helvetica tR12L0BHB VU sR=E=E=QIEVE MY —

To:
Cc:
Bec:
Subject: ‘
From: Marc Mintz - marc@mintzit.com Signature:  Einstein <

Deliver: UsingRules [  Apply Rules: All B Archive To:  Default [
Warmly,

Marc Mintz, MBA-IT, ACTC, ACSP

President & CIO

Mintz InfoTech, Inc.

Local: 505.814.1413 « Toll-Free: 888.479.0650

marc@mintziT.com « www.mintzIT.com

Chat with "marcmintz” on: Skype | Google | AOL | iChal | Yahoo
Author of the Practical Paranoia series: OS X, I0S Windows, Android

“We cannot solve our problems with the same thinking we used when we created them.”
- Albert Einstein

Address your email to an associate with whom you would like to be able to
exchange encrypted email. Feel free to address the email to me at
marc@mintzit.com.

If you have installed both PGP and S/MIME, ensure the S/MIME is the
selected protocol, and that the S/MIME signed check is enabled (it should be
by default.) This will ensure your Public Key is sent to your designated
recipient.

In the Subject line, be clear about the intent of the email by noting something
like: S/MIME Public Key Attached.

In the body area, you may want to include instructions for how to acquire an
email certificate—or better yet—point to this book at its website
http://thepracticalparanoid.com.
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10. When the recipient receives and opens the email, that recipient now has your
Public Key and can determine that the email truly did come from you due to
your signing the email with your certificate.

Marc Louis Mintz

To: Marc Louis Mintz

S/MIME Public Key Attached
Security: & Signed (Marc Mintz)

Hello;

With everyone from my ISP to the NSA reading our emalil, I'd like to have a bit
more privacy.

Attached 1o this email is my S/MIME Public Key. By opening this email your
computer has already copied and stored it securely, and is now ready to
exchange encrypted and signed email with me.

To learn how to fully enable email encryption, get this awesome book by Marc
Mintz, “Practical Paranoia.” http:/thepracticalparanoid.com.

Warmly,

Marc Mintz, M8A-IT, ACTC, ACSP

Chief Information Officer

Mintz InfoTech, Inc.

Local: 505.814.1413 « Toll-Free: 888.479.0630
marc@mintziT.com = www.mintzIT.com

Chat with "marcmintz” on: Skype | Google | AOL | IChat | Yahoo

"Quality is not an act, it is a habit.”
- Aristotle

11. The recipient then needs to repeat the steps in this and the previous
assignments to acquire an email certificate, and then send a signed email to
you. Once this is done, the two of you may exchange encrypted email.

15.9.6 Assignment: Send S/MIME Encrypted Email

To exchange encrypted email using S/MIME, the previous assignments must be
completed by yourself and at least one other person with whom you wish to have
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secure communication. Once done, each has an email certificate, a private key,
and a public key that is embedded in the other’s computer.

In this assignment, you send your first S/MIME encrypted email.
1. Open your Mail.app.

2. Create a new message, addressed to someone with whom you share public
keys.

3. If you have also installed GPG, set the GPG-S/MIME menu in the top right
corner of the message to S/MIME.

4. Enable the encrypted lock icon in the bottom right area of the message header.

[ NON ) s/MIME Public Key Attached S/MIME ¥
7 =v S| % A B
Send Header Fields F xt Plain Text Attach Format Photo Browser Show Stationery

Helvetica cjl12¢iB I\

v v
lo: Stephen Cerdav
Cc

B

Subject: s/MIME Public Key Attached @_’

From: Marc Mintz - marc@mintzit.com Signature: = Aristotle <

Hello Stephen;

Thanks for getting S/MIME set up on your computer. Now we can exchange ideas on world domination without fear of
eavesdropping. |

Warmly,

Marc Mintz, MBA-IT, ACTC, ACSP

Chief Information Officer

Mintz InfoTech, Inc.

Local: 505.814.1413 « Toll-Free: 888.479.0690
marc@mintziT.com = wv intziT.com

Chat with "marcmintz” on: Skype | Google | AOL | IChat | Yahoo

"Quality is not an act, it is a habit.”
- Aristotle
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5. Send the message. When received by the recipient, the message is instantly
and automatically decrypted, and the recipient gets a notice that the message
is encrypted as well as signed.

Marc Louis Mintz

To: Marc Louis Mintz
Our first encrypted email
Security: @ Encrypted

Warmly,

Marc Mintz, M8A-IT, ACTC, ACSP

Chief Information Officer

Mintz InfoTech, Inc.

Local: 505.814.1413 « Toll-Free: 8688.479.0680
marc@mintziT.com = www.mintzIT.com

Chat with "marcmintz” on: Skype | Google | AOL | IChat | Yahoo

"Quality is not an act, it is a habit.”
- Aristotle

Congratulations! You are now able to send and receive securely encrypted email
using the S/MIME protocol.
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15.10 Virtru Email Encryption

Although PGP/GPG and S/MIME are excellent, highly secure options, they do
need some expertise and time to install and configure, and require that both the
sender and recipient have the same protocol installed.

For many businesses, that is simply a deal breaker.

If you or your organization use Gmail, Google G-Suite (previously Google Apps
for Work) or Microsoft Outlook (currently Windows only), another excellent,
highly secure option is Virtru'®. Virtru only requires that the sender have a Virtru
account, the recipient still can read the encrypted email, as well as any attached
encrypted documents.

Virtru offers free accounts for personal use, and for-fee business accounts. The
free account works with Gmail and G-Suite mail through the web interface. The
business accounts work with Gmail, Google mail, and Microsoft Outlook.

Solutions Why Virtru About Insights Contact Sales Request A Demo

The Easiest Way to Protect Enterprise Data

Seamless email encryption, powerful access control, and unparalleled
security — built for the enterprise and easy enough for everyone. See why
more than 7,000 organizations trust Virtru to protect their most sensitive

information.

G Virtru for Google == Virtru for Microsoft

1S https://virtru.com/
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15.10.1 Assignment: Create A Free Virtru For Gmail Account

A free Virtru account is perfect for personal use with your existing Gmail
account. You will immediately be able to send fully encrypted email and
attachments to friends and family, without a need for them to do any additional
work!

In this assignment, you create a free Virtru account.

e Prerequisite: Must have a Gmail or Google G-Suite account, and use Google
web mail.

1. Open Google Chrome, and visit https://www.virtru.com/secure-email/.

Products Cu rs & Indus Pr q Request A Demo

Get Virtru Free for Personal Use

Virtru Personal Edition lets individuals send and receive
secure emalls and attachments. No third parties will have access
to your messages.

Virtru for Gmail

4 \
\ Add to Chrome )
\ s
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2. Click the Add to Chrome button.
3. The Add “Virtru Email Encryption” window appears. Click the Add extension
button.

Add "Virtru Email Encryption”?

 (78) < ’
130,601 users V

View details

It can:
= Read and change all your data on the websites you visit

Cancel Add extension

4. A pop-up will appear, showing the new Virtru Chrome icon.

Marc

ZQeon -0 0G0

int Ter

Virtru Email Encryption has been addedto  x ks

v Chrome.

Use this extension by clicking on this icon.

Manage your extensions by clicking Extensions in the
Window menu.

5. In Chrome, go to your Gmail account at Attps://mail.google.com, and then
sign in.

6. You will see a Step I of 4 alert. Following the instructions of the alert, click
the Compose button.

® ® T\G Inbox - marcmintz@gmail.cor X Mare

¢ CQamps. e @ v Mol oE0H0e00 D&o

Googe EM =00

Gmail ~ St = o

3il!
E==u

I inbox
Starred
Important Skip, | aiready know how t«
Chats
Sent Mail
Drafts (3)
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7. The Step 2 of 4 alert appears. Following the instructions, click the Virtru
switch to enable Virtru encryption.

¢ Ccolinps. e o MmMAaQREsEONAQOIO T HELE~DDTO

Step2of4
eerme  [Urn on Virtru by
clicking the switch.

Skip, | already know how to use Virtny
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8. The Step 3 of 4 alert appears. Following the instructions, click the Activate
<your email address> button.

€ cColimes oa# MY N oEO0NO0QKOI0 EE~00LTO ;

Step 3of4
«ema  Activate your email
address.

S'IARTED

Skip, | aiready know how to use Virtry

‘ Activate marcmintz@gmail.com

. In the Virtru would like to: window, click the A/low button.

& coﬁhmwlt-Qﬁ“!ﬁl'lﬂlﬂ\.ﬂ@ﬂibﬂ-nﬂﬂoE
Google marcmintz@gmail.com ~

@

~ Virtru would like to:

. Know who you are on Google 0]

By clicking ASiow. you allow this app and Google 10 nuum

WA Thaif FBSACIVG 10FMs G SONVICe and. pm'q
change this and ather Account Parmissions at any time.
“
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10. The Step 4 of 4 alert appears. As you aren’t really sending an email yet, click
the Customize Intro button to move to the last alert.

”‘.../Eﬂhbox-mommlmzw.eorrx\‘ Mare
¢ COlanpsmi. ® & A @S GE s BEO0OHNDGOA2 " HE~DOEO

Step4ofd

Add a personalized
introduction.

Introduce your secure message - and
Virtru - by adding a short note here.

This text won't be encrypted - use it to
confirm your identity or explain why
you're sending securely.

Skip, | already know how to use Virtry
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11. The Send with confidence alert appears. Click the Close Window button.

® © ® /1] Inbox - marcmintz@gmail.cor X\ \ Mare
& C{y ahttosymail.. ® & * /8 HE s EO0OHEHQ GO A ~ o] (V]
Google
Gmail -
I Inbox
Starred tazage When you're ready to send a message,
Important click Secure Send
Chals
zm: M?;) After you've sent, you can manage i
Al Mail security settings by clicking the message information that only your recipient
Spam (1,311) in your Sent Mail folder, or in the ot they know it's really you.]
Dashboard. this line will not be encrypted. Cance
erc - +
Thanks for using Virtru. Let us know if
you have any questions.
CLOSE WINDOW

A - Em: s -0

You are now read to send your first Virtru encrypted email.

15.10.2 Assignment: Send Encrypted Gmail With Virtru

In this assignment, you send your first encrypted Gmail or G-Suite email with
Virtru.

e Prerequisite: A Gmail or G-suite account.

1. Open Google Chrome to http://mail.google.com.
2. Click the Compose button to create a new email.
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3. A New Message window appears. Click the Virtru switch in the top right
corner to enable Virtru encryption.

New Message

Virtru protection is ON

Recipients

Subject

Customize Intro ~

Warmly,

Marc Mintz, MBA-IT, ACTC, ACSP
President & CIO

Mintz InfoTech, Inc.

505.814.1413 | 888.479.0690
marc@mintzit.com | www.mintzit.com

"Quality is not an act, it is a habit.”
- Aristotle

B 2 0 $ 0 il

e Enter the name of a friend in the Recipients field. If you are in a
classroom, send to your classmate. If you are self-study, either send to one
of your other email account, or to a friend.

e Enter a subject in the Subject field.
e Enter some text in the Message area.

4. Click the Customize Intro button.
5. Enter a way that the recipient may verify the email is from you.
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6. Click the Secure Send button to send the email.

My first Virtru encrypted email

Virtru protection is ON

Marc Mintz (mintzit.com)

My first Virtru encrypted email

Hello Marc. This is an encrypted email. To verify the message actually came from me, you may call me at
888.479.0690

Text above this line will not be encrypted. Cance

This is a test of my first encrypted email

Sincerely,

Marc Mintz
Phone: 505.453.0479
marcmintz@gmail.com

o R -

Your Virtru-encrypted email is on its way!

15.10.3 Receive and Reply To A Virtru-Encrypted Email

In this assignment, you receive and reply to a Virtru-encrypted email.

e Prerequisite: Completion of the previous assignment.
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1. As the recipient of a Virtru-encrypted email, open your email to find the
encrypted message sent from the previous assignment. Click the Unlock
Message button.

My first Virtru encrypted email
To: Marc Louis Mintz

Marc Louis Mintz B3 Inbox - marc@mintzit.com  10:28 AM ‘

Hello Marc. This is an encrypted email. To verify the message actually came from me, you may call me at
888.479.0690

Unlock Message

2. A browser will open to the Virtru Secure Reader site, with the message
decrypted.

Account

marcmintz@gmail.com

Subject My first Virtru encrypted email & SECURE REPLY .
From: marcmintz@gmail.com

marc@mintzit.com
Date Friday, Feb 24, 2017 - 10:28am

This Is a test of my first encrypted email

Sincerely,

Marc Mintz
Phone: 505.453.0479
marcmintz@gmail.com
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To send an encrypted reply to the original sender (from the previous
assignment), click the Secure Reply button.

Within the same window, a Reply field will appear. Enter your message, and
then click Send Secure. The encrypted reply is on its way.

Sincerely,

Marc Mintz
Phone: 505.453.0479
marcminz@gmail.com

Reply « To: marcmintz@gmail.corr

e using the Virtru secure send functionality. For maximum security, we recommend
einload the frew Vistru plugin for dient-side email encryption Cancel SEND SECURE
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15.11 Email Validation with SPF, DKIM, and DMARC

Sender Policy Framework (SPF)'% is an email-validation system. Its provides a
mechanism to allow receiving mail exchangers (mail servers) to verify that
incoming mail from a domain is actually coming from a host authorized to do so.
When a criminal hacker sends email to you with fake “from” information (for
example, a vendor submitting an invoice for payment), your email server is able
to validate or invalidate the sender as authentic.

If the sender of an email is validated, the email comes on through just as it always
has. If the sender is invalidated, the spoofed/fake/junk email simply never makes
it to your inbox.

Domain Keys Identified Mail (DKIM)"” is an email authentication system to detect
spoofing. It provides a mechanism for the receiver to verify that an email stating
to have come from a specific domain was authorized by that domain. The intent is
to prevent forged sender addresses.

DKIM works by attaching a digital signature to each outgoing email. The
recipient’s email system validates the signature. These signatures are normally not
visible to the user.

Domain-based Message, Authentication, Reporting & Conformance (DMARC)'®
is the configurable policy detailing how to deal with email that has failed the
DKIM validation. The options are to take no action, quarantine the email, or reject
the email.

15.11.1 Assignment: Configure SPF

In this assignment, you configure SPF for your email domain.

e Note: Creating SPF records is only possible if your email is on its own Fully
Qualified Domain Name (such as thepracticalparanoid.com). If you are using

16 https://en.wikipedia.org/wiki/Sender Policy Framework
7 https://en.wikipedia.org/wiki/DomainKeys Identified Mail
'8 https://en.wikipedia.org/wiki/DMARC
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a public domain such as gmail.com, you do not have the ability to edit your
DNS records, and therefore cannot create your own SPF records.

In this assignment, I will be using the domain mintzit.com which is hosted with
Google G-Suite, with DNS hosting at GoDaddy.com as the example. If your email
or DNS hosts are different, the necessary steps may be different as well.

1. Open a web browser to your DNS Control Panel.
2. Select Edit.
3. Create a new 7XT record with the following values:
For Name/Host/Alias enter @
b. For Time to Live enter 3600

c. For Value/Answer/Destination enter v-spf1 include: spf.google.com
~all

Type * Host * TXT Valve *

TXT T @ v-spfl include: _spf.google.com

<

1 Hour

4. Save the DNS changes.
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5. Verify the DNS changes. This is done in Google from
https://toolbox.googleapps.com/apps/checkmx/

= G Suite Toolbox

Domain name

mintzit.com RUN CHECKS!

6. Enter your domain name, and then select Run Checks!

When the check completes, select Effective SPF Address Ranges link. The
results should include:

_spf.google.com
_netblocks.google.com followed by several IP addresses
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_netblocks2.google.com followed by several IP addresses
_netblocks3.google.com followed by several IP addresses

G Suite Toolbox

v mintzit.com

No problems were found with the configuration of this domain.

® Effective SPF Address Ranges.

The following IP addresses are taken from the includes and IP4/1P6
directives within this domains SPF record.
mintzit.com.
52.42.192.149
_spf.google.com
_netblocks.google.com
64.233.160.0/19
66.102.0.0/20
66.249.80.0/20
72.14.192.0/18
74.125.0.0/16
108.177.8.0/21
173.194.0.0/16
209.85.128.0/17
216.58.192.0/19
216.239.32.0/19
_netblocks2.google.com
2001:4860:4000::/36
2404:6800:4000::/36
2607:f8b0:4000::/36
2800:3f0:4000::/36
2a00:1450:4000::/36
2c0f:fb50:4000::/36
_netblocks3.google.com
172.217.0.0/19
172.217.32.0/20
172.217.128.0/19
172.217.160.0/20
172.217.192.0/19
108.177.96.0/19
servers.mcsv.net
205.201.128.0/20
198.2.128.0/18
148.105.8.0/21
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15.11.2 Assignment: Configure DKIM

Note: Creating DKIM records is only possible if your email is on its own Fully
Qualified Domain Name (such as thepracticalparanoid.com). If you are using a
public domain such as gmail.com, you do not have the ability to edit your DNS
records, and therefore cannot create your own DKIM records.

In this assignment, I will be using the domain mintzit.com which is hosted with
Google G-Suite, with DNS hosting at GoDaddy.com as the example. If your email
or DNS hosts are different, the necessary steps may be different as well.

Generate a public domain key for your domain

Open a browser to admin.google.com.

Select Apps > G-Suite > Gmail > Authenticate email.

Select the target domain for which you want to generate a domain key.
Click Generate New Record.

Click Generate.

A text box opens to display a 2048-bit key.

A A

Select and then copy this key.

Create a DKIM record

8. Open a new web page, and then go to your DNS Control Panel.
9. Select Create a new TXT record.

10. In the TXT Value field, paste in the key created in step 6 above.
11. In the Host field, enter google. domainkey.

TXT
Host * TXT Valve * TIL *
google. _domainkey v=DKIMT; k=rsa; p=MIIBIJANBg 1 Hour v

12. Save the changes made to your DNS records.
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15.11.3 Assignment: Sign Email With The Domain Key

In this assignment, you configure your mail server to automatically attach the
DKIM key to all outgoing email.

b=

Prerequisite: Completion of the previous assignment.

Open a browser to admin.google.com.

Select Apps > G-Suite > Gmail > Authenticate email.

Select the target domain for which you want to attach a domain key.

Select Start authentication.

15.11.4 Assignment: Configure DMARC

Once DKIM is in place, a decision must be made what to do with incoming email
found to be spoofed or fake. A general recommendation is this:

1.

3.

Configure DMARC to do nothing with failed validations, and to notify the
administrator. Leave on this setting for a week or two to make sure no false
positives are found.

Reconfigure DMARC to place failed validations in quarantine, and to notify
the administrator. Leave on this setting for a week or two. If false positives are
found in quarantine, research the reason, and resolve.

Reconfigure DMARC to reject failed validations.

In this assignment, you configure your mail server to do nothing with failed
validations, and to notify the administrator.

1.

Open a browser to your DNS control panel.
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2. Create a new TXT recover with the following attributes:

a. For Record Name/Host enter is_dmarc.mintzit.com

Substitute your domain name in place of mintzit.com

b. For Value enter v-DMARCI; p=none;
rua=mailto:webmaster(@mintzit.com.

Substitute your administrator email address in place of
webmaster(@mintzit.com.

To send failed validations to quarantine, substitute p=quarantine.

To reject failed validations, substitute p=reject.

TXT

Host *

_dmarc

TXT Value * TTL *

v=DMARCI; p=quarantine; rua= 1 Hour

<«

3. Save your changes.

Refer to the DMARC Tag Registry!’ for other available options.

9 https://dmarc.org//draft-dmarc-base-00-01. html#iana dmarc_tags
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16 Apple ID And iCloud

Even in the common affairs of life, in love, friendship, and marriage, how little
security we have when we trust our happiness in the hands of others!

-William Hazlitt!, English writer and philosopher

What You Will Learn In This Chapter
e Create an Apple ID
e Implement Apple ID Two-Factor Authentication

e Remove a Device from Two-Factor Authentication

U https://en.wikipedia.org/wiki/William Haczlitt
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16.1 Apple ID And iCloud

In 2012 a well-known journalist had his Apple ID hacked, allowing the hacker
full access to the victim’s Apple ID, and through that, his iCloud account,
including calendar, contacts, and email. This was accomplished not by traditional
black hat hacking, but with a bit of social engineering. All the hacker needed was
to discover the victim’s birthdate and email address associated with his Apple ID.
With a quick email to Apple saying something like, /'ve forgotten my Apple ID
password and would like to reset it. Here is my birthdate and my email address,
the hacker could reset the Apple ID password. With this, he could access the
victim’s iCloud website as if he were the victim himself.

I have had several clients whose iTunes accounts have been compromised in a
similar fashion, one to the tune of $1,400 in music purchases.

As of March 21, 2013, Apple has implemented an optional 2-Factor
Authentication (2FA) process to harden your Apple ID security. With macOS
10.13, 2FA is mandatory for your Apple ID. Adding this security layer makes it
extremely difficult for anyone to hijack your Apple ID and make fraudulent
purchases.

Remember that every password can be broken. Your defense is to make it so
difficult and time consuming to break that the hacker moves on to an easier target.
Also, most security questions can be accurately guessed or broken through social
engineering (What is your birthday? In what city did your parents marry? What is
the name of your first pet? etc.) Both types of security are based on what you
know. And if there is something that you know, someone else can know it as well.
Unfortunately, even those you love and trust may occasionally use this
information against you.

Apple has implemented 2-Factor Authentication for Apple ID so that whenever
you sign in to your Apple ID on the web to manage your account, purchase
something from iTunes, App Store, or iBooks Store from a new (unknown)
device, or attempt to get Apple ID-related support from Apple, a code either SMS
or phone call) is sent to your previously verified device. You are prompted to
provide this code before the purchase or support can be made.
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If your device has been stolen or lost, you can log in to https://appleid.apple.com
to remove that device from the verified device list, so that no code will be sent to
that device.

e Note: As of August 2016, NIST has stopped recommending Two-Factor
Verification that involves SMS/text messaging as the second factor?. This is
due to the ease of which this can be intercepted. However, any verification
that is received via cellular signal (SMS, voice, etc.) is subject to the same
vulnerabilities. Currently, the best solution is to use a digital token (a
keychain-sized device that displays random number strings), or an
Authenticator app, which serves the same purpose. At this time, Apple does
not use digital tokens or an authenticator app, but can use a phone to provide
verification codes.

16.1.1 Assignment: Create An Apple ID

Although it is possible to have a different Apple ID for the iTunes Store, iCloud,
App Store, etc., life soon becomes far more complex than necessary. Unless you
have a solid case to do otherwise, I strongly recommend having a single Apple ID
(email address and password) for all your various Apple accounts.

If you already have an Apple ID, skip this assignment. If you do not already have
an Apple ID, no better time than the present to create one!

In this assignment, you create an Apple ID.

1. Open a browser, and then go to https://appleid.apple.com.

2 https://pages.nist.gov/800-63-3/sp800-63-3. html
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2. Click on Create Your Apple ID link.

0 ® < I . 3 & A appleid.apple.com/#'&page=signin o B e

Manage your Apple account

B8 Remember me

o -

Forgot Apple ID or password?
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3. Inthe Create Your Apple ID page, complete the form, and then click the
Continue button. Do securely record all information, particularly the security
questions. These will be required should you ever need to validate your
identity with Apple.

[ ] ® < il 2 @ Apple Inc. appleid.apple.com/account

Apple ID Sign In

Create Your Apple ID

One Apple 1D 15 31l you need to access 3l Apple services.
Already have an Apple ID? Find it here
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4. Go to your email for the verification code.

Apple

Verify your Apple ID email address
To:

Reply-To:

You have selected marc@thepracticalparanoid.com as your new Apple ID. To
verify this email address belongs to you, enter the code below on the email
verification page:

952530

This code will expire three hours after this email was sent.

Why you received this email.

Apple requires verification whenever an email address is selected as an Apple ID.
Your Apple ID cannot be used until you verify it.

If you did not make this request, you can ignore this email. No Apple ID will be

created without verification.

Apple Support

5. Return to the Apple web page, enter the code, and then click the Continue
button.

™Y
®
e ]
&

appleid.apple.com/account#l &page=cr

Verify your email
address to create your
new Apple ID.

An email with a verification code has been sent
to marc@theparacticalparanoid.com
Enter the code here:

You now have an Apple account. The next step is to continue with the next
assignment to harden your account security.

466



16 Apple ID And iCloud

16.1.2 Assignment: Enable 2-Factor Authentication

Any password can be broken. And even if it isn’t broken, a website’s entire user
database can be harvested. Apple has implemented 2-Factor Authentication (2FA)
to prevent such events from breaking your Apple security.

With 2FA, if an attempt to access your Apple account is made from an unknown
device, each of the known devices will receive a prompt asking if this is ok, and
providing a security code that can be entered on the unknown device to permit
access.

Assuming the criminal doesn’t have access to your mobile device or computer,
without knowing the security code, they can’t access your account-even if they
have your password.

As of this writing, with macOS 10.13, Apple defaults to setting up 7wo-Step
Authentication, not 2FA. Two-Step Authentication is an older technology that
Apple has replaced with 2FA (I know, it gives me a headache as well).

In this assignment, you will enable Apple Two-Step Verification, which will then
be converted to 2FA.

e Prerequisite: Completion of the previous assignment.
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1. Open a browser to https.//appleid.apple.com. Your Apple ID Account page
opens. Scroll to the Security section > Two-Step Verification, and then click
the Get Started link.

® ® & Manage your Apple ID x e
&~ C ()Y & Applelnc. [US) | https://appleid.apple.com/account g€ w @ i
i Apps [) £ Phone Swipe [ Mac for Hackers: H.. [) Desert Institute For.. @ CF Disclosure Guida.. @ Final Rule: Privacy 0. @ About iOS beta soft »

iPhone

. Marc Mintz

Your Apple ID is marc@thepracticalparanoid.com

APPLEID REACHABLE AT E
Account €t
marc@thepracticalparanoid.com marc@thepracticalparanoid.com
BIRTHDAY
01/16/1956
LANGUAGE
English (US) - English (US)
a ot PASSWORD SECURITY QUESTIONS "
Security ‘ EX
Change Password... Change Questions...
RESCUE EMAIL TWO-STEP VERIFICATION
Add a Rescue Email... Add an extra layer of security to your
account.
Get Started
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2. At the Getting Started with Two-Step Verification prompt, click the Continue
button.

Getting Started with Two-Step Verification

With two-step verification, your identity will be verified using one of your
devices before you can make changes to your account, sign in to iCloud,
or make iTunes or App Store purchases from a new device.

|-appleseed @icloud.com

ssssccee m

You enter your Apple ID and We send a verification code to one You enter the code to verify your
password as usual of your devices identity and complete sign in

You will also get a Recovery Key for safekeeping which you can use to access your
account if you ever forget your password or lose your device.

Learn more Cancel Continue

3. At the Add a trusted phone number prompt, enter your mobile phone number,
and then click the Continue button.

Add a trusted phone number

Enter the phone number you want to use to receive verification
codes when signing in. This phone number must be able to
receive SMS text messages.

+1 (United States)
phone number

This can be your own number, or the number of someone you trust.

Cancel

4. Check your phone for a text from Apple with a Verification Code.
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5. Enter this code at the prompt on the Apple web page, and then click the
Continue button.

Verify Phone Number

A text message with a verification code has been sent to

Enter the code here:

[ )

Didn't get a verification code?

Send New Code Cancel

6. At the Verify Trusted Devices window, click the Continue button.

Verify Trusted Devices

You can also receive verification codes using any device that has Find My
iPhone, iPad or iPod touch enabled. Verify each of the devices below.

Don’t see a device? Refresh Devices or Set up Find My iPhone.
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7. At the Print Your Recovery Key window, securely record your recovery key,
and then click the Continue button. This code will be required if you ever
forget your Apple ID password, or lose access to your trusted devices.

Print Your Recovery Key

You will need your Recovery Key to acecess your account if you ever forget
your password or lose your trusted devices.

Recovery Key:

Print or write down your Recovery Key. Keep at least one copy in a safe
place.
Do not save it on your computer.

Where should | keep my Recovery Key?

Print Key Cancel

8. At the Confirm Recovery Key window, enter your recovery key. (Yes, the one
from the previous step. Apple wants to make sure you actually recorded it).

Confirm Recovery Key

Enter your Recovery Key below to confirm you have a copy.

Recovery Key:
[ RK- XXXX-XXXX-XXXX

Where should | keep my Recovery Key?

Go Back
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9. At the Enable Two-Step Verification window, Apple wants to triple-check that
you know what you are doing. Read the requirements, enable the / understand
checkbox, and then click the Enable Two-Step Verification button.

Enable Two-Step Verification

Before you enable two-step verification, you must agree to the following
conditions:

When Two-Step Verification is enabled:

« You will always need two of the following to manage your Apple ID: your
password, a trusted device, or your Recovery Key.

« If you forget your password, you will need your Recovery Key and a trusted
device to reset it. Apple will not be able to reset your password on your
behalf.

« App-specific passwords will be required to sign in to any apps and services
not provided by Apple.

« You are responsible for storing your Recovery Key in a safe place.

| understand the conditions above.

Cancel

10. The Two-Step Verification Enabled window opens. Click the Dorne button.

Two-Step Verification Enabled

11. The Two-Step Verification Enabled window opens. Click the Done button.

12. In your browser, visit https.//icloud.com. Sign in with your Apple ID and
password.

13. Follow any on-screen instructions to verify your identity and activate iCloud
for this Apple ID.
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16 Apple ID And iCloud

14. When done, you may quit the browser.

16.1.3 Assignment: Sign In To Your iCloud Account

Once you have created an Apple ID, you may sign in to your iCloud account in
System Preferences. iCloud’s primary function is to act as a server with which
you can share your Contacts, Calendar, Keychain, and other services with your

other Apple devices.

In this assignment, you sign in to your iCloud account in System Preferences.

1. Open Apple menu > System Preferences > iCloud.

[
e @
General Desktop & Dock

Screen Saver

© M

CDs & DVDs Displays Energy
Saver
h Z I -
Ink Startup
Disk
Internet App Store
Accounts
L ® ©
Users & Parental Siri
Groups Controls

H =

Flash Player GPGPreferences

System Preferences

Mission Language
Control & Region
Keyboard Mouse

Network Extensions
o @
18
Date & Time Time
Machine

o @

Security Spotlight
& Privacy
-
Trackpad Printers &
Scanners
| |
@
Sharing
Accessibility

Notifications

\

Sound
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16 Apple ID And iCloud

2. In the iCloud pane, enter your Apple ID and password, and then click the Sign

In button.

.‘

iCloud

iCloud

iCloud lets you access your music, photos, contacts, calendars, and

more on your devices, automatically.

Learn more about iCloud.

Sign in with your Apple ID:

marc@thepracti anoid.com

Create Apple ID...

Forgot Apple ID or password?

[ Signin

6. As mentioned earlier, for reasons only Apple understands, the default is to
create your Apple ID with Two-Step Verification (an older technology). With
your first attempt to login to iCloud in System Preferences, Apple will convert
your Two-Step Verification to 2-Factor Authentication (the current
technology). Click the Done button.

iCl

b

iCloud

Your Apple ID security has been updated.

Your Apple ID has been updated to use two-factor authentication, our
most advanced account security. This gives you access to the latest
features of macOS and iCloud.

As part of this update, your recovery key is no longer required to reset
your password. If you prefer to keep using a recovery key, you can
create a new one in iCloud Account Details.

Learn wore | (IEETN

3

s, and

7. Check your mobile device for an SMS message from Apple.
8. On your Mac, enter the code, and then click the Verify button.

Enter the verification code sent to phone number
ending in 79"
Send a new code

Cancel

474



16 Apple ID And iCloud

9. In the Terms and Conditions window, enable the I have read and agree
checkbox, and then click the Continue button.

Terms and Conditions

A. iCloud Terms and Conditions
Welcome to iCloud

THIS LEGAL AGREEMENT BETWEEN YOU AND APPLE GOVERNS YOUR USE OF THE
iCLOUD PRODUCT, SOFTWARE, SERVICES, AND WEBSITES More...

B. Apple ID and Privacy
Your Apple ID is the account you use to access all Apple services. When you sign in with
your Apple More...

A copy of these Terms and Conditions is available at http://www.apple.com/legal/icloud/ww/
| I'have read and agree to the iCloud Terms and Conditions.

Cancel Continue

10. In the iCloud pane, configure to your taste, and then click the Next button.
You can change these settings at any time.

® 0 < i iCloud Q

and will be and stored in

‘ ﬁ Use iCloud for your documents and data
. Your contacts, i notes,

iCloud so you can access them from your other devices.

Lo
.
|C|oud Use Find My Mac
\\\/1 Find My Mac allows you to locate this Mac on a map, send it

messages, and remotely lock or erase it.

? Back Next

11. At the Allow Find My Mac to use the location of this Mac, configure to your
taste. You can change this setting at any time.

Allow Find My Mac to use the location of
this Mac?

& 3-’ Find My Mac is part of iCloud and helps you locate,
. lock, or erase a lost Mac.
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12. The iCloud Preferences window opens (finally).

Q < i ICloud

S iCloud Drive Options

& photos Options.
o

N
u ‘! Mali
Marc Mintz .
d ‘ Contacts

Calendars

(<]

<

Account Details

a

=
(R

Set Up Famil

<)

\
G\ -
=) Reminders

u Safari

Notes

<]

1< ]

Sign Out 6 G8 Available Manage.

Congratulations! You have successfully created a new Apple ID, and have
secured your identity with 2-Factor Authentication.

16.1.4 Assignment: Remove A Device From Two-Factor
Authentication

All the devices (computers, iPads, iPhones, Apple TVs, etc.) on which you have
signed in to your Apple account will receive Apple ID Verification Codes when
an attempt is made to access your Apple account on any device. Should one of
your devices become lost, stolen, sold, or given to someone, the person who takes
possession of it may be able to see your verification codes, presenting a security
vulnerability.

To prevent this from happening, you must remove the device from your Apple ID
device list.

In this assignment, you remove a device from your Apple ID device list.

e Note: Unless you really do wish to remove the device, skip this assignment.
1. Open a browser to https.//appleid.apple.com.

2. At the prompt, enter your Apple ID email address and Apple ID password.
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16 Apple ID And iCloud

3. If you have set up 2-Factor Authentication, your devices will display an alert
that someone is attempting to access your account. Select OK. An Apple ID
Verification Code will appear.

4. Enter the Apple ID Verification Code in the alert window in your browser.

5. Scroll down to the Devices area.

You are signed in to the devices below. Learn more

Kyle Dozier MI... Living Room Marc's iPad MintzIT’s iMac
Phone 55 Apple TV 4 Pad mini MacBook Air 11

6. Click on the device to be removed.

7. A pop-up window will appear. Click on Remove <device type>.

= v
B —
iPhone
R — ]
‘ i0s 1112 -
e +1(505) 307-8335 — -
DONPLOOMKFFFQ
01378000 061656 8 Mint2AT's Ma
e il ii:y

The device is detached from your .A‘I;I;Ie ID.,> and will no longer receive Apple ID
Verification Codes.
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Revision Log

20180513, v2.1b

o Chapter 14.8 Do Not Track has been edited to include browser
fingerprinting.

o Chapter 14.8.6 Assignment: View Your Device Fingerprint added.
o Chapter 15.11 Email validation with SPF, DKIM, and DMARC added
o Security Checklist updated

20180505, v2.1a

o Chapter 13.4 Routers: An Overview, added information regarding
Intrusion Detection Systems and Intrusion Prevention Systems.

o Chapter 14.2.1 Assignment: Secure Browsing With Brave added.

o Chapter 16.1.5 Assignment: Remove A Device From Two-Factor
Authentication added.

20180422, v2.1
e Reduced page count by 62 pages by removing superfluous images.

o Chapter 3.1 The Need for Backups added recommendation of Spinbackup
for use with Google G-Drive.

e Chapter 12.2 Prey removed all but introductory paragraph on Prey.

o Chapter 22.6 International Organization for Standardization (I1SO) added,
with specific reference to the ISO 27001 standard for IT security.

20180420, v2.0
e The majority of chapters have been edited for updated information.
o Chapter 2.6 renumbered for readability.

o Chapter 4.5.1 Assignment: Harden the Keychain with a Different
Password removed. As of macOS 10.13.4 the login keychain password
cannot be changed from the user account login password.
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Revision Log

Chapter /9.3 NordVPN revised to create a free trial account.

Chapter 20.3 Facebook heavily edited to reflect the revised privacy and
timeline settings.

Chapter 20.4 LinkedIn heavily edited to reflect the revised privacy
settings.

Chapter 20.5 Google heavily edited to reflect the revised privacy and
Takeout options.

20180325,v 1.3

Chapter 4.8 Password Policies added.
Chapter 12.1 Find My Mac has been slightly edited.

Chapter 14.8 Do Not Track has been edited to reflect changes in Ghostery,
and the Chrome extension installation process.

Chapter 15.7 End-To-End Secure Email With GNU Privacy Guard
rewritten to reflect the major update of GPGTools.

Chapter 19.3 NordVPN is rewritten from scratch from our previous
recommended VPN host.

20171022, v1.2

Chapter 14 Web Browsing is rewritten.

Chapter 15 Email, added hacked-emails.com for checking if your email
account was included in site breaches.

Chapter 16 Apple ID and iCloud, added that Two-Factor Authentication
can use either text messaging or voice call.

Chapter 19 Internet Activity, changed the recommended VPN provider to
Perfect-Privacy.com.

20171001, v1.1

Updated chapter Documents > Encrypt A Folder for Cross Platform Use
With Zip to use Keka, instead of the depreciated macOS built-in tools.

20170923, v1.01
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Revision Log

e Updated chapter When It Is Time To Say Goodbye
20170918, v1.0

Initial release
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Security Officer resources otherwise only available to large businesses.
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Toll-free: +1 888.479.0690 * Local: 505.814.1413
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This is an age of government intrusion into every aspect of our digital lives, criminals using your
own data against you, and teenagers competing to see who can crack your password the fastest.
Every organization, every computer user, everyone should be taking steps to protect and secure
their digital lives.

The Practical Paranoia: Security Essentials Workshop is the perfect environment in which to
learn not only how, but to actually do the work to harden the security of your macOS and
Windows computers, and iPhone, iPad, and Android devices.

Workshops are available online and instructor-led at your venue, as well as tailored for on-site
company events.

Each Book is designed for classroom, workshop, and self-study. Includes all instructor
presentations, hands-on assignments, software links, and security checklist. Available from
Amazon (both print and Kindle format), and all fine booksellers, with inscribed copies available
from the author.

Call for more information, to schedule your workshop, or order your books!

The Practical Paranoid, LLC
+1 888.504.5591 « info@thepracticalparanoid.com
https://thepracticalparanoid.com
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