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No matter how paranoid or conspiracy-minded you are, what the government is
actually doing is worse than you imagine.

—William Blum', American author, and former State Department employee

What You Will Learn In This Chapter
e Password protect a document in its application
e Encrypt a PDF document

e Encrypt a folder for only macOS use

e Encrypt a folder for cross-platform use with zip

e Encrypt files or folders for cross-platform use with VeraCrypt

! https://en.wikiquote.org/wiki/ William_Blum
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17.1 Document Security

If your documents never leave your computer, and you have encrypted your
storage devices using FileVault 2, there is no need to go the extra step to encrypt
your documents. But should you ever need to email your sensitive data to
someone else, or pass a sensitive document via any storage device, encrypting the
document goes a long way to a good night of sleep.

There are several options to document encryption, each with its own benefits and
drawbacks. We will discuss each here.

506



17 Documents

17.2 Password Protect a Document Within Its Application

A few applications are designed with document security in mind, and offer their
own encryption scheme. Microsoft Office and Adobe Acrobat Pro are common
examples.

Although Microsoft Office products make it an easy process to password protect
your documents, prior to Office 2007 (Windows) and 2011 (Mac), it was an
equally easy process to break the encryption. There are many freeware and
commercial utilities that can bypass the password and open the document for
reading in older versions.

Starting with Microsoft Office 2007 and 2011, Microsoft changed the encryption
standard to use the secure AES-1282 algorithm. Microsoft Office 2016 (Oftfice 365)
uses AES-256°. Assuming an adequate password length has been selected, it is
estimated by some researchers that it would take millions of years to brute-force
crack an AES-256 password with current computing power. For security during
this lifetime (famous last words), the AES-256 encryption standard should be
enough to protect your documents if an adequate password has been chosen.

17.2.1 Assignment: Encrypt an MS Word Document

In this assignment, you encrypt a Microsoft Word 2016 (Office 365) file. Although

this assignment uses a Word file, the process is identical for Excel and PowerPoint
files.

e Prerequisite: Microsoft Word 2016 (365) installed and activated.
1. Open the target document in Microsoft Word.

> https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

* https://technet.microsoft.com/en-
us/library/cc179125%28v=office.16%29.aspx?f=255¢MSPPError=-2147217396 -
About
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2. Select Review tab > Protect > Protect Document.

o M & Document2 Qv

Home Insert Design Layout References Mailings Review [Red

v W B B R

Proofing Language = Comments Tracking Reviewing Changes = Compare Protect Restrict
Permission

r L 1 2 R 4

R

Block Protect
Authors  Document

3. The Password Protect dialog opens. You may set a separate password to Open,
and to Modify this document. Enter a password for the desired function.

e Note: Passwords for Microsoft Office products are limited to 15
characters.

Password Protect

Security
Set a password to open this document:
Password:
Set a password to modify this document:

Password:

Read-only recommended

Protection
Protect document for:

Password (optional):

Privacy

Remove personal information from this file on save

Cancel
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4. Re-enter the password, and then click OK.

Password Protect

Se Re-enter the password:

ol |
¢

Please remember your password. Lost
passwords can't be recovered.

o~

cancel (TN

Protection
Protect document for:

Password (optional):

Privacy
Remove personal information from this file on save

Cancel OK

5. Click the OK button at the bottom right of the Password Protect dialog.

Your document is now protected.
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17.3 Encrypt a PDF Document

As there are only a few applications that can encrypt their own documents,
chances are you will be working with a file whose application cannot perform the
encryption. macOS can “print” any document to pdf format, and in the process,
add password-protected encryption to the pdf.

e AsofmacOS 10.12.3 (perhaps earlier) print to pdf services saves the file in
Acrobat 7 format. This format uses AES-128 encryption, which is considered
strong and may be used for HIPAA, SEC, legal, and other high-security needs.

e Earlier versions of macOS print to pdf services save the file in pdf version
1.4/Acrobat 5 format. This format uses RC4 128-bit encryption, which is

considered weak, and should not be used for HIPAA, SEC, legal, or other
high-security needs.

e Adobe Acrobat 7 and higher use AES 128-bit encryption. Adobe Acrobat 9
and higher use AES-256-bit encryption. These are considered secure, as long
as strong passwords are used.

17.3.1 Assignment: Convert a Document to PDF For Password
Protection

In this assignment, you convert a file into a PDF for encryption.
1. Open any printable document currently on your computer.

2. Select File menu > Print.
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3. From the Print window, select the PDF button > Save as PDF.

Printer: B
Copies: E z

Pages: All B

1of1

? PDF Show Details Cancel

Open PDF in Preview
Save as PDF...
Save as PostScript...

Add PDF to iBooks

Mail PDF

Save PDF to Web Receipts Folder
Send PDF via Messages

Edit Menu...
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4. Inthe window that opens, in the Save As field, name the pdf version of the
document, and then select the Security Options... button.

Save As: Security Document.pdf v
Tags:

Where: @] Documents a

Title: test
Author: Marc Mintz

Subject:

Keywords:

Security Options...

Cancel m

5. Inthe PDF Security Options window, enable the Require password to open
document check box, enter a desired password in the Password and Verify
fields, and then select the OK button.

PDF Security Options

Require password to open document
Password: eeee

Verify: ee --I

Require password to copy text, images and other content
Require password to print document

Password:

Verify:

Cancel “

6. Quit the current document and application.

The pdf version of the document is now encrypted. If the original document is no
longer needed, it may be trashed.
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17.4 Encrypt a Folder for Only macOS Use

Perhaps you need to securely send an entire folder of files. An easy way to
accomplish this is to use a utility to archive (compress to a single file) the files or
folder, and have that same utility protect the archive with a password.

macOS has a built-in utility to do this for you-Disk Utility. The only downside is
that the archives created with Disk Utility are only readable on another
macOS/0S X computer—they are not cross-platform compatible. However, if your
documents will be passed along only to others using macOS/OS X, it is an
excellent tool.

17.4.1 Assignment: Create an Encrypted Disk image

In this assignment you create an encrypted disk image to store sensitive files and
folders.

1. Open Disk Utility, located in /Applications/Utilities.
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2. Select Disk Utility File menu > New Image > Blank Image...

@ Disk Utility Iau Edit Images View Window Help
ece New Image Blank Image...
m v Open Disk Image... X0 @
Close %W | Image from Folder... 08N =
View Ve Info
. Get Info 1
nternal — ’
Shownnaer
acintosh...
Run First Aid... osh HD 42.09 GB
?hysical Volume « Mac OS Extended (Journ...
Rename
Free
RAID Assistant... 19.21 GB
Mount Point: /! Type: PCI Internal Physical Volume
Capacity: 42.09 GB Owners: Enabled
Available: 20.63 GB (1.41 GB purgeable) Connection: PCI
Used: 22.88GB Device: disk0s2
3. Configure the New Image screen as below.
Save As: |Top Secret Image] | v
Tags:
Where: [#] Documents

Name: | TopSecret Files
Size: 100 MB

Format: = Mac OS Extended (Journaled)

Encryption: = 256-bit AES encryption (more secure, but slower)
Partitions: = Single partition - GUID Partition Map

Image Format: = sparse bundle disk image

DoD ©

e Save As: The desired name for the archive that will hold all your files to be
password protected.
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o  Where: Navigate to where you want the archive to be saved.

e Name: Enter the name of the mounted disk image. To avoid confusion,
this is normally named the same as the Save As field. For demonstration
purposes, we are naming them differently in this example.

o Size: This should be somewhat larger than the total size of files the archive
will hold. It can be much larger, as the archive will compress out all
unused space.

e Format: Mac OS Extended (Journaled). This is the macOS standard format.

e Encryption: 256-bit takes more time to encrypt and decrypt than 128-bit,
but is also more secure. When selecting this option, you are prompted to
provide a password. Enter your desired password, and then click OK.

e Partitions: Single Partition, GUID Partition Map. This is the macOS
standard.

o Image Format: Sparse Bundle Disk Image. This is the format that will
compress out all unused space.

Select the Save button.

The archive is saved, and the Disk Image (the opened format of the archive) is
displayed in the Finder Window Sidebar, and depending on your Finder
Preferences menu > General > Hard Disks, may display as mounted on the
Desktop. You now have an encrypted, password protected archive, but it’s
currently empty. Time to fill it.

Locate the mounted disk image on the Desktop. In our example, it will be
called Top Secret Files.

Drag the various files and folder that you have targeted for password
protection into the mounted image.

Eject/unmount the mounted image. It will close, remove itself from the
Desktop, leaving just the password protected archive in the location you
specified in step 3 above (Desktop).
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This archive may be securely passed to macOS/OS X users by any method. If they
know the password, double-clicking the archive will mount the disk image to their
Desktop, and they will have full read and write access to the documents inside.
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17.5 Encrypt A Folder for Cross Platform Use With Zip

If you need to exchange a file or files with others and they do not use macOS/OS
X, we can use the same strategy as we did with Disk Utility, but this time we need
to password protect our archive in a format that is readable by any OS. Although
there are over a dozen cross-platform compression formats, zip has become the
most common standard.

Although macOS has the built-in ability to create zip archives, it uses the default
format which lacks encryption. To encrypt our zip archives, you will need a 3™-
party utility. We recommend using Keka for macOS.

Once you have created an encrypted archive of your file or files, the archive can be
uploaded to a file server, shared by email, or passed along via drive, disc, or thumb
drive. As long as the other party knows the (strong) password, your data is safe
from spying eyes.

e Note: The encryption protocol used in zip is considered weak, and should not
be used for HIPAA, SEC, legal, or other high-security needs unless using a 3"-
party zip utility that provides AES 256-bit encryption. WinZIP is the industry
leader for commercial software providing this level of zip security. 7-zip is the
industry leader for open source software with this level of zip security. Keka
uses 7-zip as well as zip with AES 256.

17.5.1 Assignment: Encrypt A File or Folder Using Zip

In this assignment, you encrypt a file using Keka. The same process can be used to
encrypt a folder full of items.

e Note: Keka is available for free directly from the developer website, and for
$1.99 from the Apple App Store. There is currently no difference between the
two products. Buying from the App Store supports development of Keka, and
ensures your software is kept up to date.

1. Download Keka.

e To download Keka from the developer site, open a browser to
https://www.kekaosx.com/.
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e To download from the Apple App Store, open the App Store app, search
for Keka, and then download.

Configure Keka Preferences
2. Select the Keka menu > Preferences.

3. Select the General tab, configure to your taste. Shown below are my
preferences.

] General

N |

General Compression Extraction

Actions

Perform automatic action B

Automatic action: depending on file extensions Keka will decide if
compress or uncompress.

Close Keka when no window visible

Set Keka as default compressor/uncompressor
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4. Select the Compression tab, configure to your taste. Shown below are my
preferences.

o0 Compression

S S

General Compression Extraction

Format

Default format: Zip B

Default method:

Normal B

Those only are applied when Keka is not opened

Name and location
Save to location:
Next to original file B
Name of new files:

Same as original file B

Play a sound after a compression: Default com...

| Move to trash original file(s) after compression
| Exclude Mac OS X resource forks (ex: .DS_Store)
Show file in Finder after compression

Archive as single files

5. Select the Extraction tab, configure to your taste. Shown below are my
preferences.

® 0 Extraction

o B S

General Compression Extraction

Location

Extract to location:

Next to original file B

Play a sound after an extraction: Default extr...

Move to trash compressed file(s) after been extracted

Show content in Finder after extraction
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6. Close Keka Preferences window.

7. Quit Keka.

Enable AES 256-bit encryption

By default, Keka does not encrypt using AES 256. It is vital to your security and
privacy that your documents have the highest level of protection, and AES 256
should be enabled

8. Open Terminal, located in /Applications/Utilities. Terminal is the built-in
utility that provides a Command Line Interface (CLI) for macOS.

9. In Terminal, enter:
defaults write com.aone.keka ZipUsingAES -bool TRUE

[ JoN ] & marc — -bash — 85x9

Marc-Mintz-MBPTB:~ marc$ defaults write com.aone.keka ZipUsingAES -bool TRUEN

10. Tap the Return or Enter key.
11. Quit Terminal.
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Compress and encrypt a file
12. Open Keka.

13. In the Keka Main window toolbar, select the Zip tab, and then verify the
Method is set to Normal, Archive as single files is enabled, and then enter
password in the Password and Repeat fields as the password for the file you will
be encrypting.

Keka - Zip
ﬂ G800 : =
Zip Tar Gzip Bzip2 Dmg Iso

Method: Normal

Store  Fast Normal Slow

Split: [~ ]
Password: escscece [a}
Repeat: esccccee

Exclude Mac resource forks

Delete file(s) after compression

Archive as single files

14. Locate a document file on your computer to be compressed and encrypted,
and then drag and drop it onto the Keka Dock icon. For my example, the file is
named Keka test original file.png.

15. A Finder window will open, displaying the new compressed and encrypted
file, with the same name as the original, with a .zip file extension.

Set Keka as the default application to open zip files

macOS 10.13 cannot recognize AES 256 encrypted files, but Keka can! To be able
to open these files, macOS 10.13 must be trained to use Keka to open them,
instead of the built-in default zip utility.

521



17 Documents

16. Single-click to select the encrypted zip file create a minute ago.
17. Select the File menu > Get Info.

18. If not currently visible, expand to view the Open with area. Note that the
default Archive Utility.app is selected.

® O ® |} Keka test original file.png.z...

f- Keka test original file.p... 57 KB
20 | Modified: Today, 6:15 PM

¥ General:

Kind: ZIP archive
Size: 57,338 bytes (57 KB on disk)
Where: MIT MLM MBTB » Users » marc
» Desktop
Created: Today, 6:15 PM
Modified: Today, 6:15 PM

| Stationery pad
Locked
» More Info:
» Name & Extension:
» Comments:
¥ Open with:
.L Archive Utility.app (default) (10.10)

Use this application to open all documents
like this one.

Change All...

» Preview:

» Sharing & Permissions:
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19. Click the Archive Utility.app pop-up menu, to select Keka.app

® O ® |} Keka test original file.png.z...

E Keka test original file.p... 57 KB
Modified: Today, 6:15 PM

¥V General:

Kind: Zip
Size: 57,338 bytes (57 KB on disk)
Where: MIT MLM MBTB » Users » marc
» Desktop
Created: Today, 6:15 PM
Modified: Today, 6:15 PM

Stationery pad
Locked
» More Info:
P Name & Extension:
» Comments:
¥ Open with:
& Keka.app (1.0.12) B

Use this application to open all documents
like this one.

Change All...

» Preview:

P Sharing & Permissions:

20. Click the Change All... button. From now on, all zip files will be opened with
Keka.

21. Close the Get Info window.

17.5.2 Assignment: Open an Encrypted Zip Archive

In this assignment, you open the encrypted zip archive created in the previous
assignment.

e Prerequisite: Completion of the previous assignment. If performing this
assignment on a different computer than the previous assignment, Keka must
be installed.

1. Locate the encrypted zip archive created in the previous assignment.

2. Double-click on the encrypted zip archive.
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3. At the prompt, enter the password used to encrypt it.

Keka

E Password for "Keka test original...png.zip"

=g Ul

4. The archive will open, saving the contents to the same folder as the zip file.
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17.6 Cross-Platform Disk Encryption

Many in the IT security fields think the ultimate in document encryption comes
with VeraCrypt*. VeraCrypt is free encryption software developed by IDRIX®, who
specialize in security solutions. It is based on TrueCrypt° that ceased development
in 2014.

Although Linux, macOS/OS X, and Windows versions are available, no Android
or i0S support is directly offered. Android users may create and decrypt, as well
as read and write to TrueCrypt files using EDS (Encrypted Data Store), available
from Google Play. iOS users may use Disk Decipher, available from the App Store,
to create and decrypt, as well as read and write to TrueCrypt files.

VeraCrypt is a disk encryption utility, as opposed to file encryption. It creates an
encrypted virtual disk, or as it is referred to by VeraCrypt, a container.

VeraCrypt presents a very high level of security, with a resultant greater
complexity to the end-user. Given the speed of current systems and a strong
password, data stored in a container may be considered immune from brute-force
attacks.

As VeraCrypt creates a container, you can place anything within the container for
secure storage. The container may reside only on the local drive, or be placed on a
server for network access, or within a cloud storage solution (such as DropBox,
Google Drive, etc.) to provide Internet access to files and folders, without the
cloud provider (or hacker, malware, or government) being able to view the
contents.

17.6.1 Assignment: Download and Install VeraCrypt

In this assignment, you install VeraCrypt.
1. Open a web browser to https://www.veracrypt.fr/en/Downloads.html

* http://veracrypt.codeplex.com
> https://www.idrix.fr
¢ http://en.wikipedia.org/wiki/TrueCrypt
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2. Click the Downloads tab (not the Downloads button). Selecting the tab allows
you to select which version to download. Select Mac OS X VeraCrypt. The
installer will download. We will come back to it after we install OSXFUSE.

VeraCrypt
Home Source Code Downloads Documentation Donate Forums

Note to publishers: If you intend to host our files on your server, please instead consider linking to this page. It will help us
prevent spreading of obsolete versions, which we believe is critical when security software is concerned. Thank you.

Supported versions of operating systems

PGP Public Key: https://www.idrix.fr/VeraCrypt/VeraCrypt PGP_public_key.asc (ID=0x54DDD393,
Fingerprint=993B7D7E8E413809828 FOF29EB559C7C54DDD393)

Latest Stable Release - 1.21 (Sunday July 9, 2017)

. "( | Windows: VeraCrypt Setup 1.21.exe (28.2 MB) (PGP Signature)

. E 'Mac OS X: VeraCrypt_1.21.dmg (10.7 MB) (PGP Signature)
o OSXFUSE 2.5 or later must be installed.
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3. Once this begins downloading, select OSXFUSE. This takes you to
https://osxfuse.github.io. From the sidebar > Stable Releases, select the most
current version for macOS. The installer will download.

FUSE| FUSE for macOS

File system integration made easy

Project on GitHub || Downloads || Wiki || Google Group || Issue Tracker

What is FUSE for macOS? Stable Releases

FUSE for macOS 3.6.3
FUSE for macOS allows you to extend macOS's native file handling capabilities via > Mac OS X 10.5 or later
third-party file systems. It is a successor to MacFUSE, which has been used as a ‘ Intel or PowerPC
software building block by dozens of products, but is no longer being maintained. A

Downloaded 94,667 times

Features SSHFS 2.5.0
< Mac OS X 10.5 or later
As a user, installing the FUSE for macOS software package will let you use any third- Intel or PowerPC

Released on 03 Feb 2014

party FUSE file system. Legacy MacFUSE file systems are supported through the Downloaded 548,898 times

optional MacFUSE compatibility layer.
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4. Locate the downloaded OSXFUSE installer (by default, located in your Home
Folder > Downloads). Double-click to open the installer.

[ NN ) \— FUSE for macOS

X 3 items ——

FUSE for macQOS

File system integration made easy.

ZRTE ;w

License.rtf FUSE for macOS.pkg Extras

FUSE for macOS brings support for third party user space file systems to macOS.
The content of these file systems can come from local disks, cloud storage

services or anv nther conrce

5. In the Install FUSE for macOS window, click the Continue button, and then
follow the on-screen instructions to complete installation.

Install FUSE for macOS a

This package will run a program to

\ determine if the software can be installed.
To keep your computer secure, you should only run
programs or install software from a trusted source. If
you're not sure about this software’s source, click

Cancel to stop the program and the installation.

Cancel Continue

Go Back Continue
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6. As of this writing, FUSE has not registered with Apple. At the end of the
installation process, an alert will appear regarding blocking this installation.
Click the OK button.

System Extension Blocked

3 i A program tried to load new system extension(s)
signed by “Benjamin Fleischer". If you want to enable
these extensions, open Security & Privacy System
Preferences.

7. Following the instructions of the alert, open Apple Menu > System Preferences
> Security & Privacy > General, and then click the Allow button. Installation of
FUSE will complete. Close System Preferences. Click the Close button in the
installer window.

[ ] < HH Security & Privacy Q

W FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password immediately B after sleep or screen saver begins
Show a message when the screen is locked

v| Disable automatic login

Allow apps downloaded from:

System software from developer “"Benjamin Fleischer” was blocked Allow
from loading.

~

U Click the lock to make changes. ?

8. FUSE is now installed.
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9. Locate the VeraCrypt installer (by default, in the Home Folder > Downloads
folder). Double-click to launch the VeraCrypt_Installer.pkg inside of the
mounted disk image.

[ NON X VeraCrypt for OSX

Hfl = 0D 101, 3=~ R v Q

Favorites

#3: Applications —
0 Downloads

@ Documents

&7 iCloud Drive

@ Recents ve racrypt

[ Desktop

o«
Devices

3 Marc’s Mac VeraCrypt_Installer.pkg

C) Remote Disc
L;; Macintosh HD
VeraCrypt for... =

X 1 item -

10. The installer opens. Follow the on-screen instructions to complete the
installation.

[ N@) & Install VeraCrypt 117 a

Welcome to the VeraCrypt 1.17 Installer

e Introduction You will be guided through the steps necessary to install this
software.
License
Destination Select
Installation Type
Installation

Summary

Continue
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That’s all there is to the installation.

17.6.2 Assignment: Configure VeraCrypt

As with most applications, it helps to view and configure VeraCrypt preferences
before using it.

In this assignment, you examine and configure VeraCrypt preferences.

1. Open VeraCrypt.

O VeraCrypt

Slot Volume Size Mount Directory Type
= 1
= 2
-3
— 4
- 5
-6
- 7
-8
=9
=10
- 11
=12
=13

Create Volume

Volume
a Select File...
VeraCrypt e Volume Tools... Select Device...
Mount All Devices Dismount All Close
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2. Select the VeraCrypt menu > Preferences. Select the Security tab. Most of the
options may be configured to taste. The exception is Preserve modification
timestamp of file containers, which should be disabled if the containers will be
used with cloud-based file storage service (DropBox, Google Drive, SugarSync,
etc.) as it will conflict with the service’s ability to update the timestamp.

[ ] Preferences

@ Mount Options  Background Task  System Integration  Performance  Keyfiles  Security Tokens
Auto-Dismount

Dismount All Volumes When

VeraCrypt quits

Auto-dismount volume after no data has been read/written to it for 60 2 minutes

Force auto-dismount even if volume contains open files or directories

Filesystem

Preserve modification timestamp of file containers

Password Cache

Wipe after VeraCrypt window has been closed

Wipe after volume has been auto-dismounted

532



17 Documents

3. Select the Mount Options tab.

e  Mount volumes as read-only if left unchecked will prevent accidental
editing or deletion of the container contents.

o Cache passwords in memory if left unchecked will provide higher security
against hackers gaining access to container passwords.

o TrueCrypt Mode option should be left unchecked unless you will be using
software that can only work with the older TrueCrypt mode.

@ Preferences

Security W Background Task  System Integration  Performance  Keyfiles  Security Tokens
Default Mount Options
Mount volumes as read-only
Cache passwords in memory
TrueCrypt Mode

PKCS5-PRF: = Autodetection E

cancel | (TN
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4. Select the Background Task tab. All options may be configured to taste. Listed
below are my settings.

System Integration ~ Performance  Keyfiles  Security Tokens
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5. Select the System Integration tab. You may configure to taste. Listed below is
my setting.

[ ] Preferences

Security  Mount Options  Background Task | slscuibiceeiienis Performance  Keyfiles  Security Tokens

Filesystem Explorer

Open Finder window for successfully mounted volume
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6. Select the Performance tab. If your computer supports hardware acceleration
of AES encryption protocols, you probably want to leave the checkbox
disabled. Doing so will improve encryption and decryption up to 4-fold.

@ Preferences

Security Mount Options  Background Task  System Integration w Keyfiles Security Tokens
Hardware Acceleration

Processor (CPU) in this computer supports hardware acceleration for AES:  Yes

Do not accelerate AES encryption/decryption by using the AES instructions of the processor

CONE |

7. The Keyfiles tab is an advanced option. Please see the VeraCrypt online
documentation https://veracrypt.codeplex.com/documentation for additional
information.

8. The Security Tokens tap is an advanced option. Please see the VeraCrypt
online documentation https://veracrypt.codeplex.com/documentation for
additional information.

9. Click the OK button to close the VeraCrypt Preferences window.

You are now ready to create your first encrypted VeraCrypt container!
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17.6.3 Assignment: Create a VeraCrypt Container

Although we will cover the basics of using VeraCrypt, you may find it useful to
dive deeper into the topic’.

In this assignment, you create your first encrypted container

1. Open the VeraCrypt application, located in the /Applications folder. Then
select the Create Volume button.

[ ] VeraCrypt

Slot Volume Size Mount Directory Type

= |
= 2
= 3
-4
=i 5
= 6
- 7
- 8
= 9
- 10
- 11
- 12
= 13

Create Volume
Volume

E Select File...
VeraCrypt MR SR ISy Volume Tools... Select Device...
LS | Mount All Devices Dismount All Close

7 https://veracrypt.codeplex.com/documentation
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2. To create an encrypted container, at the VeraCrypt Volume Creation Wizard,
select the Create an encrypted file container radio button, and then select the
Next> button.

® 0 VeraCrypt Volume Creation Wizard
VeraCrypt Volume Creation Wizard

© cCreate an encrypted file container

Creates a virtual encrypted disk within a file. Recommended
for inexperienced users.

More information

Create a volume within a partition/drive

Formats and encrypts a non-system partition, entire
external or secondary drive, entire USB stick, etc.

VeraCrypt
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3. Atthe Volume Type window, select the Standard VeraCrypt volume radio
button, and then select the Next> button.

® 0 VeraCrypt Volume Creation Wizard

Volume Type

© standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

' Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal
the password to an encrypted volume. There are many
situations where you cannot refuse to reveal the password
(for example, due to extortion). Using a so-called hidden
volume allows you to solve such situations without revealing
the password to your volume.

More information about hidden volumes

VeraCrypt

? < Prev Next > Cancel
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4. At the Volume Location window, select the Select File...button.

VeraCrypt

VeraCrypt Volume Creation Wizard

Volume Location

n BG=)

Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A VeraCrypt container is just like any normal file (it
can be, for example, moved or deleted as any normal file). Click
‘Select File' to choose a filename for the container and to select
the location where you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT
encrypt it; the file will be deleted and replaced with the newly
created VeraCrypt container. You will be able to encrypt
existing files (later on) by moving them to the VeraCrypt
container that you are about to create now.

? < Prev Cancel

5. When the Save window appears, select the Disclosure arrow to the right of the
Save As field. This will expand the window, making it easier to select where to

save the container.

Tags:

Save

Specify a New VeraCrypt Volume

Save As: | Untitled O

Where: [ Documents

File type: = All Files B

Cancel Save
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[ ] Save

Specify a New VeraCrypt Volume

Save As: VeraCryptContainer ~

Tags:

A
I
E

<>
0

By [En Desktop

Favorites

<™ iCloud Drive

[=5] Desktop

[ Documents

73 Applications

0 Downloads
Shared

[ hpdc4a3e23...

1 MIT MLM MBP

Tags
@ Priority

File type: | All Files

| Hide extension New Folder Cancel

6. Inthe Save As field, enter a name for your container. For this assignment, use
VeraCryptContainer.

Navigate to where you wish to save your container. For this assignment, use
the Desktop.

7. Click the Save button.
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When returned to the Volume Location window, select the Next> button.

VeraCrypt Volume Creation Wizard

Volume Location

lPUserslmarcmintz/DesktopreraCryptContainer n Select File...

Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt
container), which can reside on a hard disk, on a USB flash
drive, etc. A VeraCrypt container is just like any normal file (it
can be, for example, moved or deleted as any normal file). Click
'Select File' to choose a filename for the container and to select
the location where you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT

encrypt it; the file will be deleted and replaced with the newly

created VeraCrypt container. You will be able to encrypt

existing files (later on) by moving them to the VeraCrypt
Veranypt container that you are about to create now.

? < Prev Cancel

9.

In the Encryption Options window, configure as below:

From the Encryption Algorithm pop-up menu, select your desired option.
AES is the industry standard, however, as the NSA and NIST were
involved with its acceptance, some experts recommend selecting another
option.

From the Hash Algorithm pop-up menu, select the desired option. SHA
was developed by the NSA, so some experts recommend selecting
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Whirlpool. For our example, we will use the industry standards-AES and
SHA-512.

e Select the Next> button.

VeraCrypt Volume Creation Wizard

Encryption Options
Encryption Algorithm
AES Test

FIPS-approved cipher (Rijndael, published in 1998) that may be used by U.S.
government departments and agencies to protect classified information up
to the Top Secret level. 256-bit key, 128-bit block, 14 rounds (AES-256).
Mode of operation is XTS.

VeraCrypt More information on AE: Benchmark
Hash Algorithm
SHA-512 B Information on hash algorithms

? < Prev Next > Cancel
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10. In the Volume Size window, set the size of your container. If you intend to
email the container, keep in mind that each email provider has hard limits on
the maximum file size that may be sent or received. If you intend to save the
container to a storage device such as a thumb drive, keep in mind that a
storage device needs approximately 20% free space for the directory and
housekeeping needs. For this assignment, set Volume Size to 20MB, then select
the Next> button.

®C VeraCrypt Volume Creation Wizard
Volume Size
ve B

Free space available: 5.0 GB

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 292 KB.

\C

VeraCrypt

? < Prev Cancel
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11. At the Volume Password window, in the Password and Confirm Password
tields, enter a strong password for the container, and then select the Next>

button.

VeraCrypt

VeraCrypt Volume Creation Wizard

Volume Password

Password: esssesescecesess
Confirm password: esessscccccecese
_ Use PIM
" | Display password
 Use keyfiles Keyfiles...

It is very important that you choose a good password. You
should avoid choosing one that contains only a single word that
can be found in a dictionary (or a combination of 2, 3, or 4 such
words). It should not contain any names or dates of birth. It
should not be easy to guess. A good password is a random
combination of upper and lower case letters, numbers, and
special characters, suchas @ * = $ * + etc. We recommend
choosing a password consisting of 20 or more characters (the
longer, the better). The maximum possible length is 64
characters.

? < Prev Cancel
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12. At the Format Options window, from the Filesystem type pop-up menu, select
the desired option, and then select the Next> button. For this assignment, the
Filesystem type is exFAT.

e FAT offers full compatibility for Linux and Windows use. macOS can read
and write to FAT, but one should not hold macOS applications here as
they may not function properly. It has a 4GB file size limit.

e Mac OS Extended offers full compatibility for macOS. Linux and Windows
users are unable to read this format without the assistance of 3*-party
system add-ons. It has an 8EB file size limit.

e exFAT offers full compatibility with Windows and macOS, with modules
available for Linux. It has a 16EB file size limit.

[ ] VeraCrypt Volume Creation Wizard

Format Optio -

None

Filesystem Options FAT
| Mac OS Extended

Filesystem typi

Volume Format Options

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please select a

filesystem type.
If your volume is going to be hosted on a device or partition,
you can use 'Quick format' to skip encryption of free space of

VeraCrypt the volume.

? < Prev Cancel
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13. At the Cross-Platform Support window, select I will mount the volume on other
platforms.

® 0O . VeraCrypt Volume Creation Wizard
Cross-Platform Support

© 1 will mount the volume on other platforms

Choose this option if you need to use the volume on other
platforms.

1 will mount the volume only on Mac 0S X

Choose this option if you do not need to use the volume on
other platforms.

VeraCrypt

? < Prev Cancel

14. As we are selecting the exFAT volume structure, an alert will appear. Click
OK.

Please note that the volume will not be formatted with
VeraCrypt a FAT filesystem and, therefore, you may be required

to install additional filesystem drivers on platforms

other than Mac OS X, which will enable you to mount

the volume.
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15. At the Volume Format window, move your cursor as randomly as possible
within the window for at least 30 seconds, and then select the Format button.

® 0 VeraCrypt Volume Creation Wizard

Volume Format

Random POOl: sxxsxxsssssxxrssssxrrsssseress | SNOW
Header Key:
Master Key:

Randomness Collected From Mouse Movements

Done v Speed \ Left ‘

VeraCrypt IMPORTANT: Move your mouse as randomly as possible within
this window. The longer you move it, the better. This
significantly increases the cryptographic strength of the
encryption keys. Then click Format to create the volume.

? < Prev Format Cancel

16. Once the container encryption has completed, the Success alert appears. Select
the OK button.

The VeraCrypt volume has been
successfully created.

VeraCrypt
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17. At the Volume Created window, select the Exit> button.

® VeraCrypt Volume Creation Wizard

Volume Created

The VeraCrypt volume has been created and is ready for use. If
you wish to create another VeraCrypt volume, click Next.
Otherwise, click Exit.

\C

VeraCrypt

? < Prev Exit

18. You will now find, at the location you specified earlier, the encrypted
container.

VeraCryptContai
ner

Congratulations, you have created your first truly spy-class encryption!

17.6.4 Assignment: Mount an Encrypted VeraCrypt Container

Once you have a VeraCrypt container, you eventually need to open it to read the
contents, add to the container, or make edits to the files.

In this assignment, you will mount the VeraCrypt container, which gives you
access to all its data.
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e Prerequisite: Completion of the previous assignment.

1. Open VeraCrypt, and then select one of the Slot numbers along the left side
bar. This will become the temporary number of the VeraCrypt container to be
mounted. Select the Select File... button.

® O VeraCrypt

Slot Volume Size Mount Directory Type
X
- 2

= 3

L1} 4

= 5

-~ 6

- 7

- 8

- 9

= 10

- 11

- 12

- 13

Create Volume

Volume

Select File...

VeraCrypt Never save history Volume Tools... Select Device...

Mount All Devices Dismount All Close
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2. Select the Select File... button. The standard Open window appears. Navigate
to the folder holding the target container. Select the container, and then select
the Open button.

Select a VeraCrypt Volume
] s = 2k v | | [B Desktop 2 t a Q
Favorites R VeraCryptContainer

& icloud Drive {8 VMware Shared Folders  »

[==] Desktop

@ Documents

E Al My Files

/A Applications VeraCryptContainer

o RO TextEdit Document - 21 MB
Shared Created Today, 7:39 AM

Modified Today, 7:39 AM
@ hpdc4a3e23... Lastopened Today, 7:39 AM

[ MIT MLM MBP Add Tags...

Media

ﬂ Music

Cancel Open
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3. Inthe VeraCrypt window, select the Mount button.

® O VeraCrypt

Slot Volume Size Mount Directory Type
X N R
- 2

= 3

- 4

=) 5

=) 6

- 7

- 8

-9

= 10

- 11

- 12

= 13

Create Volume

Volume

/Users/marc/Desktop/VeraCryptContainer ' Select File...

VeraCrypt | R Volume Tools... Select Device...

Mount All Devices Dismount All Close

4. The Enter password window appears. Enter the password assigned to the
container, and then select the OK button.

[ ] Enter password for "/Users/marc/Desktop/VeraCryptContainer"
password: | o
| Use PIM Cancel

| Cache passwords and keyfiles in memory
| Display password

| Use keyfiles Keyfiles...
PKCS-5 PRF:  Autodetection B | TrueCrypt Mode Options >
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On your Desktop, you will see the mounted volume, named Untitled. Double-
click to open the volume.

You may rename the mounted volume as you would any other item.
You may drag and drop or save files and folder into the container.

To unmount, return to the VeraCrypt window, and then select the Dismount
button. The mounted volume will disappear from the Desktop.

o VeraCrypt

Slot Volume Size Mount Directory Type

/Users/marc/DesktopNeraCryptCon... 19.8 MB |/Volumes/Untitled
- 2

- 3
:]4
= 5
= 6
- 7
- 8
9
10
11
12
13

i

i

U

i

i

Create Volume Volume Properties...

Volume

JUsers/marc/Desktop/VeraCryptContainer E Select File...

VeraCrypt Never save history Volume Tools... Select Device...

W Mount All Devices Dismount All Close
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OMBG... You really are doing high-end security work now! This container may be
copied to a thumb drive, optical disc, DropBox, Google Drive, or other Cloud-
based storage, and remain secure.
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e [Initial release
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